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OrnaBsneHue

# KoHuenTyanbHasa apxutekTypa UIDM
# OnncaHne KOMNOHEHTOB
# TMonHbIM CNNCOK CEPBUCOB

# TpuknagHble cepBUCHI

# XpaHunuuia

# WHPPaCTPYKTYPHbIE CEPBUCHI, MPEAOCTABNATCA 3aKa3uMKoM
# YTOUHEHHble AuarpamMMmbl Ana OTAENbHbIX CLLEHapUeB

# CLeHapui ayTeHTUhUKaLmm
# ClueHapwuii aBTOpU3aLLMm C LLeHTPanM30BaHHbIM BblYUCIIEHMEM MONMUTUK

# CueHapum oTrnipaeku coobueHuns (EMAIL, SMS, PUSH, VOICE)

# KoHuenTtyanbHas apxutektypa UIDM

KoHLenTyanbHas apxMTekTypa pelleHns NpeacTaBneHa H1xe.
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[narpamMma cofepxuT yKpyrnHEHHbIe 6M10KM, B COCTaB KOTOPBIX BXOAAT OAHW UMW HECKOMNbKO CEPBUCOB.

Kax b cepBuc 3ape3epBunpoBaH B pexunmMe Active-Active, TOUHBIN KOIQDULIMEHT Pe3ePBMPOBaHNSA PaCCUYNTHIBAETCA B

3aBNCUMOCTMU OT Harpy3ku.

OnucaHue KOMMNOHEHTOB

e UIDM - LeHTpanbHbI CepBUC ayTeHTudunkaumn. BeinonHaeT ayTeHTUdMKauno, npefoctasndet APl ang
ayTeHTUOUKaLMKN, CaMOOBCNYXMBaHUA U aAMUHUCTPUPOBaHKA. COCTOUT 13 nopsiaka 10 cepBrCcoB, KOTOPbIE NPUBEAEHDI
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HWXe

Profile Database - ocHoBHasg CYB/[ ¢ nonb3oBaTensMu U TEXHUYECKUMM faHHbIMU, HYXHbIMK Ana pa6oTsel UIDM. Pa3mep
B nponopumnoHaneH konuyecTBy nonb3osatenen. B kayectse PCYB/[ MoxeT ncnonb3osatbcd Postgresqgl unu Oracle

Audit Database - CYBI c ayanTt-norom. CoaepxuT BCce eNCTBUS BCeX Nonb3oBaTenen. B kavectse PCYB MoxeT
ncrnionb3oBaTbca Postgresql nnu Oracle, HO MOryT Ucnonb3oBaTbCA 1 BHewHne NoSQL xpaHunuiia Ha yCMOoTpeHue
3aKa3uuka

Ceccun - onepaTtmBHOE XpaHuuLLe BblAaHHbIX TOKEHOB U Ceccun nonb3oBaTenemn n CUCTEM. |/]CI'IOI'Ib3yeTC9| Tarantool

Notifier - cnyxebHbIt cepBuc Ang WwWabnoHU3aumm 1 LOCTaBKM UCXOAAWMX YBEAOMNEHWN M OAHOPAa30BbIX Naponen.
NHTerpupyeTcs ¢ kaHanamu, Hanpumep Email, SMS, Push, Voice. MpoTokonbl 4OCTaBky MOTYT ObiTb KACTOMHbIMU

Policy Engine - LeHTpanbHbIn CEpBUC aBTOPM3aLLMK. BbluMCISET, pa3pelleH N1 AOCTYM Nonb3oBaTenen K Beb-pecypcam.
Ncrnonb3yeTca ABUXOK, OCHOBaHHbIN Ha Open Policy Engine

Access Gateway - W03 JOCTYNa, Yepes KOTOopbI NPOXOAAT BCe 3anpockl K Be6-pecypcaM. MpepbiBaeT 3anpoc 1
otnpasnseT B Policy Engine Ans NpuHATUS aBTOPU3aUMOHHOr0 pelleHns. MoryT 6biTb UCMOMb30BaHbl pa3HbIe W3kl Ha
YCMOTpEeHWe 3aKa3umnka

WeDbAPI - npumep 3aLimiaemMoro Be6-npunoxeHuns

#£ MonHbIK CNUCOK CEPBUCOB

MpuknanHblie cepBUCHI

Cepsuc

api-gateway

audit-search-api

certificate-service

customer-webapi

federation-webapi

identity-sync-service

oauth2-consumer-server

Sso-server

opa

token-storage

HasHaueHue

MpepbiBaeT 3anpocsl, AenervpyeT B Policy Engine,
npeobpa3oBbiBAET NPOTOKObI, YIPOLWAET MHTErpaL o CTOPOHHUM
cepsycam (BFF). RooX pa3spabaTbiBaeT renTBen Ha TEXHOMornm
Spring Boot, Ho pelueHne He orpaHnyYnBaeTCs TOMbKO e

®acap nepen b ayanta, ncnonb3yeTtca AN NpUKPbLITUA
obpalleHnt K B AyanTta REST API

Cemec ynpaBneHnd nonb3oBaTenbCKUMmn ceptnudukatTamm

CepBVlC ynpaBneHna nonb3oBaTeNbCKUMKN AaHHbIMU N
opraHunsaunaMn oT nuua nonb3oBaTenen

CepBUC AaHHbIX GefepaTUBHOM ayTeHTUDUKALMN, XPaHUT
NPUBA3KM NONb30BaTENs K CTOPOHHUM CEPBUCAM W NpefocTaBnseT
API K HUM

Cepsuc GpoHOBOW CUHXPOHM3aLLmm Active Directory n UIDM

O6paboTtunk npotokona OAuth2 ot nuua Service Provider,
MCMNONb3yeTCH B Cy4Yasx, Koraa 3akasuvk uMeeT Tonbko SPA

OCHOBHOW CEPBUC ayTEHTUDUKALLMN

Bbluncnutenb ABTOPU3aUMNOHHbIX peLueHwh

®acap nepen XxpaHuvLLEM TOKEHOB
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audit-writer

webapi-notifier

webapi-server-otp-settings

XpaHunuua

XpaHunuuwe

tarantool

postgresql/oracle

opend;]

3anuncb cobbiTu ayanTa B B M3 ouepenmn coobLleHum
ACUHXPOHHOr o ayamnTa

CepBuC WabnoHU3aLmm 1 OCTaBKM YBEAOMTEHMI

CepBsuc ynpasneHns HacTponkamm 2 pakTopa

HasHaueHue

XpaHunuiie TokeHoB Ha 6a3e Tarantool

XpaHunuLLe NOCTOSHHbLIX AaHHbIX UIDM (mpodwnu, 610KMpoBKHY,
ayamT)

Legacy-xpaHunuile TokeHoB Ha 6a3e LDAP. bonblue He
BHepseTcs.

NH}pacTpyKTypHbIe CepPBUCDHI, NPeaOCTaBNAITCA 3aKa3uMKoM

Cepsuc

extlLb

intLB

sms gateway, email service

CDN

monitoring

tracing

HasHaueHue

BHelWHn 6anaHCHPOBLUMK, BLICTABNAET CEPBUCHI B OTKPbITbIV
NHTepHeT. Tak xe BbinonHseT SSL Offload. B HacToswee Bpems,
Kak npasuno, cogepxunt WAF

BHyTpeHHU 6anaHCUpOoBLUMK. YNpaBndeT TpapukoM Mexay
cepBuCcaMK, BbIMOMHAS MaclITabnpoBaHue, pe3epBrMpoBaHmne 1
NPOBEPKY AOCTYMHOCTU. B K8S nHcTannaumnsax, kak npasuso,
ncrnonbadyeTcq ingress

TpaHCnopTbl 4NnA AOCTaBKM COOBLLEHUI KNMeHTaM. 3aKkas3umk
0BbIYHO YXEe COAEPXUT Takne CEPBUCHI UM NOAPSAYMKOB, TaK UTO B
NPOEKTE BHEAPEHMS BbINOMHAETCS MHTErpaLms ¢ UMeloWmMMmncs
cepBMCaMu LOCTaBKM

CeTb AOCTaBKM CTAaTUUYECKOro KOHTeHTa. Micnonb3yeTcs Ang
06CNyXMBaHWSA BUOXETOB TOMMHa AN CUCTEM C BbICOKOWM
Harpyskom

CepBUC MOHUTOPUHIa

CepBVIC LEeHTPann3oBaHHOr 0 10rrMpoBaHNA
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7 YTOUHeHHble anarpaMmbl Ans oTAENbHbIX CLLeHapUueB

CueHapui ayTeHTUPUKaALLUU
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