RooX UIDM - -

QMounck no AokyMeHTaumm

JXM3HEeHHbIe UUKIbl TOKEHOB

OrnaBsneHue

# )XU3HEHHbIV LUK TOKEHA
# Buabl TOKEHOB

# TokeH gocTyna (access token)

# TokeH o6HOBNeHus nocTyna (refresh token)

# ToKeH aBTOMaTUYEeCKOro Bxoaa

# TokeH ogHOpa30Boro goctyna (per operation access token)
# TokeH gocTyna K API (API token)

# CUCTEeMHbIV TOKEH AOCTyna

# MynbTunnaTdOpPMEHHbIN TOKEH

# SSO-TOKeH

# OB6MEH TOKEHOB

TepMUHbBI
TokeH

XeToH (Mapkep ayTeHTUbUKaLMKN), UCMONb3yEeMbl AN aBTOpU3aLMm AenCTBUI KNMeHTa npu 3anpocax kK UIDM. Ecnn
TOKEH npepacTasneH B popmate JWT, BHYTPU HEFO COAEPXMTCH MHDOPMaLLIMA O NuLLe, 3anpallnsBalowemM asTopu3aLmio
TOW UMW MHOM onepaLmn. TOKeHbl MOryT NPeACTaBNATL U3 Cebs 1 TEKCTOBYIO CTPOKY-naeHTudukatop (GUID); B 3ToM
Ccnyvae cBefieHu1s, CBA3aHHble C TOKEHOM, XxpaHaTcs B UIDM.

TokeH gocTtyna (access token)

TOKEH, KOTOPbI MOXET UCMOMb30BaTbCH CEPBUCAMU, MHTErpUpOBaHHbIMK C UIDM, ong asTopusaumm 0encTBun,
CoBepLaeMbIX OT UMEHW NONb30BaTENS.

TokeH o6HoBNeHus goctyna (refresh token)

TOKeH, KOTOpbIN MCNONb3yeTCs AN NOMyYeHWst HOBOrO TOKeHa AocTyna.

TokeH aBTOMaTU4YeCKOro Bxoaa

TOKeH, KOTOpbI CaM Mo cebe He MOXeT UCMONb30BaTbCH A5 aBTOPU3aLmMn AENCTBUIA OT UMEHM NONb30BaTENS, HO
KOTOPbIV MOXET BbITb UCMOMb30BaH ANA CO34aHNA HOBOW ayTEHTUDUKALIMOHHOW CeCCUM 63 MOBTOPHOI0 BBOAA YUYETHbIX
[aHHbIX MoNb3oBaTens.

TokeH oiHOpa3oBoro gocTyna (per operation access token)

OQHOPa30BbI TOKEH AOCTYNA, NO3BOMSIOWMNIA BLINMOMHWUTE OAHY 3aAaHHYI0 OMepaLLmMio C ero UCMonb30BaHEM, KOTOPYIO
Kak NMpaBnio HEBO3MOXHO BbIMOMHUTL C 06bIYHbIM TOKEHOM AOCTYNA.

TokeH gocTtyna Kk API (api token)
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TokeH [oCcTyna, MNO3BONAIOLWMIA BbIMONHATL 3anpochkl K APl UIDM.

CuncTeMHbI TOKEH AocTyna

TokeH OocTyna, BblAaBaeMblvi MPUIOXKEHMIO M MO3BOMSIOLLMN TaKOMY NMPUNOXEHUIO eNCTBOBAaTbL OT COBCTBEHHOIo
MMEHMW, a HEe OT UMEHM KOHEYHOr O NoMb30BaTENS.

MynbTunnaTGOpPMEHHbI TOKEH

TOKeH [40CTyrMa, 3aMeHsIoLLMI BBOA NOrMHA, Mapons v 04HOPa30BOro Napons B CLeHapum ayTeHTUdMKaLMN. Takom
TOKEH MO3BONSAET BbINOMHATL 6ECLIOBHbIN Nepexoa (6e3 NoBTOPHOM ayTeHTUdMKALMM) U3 OAHOMO CepPBMCa B APYrOM, UK
M3 NPUNOXEHNA Onsd MOBUnbHOro yctponcTtea — B Web-npunoxeHue, ecnm Bce CepBUCHI U MPUNOXEHUA UCMOMb3YIOT
UIDM.

TOKeHbI BbiNyckaloTCst (CO3aaloTCsl) CepBepoM, NepeaaloTcs KNMMeHTaM B OTBET Ha 3aMpoChl aBTOPM3aLuK, U cofepxat
HeoB6X0AVMYIO 1 aKTyarbHYI0 MHOOPMALLMIO NS MOCNenyioLLen aBTOpU3aLmn IeNCTBUI NOMb30BaTENS NMPU MOMOLLM Takoro
TOKeHa.

Mepenada (MpenObsBeHve) ToKkeHa KNMEHTOM B COCTaBe 3anpoca K CepBepy 03HauaeT, UTo KIMEHT XenaeT NoATBepanTb
CBOE NnpaBO Ha BbINMOMHEHWE 3anpaLiBaemMon onepawmm nnm obpatleHre K 3almaeMomy pecypcy.

®opmMaT ToKeHa
B UIDM mcnonb3aytoTcs ToKeHbl, NpeacTaBneHHbie B AByx dopmMaTtax: GUID (oH xe opaque) 1 JWT.

GUID

TokeH npeacTasngeT U3 cebs yHUKanbHbIM uoeHTndukaTop B opmate GUID. Bes cBA3aHHas C TOokeHOM MHpopMaLms
xpaHuTca B UIDM.

JSON Web Token (JWT, RFC 7519)

JWT — ¢popmaT KoHTenHepa ans nepenayn gaHHbix. UIDM noggepxusaet TokeHbl popmata JWT B AByx BapunaHTax: JWS
(REC 7515) n JWE (REC 7516).

TokeH dopmaTa JWT (nanee — TokeH) NpeacTaBnaeT U3 cebs nocnenoBaTebHOCTb U3 TPEX (JWS) nnmn natu (JWE)
TEKCTOBbIX CTPOK B dopMaTe JSON, Kaxaas U3 KOTOpbIX 3akoanpoBaHa anropuTMoM Base64URL, 1 KOTOpble pa3aeneHsl
TOYKaMmu.

BapwaHT TokeHa (JWS nnn JWE) onpenenseTcsa CoaepX“MbIM 3aronoBka TokeHa (Javascript Object Signing and
Encryption, JOSE).

JSON Web Signature (JWS)
JWS — 370 TokeH popmaTta JWT, B KOTOPOM TENO TOKEHA He 3aWndpoBaHO, HO TOKEH NOANMCaH LMPPOBOW MOAMUCHIO.
Ecnun 3aronosok TokeHa cooTBeTCcTBYEeT dopmaTy JWS, TO TOKEH COCTOUT U3 TPEX CEKLUI:

1. saronoska (JOSE Header), B KOTOPOM coflepxaTcs MeTafaHHble TOKEHa, U yKasaHue Ha KpUnTorpabuyeckmne
anroOpUTMbl, MICMOMb30BaHHbIE MPU €ro NOANUCaHUM,

2. Tena, copepxallero B cebe JSON ¢ HabopoM KNerMoB — yTBEPXOEHUI, KOTOPbIE MOTYT BK/IOUaTh B Ceb4
MHGOOPMAaLMIO O TMYHOCTU MOMb30BaTeNd, pa3peLlleHHbIX JOCTynax n T. A.;

3. noanucu (CUrHaTypsbl), KOTOpasi MOATBEPXKAAET, UTO TOKEH He 6bi M3MeHeH (He noanenaH) u eMy MOXHO
fnoBepsiTh. Mpu UCMONb30BaHUM TOKEHa Nepea ero UCNonb30BaHUEM U COXPaHEeHeM NoANMChL NPoBepseTcs B
o6sa3aTenbHOM nopsake.

[na co3paHua noanucu TokeHa 6epyTcs 3aKoAMPOBaHHbIE anropuTMoM Base64URL 3aronoBoK 1 TeO TOKeHa, a
TakXe «CeKpeT», 1 NMOAMNMCHIBAOTCSA C MCMO/Ib30BaHNEM OAHOI 0 U3 anroputMoB (RFC 7518), yKa3aHHbIX B
3arofioBke ToKeHa.

JSON Web Encryption (JWE)
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JWE — 310 TOKEH popmaTa JWT, B KOTOPOM TEo TOKeHa 3awndpoBaHo.

Ecnu 3aronosok TokeHa cooTBeTcTByeT popmaTy JWE, TO TOKEH COCTOUT 13 NATU CEKLLUI:
1. 3aronoeka;

2. knova w1uppoBaHUs;

3. BeKTopa MHULManusauumm,

4. 3awundpoBaHHOro TeKcTa (Tena TOKeHa), KOTOprl;l BbIYMCNAETCA C UCNOMb30BaHWEM KiTloYa LWMPPOBaHUS,
BEKTOpa UHnuManndaunm n anropntMa LLIVI(DpOBaHl/Iﬂ, onpeneneHHoOro B 3aro/ioBke TOKeHa,

5. pBaHHBbIX, KOTOpble NoATBepXAakoT LLeNNOCTHOCTb 3aLIJl/I(DpOBaHHbIX OaHHbIX.

Copnepxumoe TokeHa

B Teno TokeHa MoryT BKMOUYaTbCA NPOM3BO/IbHbIE JaHHbIE, HEO6XOANMbIE CEPBEPY AN aBTOPU3ALLUM TEX UM UHbIX
onepauuit. Takne gaHHble (nona JSON) HasbiBaloTCA KneiMamm (claim).

LLnppoBaHne ToKeHa

Ecnv B COOTBETCTBMU C TPEBOBAHUAMN COAEPXKMMOE TOKEHA AOMKHO ObITb 3aKPbIT OT TPETbUX KL, Teno JWE-TokeHa
wmdpyeTcs Ha CTOPOHE CepBepa, 1 He MOXET 6bITb pacLIMPPOBAHO Ha CTOPOHE KITMEHTA UMW TPETLErO 1L, He
o6nafatoLmx Knoyom (cekpeTom). [JononHUTeNbHbIe CBeAeHNs (KNenmMbl) MOryT 6biTb BKOYEHbI B JWS- unn JWE-TokeH
TONbKO CaMVM CEPBEPOM, KOTOPbIV MPY HEOHXOANMMOCTW BKOYEHUS B KNTEVMbI TOKEHA AOMNOMHUTENbHbIX CBEAEHUM
CO3[3ET HOBbIW TOKEH C AOMOMHUTENbHBIMU AAHHBIMW, MOAMUCBHIBAET UNK LUMDPYET €ro 1 nepefaéT 3anpalmBaloLen
CTOpPOHE.

F£ )Xn3HEeHHbIN LUKN TOKEeHa
XN3HEHHbIM LMKNOM TOKEHA Ha3blBaeTCA nepunon ,Elel;ICTBVITeJ'IbHOCTVI TOKEHa n ero npurogHoCTn and aBTopun3aumm

OEeNCcTBMN NoNb3oBaTens.

KM3HEHHBIV LMK TOKEHA HAYMHAETCst OT MOMEHTa ero Bbinycka (Co3aHus ero CepBepoM v nepeaaydm 3anpallvBatoLLe
CTOPOHE) 1 3aKaHUMBaAETCS B MOMEHT ero aHHyNMpoBaHus (MICTeYeHNsa Cpoka ero AenCTBNA UKW OT3bIBa).

Z#£ Bnabl TOKEHOB

TokeH goctyna (access token)

Mpynna

® TOKeHbl JoCTyna.

BbinyckaeTtcs
® PV OTKPbITUM ayTEHTUDUKALIMOHHOM Ceccuu;

® [0C/e UCMONb30BaHNA TOKEHa OOHOBNEHUS.

AHHYnnpyeTcs
® 0 UCTEeYEeHUN CpoKa OENCTBUS 3TOrO TOKEH3;
® [0 MCTeYEeHUM CPOKa AeNCTBUA ayTEHTUPUKALMOHHOW CECCUM;

® Mpu CMEeHe NIorMHa WK Napons Nonb3oBaTens (aHHYIMPYIOTCS BCe TOKEHbl AOCTYMNa, KPOMe TOro, C UCMOMNb30BaHUeM
KOTOPOro Bbi3BaHa onepaLys CMeHbl Napons);

® [pK OT3blBE TOKEHa C UCnonb3oBaHneM API;

® Mpu nokanbHOM BbiXxoae nonb3oBaTend (logout);
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® Mpwu GIIOKMPOBKE UMW yAaNeHUM yYETHOM 3anmncum nonb3oBaTens.

Tabnuua 1. CUCTEMHbIE COBbITUS U AENCTBUTENbHOCTb TOKEHa AOCTYyNa

CobbiTne CraTyc ToKkeHa
OTKpbITUE ayTEHTU(PUKALLMOHHOM ceccumn Bbinyck

Bbixoa nonb3oBaTens (logout) AHHYynMpoBaHWe
YnaneHue unv 6nokMpoBka y4é€THOM 3anMcu nonb3oBaTens AHHYNMpOBaHue
CMeHa norvHa unv napons nonb3osaTtens AHHynMpOBaHme[ﬂ
WcTeueHne cpoka nencTBUA TOKEHA AHHYNMpoOBaHWe
NcTeueHune cpoka nencTBms ceccumn AHHYNMpoBaHve
OT3bIB TOKEHa ¢ ucnonb3osaHneM API AHHYNMpoOBaHne
Wcnonb3oBaHne TOKeHa 06HOBNEHUA Beinyck

CoBeplueHHUe onepaLlum ¢ UCNonb3oBaHMEM TOKEHa -

BbisoB cneunanbHoro APl onfa nonyyeHus ak3eMnnspa TOkeHa —

CpOK OenCTBUA TOKEHA OOCTyna peKoMeHOyeTCA HaCTpOUTb B AiMana3oHe OT HECKOMbKUX MUHYT OO YaCOoB.

TokeH pocTyna:
HCTEeYeHHe CPpoKa OeWCTEMA TOKeHa

AyTeHTWDUKaLWA
nonbL30BaTenA

TokeH
ABTOMaTUHECKOr 0

T
|

|

|

|

|

! -

i ‘ OTKpBITHE 3y TEHTUHUKALMOHHOW CaCCMm Iﬁ
|

|

|

|

|

[ exona (3)

TokeH obHOBNEHWA
__ noctyna (2)

e =%

‘ ‘ L Token gocTyna (1)

H2pEe3 HECKONBKO MUHYT
Ll

WMcTeqeHne cpoka OEACTBMA ToKeHa pocTtyna (1)

TokeHn gocTyna (1)
HepencTBaTENEH

[ Fal |

CepeBMC "L

PucyHok 1. lnarpaMma AencTBUTENbHOCTU TOKEHa AocTyna


http://0.0.0.0:4000/webdocs/assets/images/token-access.png
http://0.0.0.0:4000/webdocs/token-lifecycle.html#_footnotedef_1

TokeH o6HOBNeHusa goctyna (refresh token)

BbinyckaeTtcs

® OJHOBPEMEHHO C BbIMyCKOM TOKEHa AOoCTYyna.

AHHYNMpyeTCS
® [0 MCTeYEHUM CPOKa AeNCTBUA 3TOMO TOKEHa;
® 0 UCTEeYEeHUN CpoKa OENCTBUS ayTeHTUPUKALMOHHOW CECCUM;

® MpW CMEHe NOrMHa UV Napons nonb3oBaTens (aHHYMPYIOTCS BCe TOKEHbI OGHOBMEHUS, KDOME TOrO, KOTOPBbI
BblJaBasics BMECTe C TEeKyLUMM TOKEHOM JOCTYNa);

® [pU OT3blBE TOKEHa C MCMnofb3oBaHneM API
® Mpw okanbHOM BbIXoAe nonb3oBaTens (logout);

® Mpw 6IOKMPOBKE UMW yAANEeHUM yYETHOW 3anmncu nonb3oBaTens.

Tabnuua 2. CUCTEMHble CO6bITUA U AENCTBUTENbHOCTb TOKEHa O6HOBNEHMS OoCcTyna

Co6biTne CraTyc ToKkeHa
OTKpbITUE ayTEHTU(PUKALLMOHHOM ceccumn Bbinyck

Bbixoa nonb3oBaTens (logout) AHHYNMpoOBaHue
YpaneHue unu 6nokMpoBKa y4éTHOW 3anucu nonb3osaTens AHHYNMpOBaHue
CMeHa noruHa unuv napons nonb3oBaTtens AHHyﬂMpOBaHMe[Z]
UcTeueHne cpoka nelCTBUSA TOKEHA AHHYyNMpoBaHWe
NcTeueHune cpoka nencTBUA ceccumn AHHynvpoBaHue
OT3bIB TOKEHa ¢ ucnonb3osaHnem API AHHYNMpoOBaHMe
Wcnonb3oBaHue TokeHa 06HOBNEHUSA Bbinyck

Coaepmel-me onepauuu c ncnonb3oBaHnMeM ToOKeHa —

Bbi3oB cneunanbHoro APl Ang nonyyeHuUs aKk3eMnnsapa TokeHa —

CpoK encTBUSl TOKEHa OBHOBMEHWSA JOCTYNa PEKOMEHAYETCSH HACTPOUTb 3aMETHO BOSBbLUNM, YEM BPEMS XU3HU TOKEHA
pocTyna. OT pasHULLbl B HACTPOMKE BPEMEHU XM3HU TOKEHA O6HOBMEHWS U TOKEHA [OCTYMNa 3aBUCUT BPEMS, B TEUEHME
KOTOPOro CEPBUC CMOXET OBHOBWTL AOCTYN 6€3 BLINOTHEHWS MNOb30BaTENEM NMOBTOPHOW ayTEHTUOMKALMM.

3anpoc Ha 06HOBMEHME ToKeHa AOCTYyMna C NOMOLLbIO TOKEHa O6HOBNEHWUS AOCTYMa BbINONHAETCH 6€3 LOMNOMHUTENBHOM
ayTeHTuduMKauum nonb3oBaTens.
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TokeH obHOBNEeHUA gocrtynas:
CpoK OeACTEMA TOKeHa oBbHoBneHuA aocrtyna
B Cny4Yae BbiX0oOa NONL30OBATENA W3 CHCTEeMBbI

‘Cepauc UIDM

AyTeHTWHUKALWA |
nons3oBatend

‘ OTKpBITHE 8y TEHTNPUKALIMOHHOA CECCHMM Iﬁ

TokeH
ABTOMATUYECKOr 0
__ Bxoaa (3)
[~

TokeH obHOBNEHWA
__ fjoctyna (2)

‘ ‘ _ Toren poctyna (1)
| e

HYEpe3 HECKONBEKD MUHYT
1 | |
‘ WcTedeHwe cpoka AEWCTEWA TOKEHA AOCTYNa {1][51

Token gocTtyna (1)

HENEACTBUTENEH g
| Fi Y

| WMcnonezoBaHve TokeHa obHoBneHwA poctyna (2) %

TokeH obHOBNEHWA
poctyna (2)

-
e
HoBblih TOKEH

OEHOB.FIEHHR nocwna
_(5)

HoBblit TOKEH focTYNa
o (4)
|'\.

YEpEe3 HEKOTOpOR BREMA

Brixog nonszoeatens
13 cuctemsl (logout) b

™
3aKpbITME ayTEHTUHWKALWOHHON CECCUI Iﬁ

TokeHn pocTtyna (4)
HenelcTBATENEH

X
TokeH obHOBNEHWA
poctyna (5)
HELEeACTBATENEH V
| P

CepBucC

TokeHd aBToMaTu4eckoro exoga (3) coxpaHseTcs Iﬁ
u

IDM

0

PMCYHOK 2. ﬂmarpaMMa OENCTBUTENBbHOCTU TOKEHA OB6HOBNEHMUS nocTyna

TokeH aBTOMaTUUYeCKOro Bxoaa

Mpynna

® TOKeHbl BOCCTaHOBMNEHNSA CECCUN.

BbinyckaeTtcs

® PV OTKPBITUM @y TEHTUDUKALMOHHOM cCeccum

AHHYnMpyeTCcS
® [PV OT3blBE TOKEHa C UCMnonb3oBaHnem API;

® MO NUCTevYeHUn Cpoka 0eVCTBUSA 3TOr0 TOKEHa.
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Tabnuua 3. CUCTEMHbIE COBBLITUA N AENCTBUTENIbHOCTb TOKEHA aBTOMAaTMYECKOro BXxoaa

Co6biTne CraTyc ToKkeHa

OTKpbITUE ayTEHTUDUKALMOHHOW CECCUM Bbinyck

Bbixoa nonb3oBaTens (logout) -

YnaneHue unv 610KMpoBKa yuéTHOMN 3anncu nonb3oBaTens (3]

CMeHa norvHa unm naponsa nosb3oBaTtensd -

UcTeueHune Cpoka NencTBUSA TOKEeHa AHHyJ'Il/IpOBaHl/Ie

NcTeueHne cpoka nencTemsa ceccum -

OT3bIB TOKEHAa € ucnonb3osaHnem API AHHynMpoBaHWe

Wcnonb3oBaHue TokeHa O6HOBNEHUSA Beinyck

Coaepl.ueHMe onepauuu c ncnosb3oBaHnMeM TokeHa -

Bbisos cneunanbHoro APl ons nonyyeHua ak3eMnnsipa TOKkeHa —

TokeH aBTOMaTn4YeCckoro Bxoaa He coxpaHseTcd Ha cepaepe UIDM.

CpOK 0eVCTBUA TOKEHa aBTOMaTUYEeCKOro BXxoaa HaCTpanBaeTCd M MOXET COCTaB/IATb OO0 HECKOJIbKMX MECALLEB.
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ToKkeH aBTOMaTHYeCKOro exoga:
OT3bIE TOKeHa aBTOMaTH4YecKoro exoga

CepeuC UIDM

1
1
AyTeHTUQuKauwa |
noAL30BaTens ;

11

‘ OTKpeITHE 3y TEHTUHNKALWOHHOW CECCHMW B]

(3) TokeH
ABTOMATWYECKara
_ Bxoaa
==

(2) Tokew
_ obHOBNEHWA fOCTyMNa

‘ ‘ (1) Token goctyna
sl

YEPES HECKOEKD MUHYT
Iil'l I: L

McTevyeHue cpoka OeRCTENA ayTeHTUHMKaLWMOHHOR ceccmu%

TokeHn pocTyna (1)
HEOEWCTBUTENEH

g
i

i

i

ra

TokeH obHoBNEHWA ;
poctyna (2) i
2 i
HENEACTBUTENEH S
%

“YEepEe3 HEKOTOPOE BREMA
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TOKEHa
ABTOMATWUYECKOra
Bxona (3)
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‘ OTKpbITUE aYyTEHTUHWKALWOHHOW CeCCMW Iﬁ
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TokeH oaHopasoBoro gocTyna (per operation access token)
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Mpynna

® TOKeHbl JoCcTyna.

BbinyckaeTcs

® rocre NpoXoXAeHUs Nonb3oBaTeneM ayTeHTUdMKALLMM COCOBOM, YCTaHOBIEHHOM A5 3TOW onepaLmn unu ans
onepaLLmn ¢ OTAENbHBIMU NapaMeTpamMu.

AHHYNMpyeTCH

® HeMe[NneHHO NocMe COBEPLIEHMS ONepaLLmm;

® 0 MCTeYEeHMN CPOKa AENCTBMSA 3TOMO TOKEHA

® [0 UCTEeYeHUM Cpoka OeNCTBUA ayTEHTUDUKALMOHHOM CECCUM;
® pu OT3blBE TOKEHa C UCMoNb3oBaHneM API;

® Mpw NnokanbHOM BbIXOA4e nonb3oBaTens (logout);

® mpu 6J'IOKMpOBKe nnnypnaneHmn yl-IéTHOlZ 3anncun nonb3oBaTens.

Tabnuua 4. CUCTEMHbIE COBLITUA U [eNCTBUTENbHOCTb TOKEHa OJHOPa30BOro AOCTYyNa

CobbiTne CraTyc TokeHa
OTKpbITUE ayTEHTUPUKALLMOHHOMN CECCUMN BbmyCK[é]
Bbixog nonb3osaTtens (logout) AHHYMpOBaHue
YnaneHue nnv 6nokMposka y4é€THOM 3an1cu nonb3osaTens AHHYyNMpoBaHune
CMeHa norvHa unv napons nonb3osaTtens AHHYNMpOBaHve
NcTeueHne cpoka neMCTBUSA TOKEHa AHHynMpoBaHve
UcTeueHne cpoka nencTBusa ceccum AHHYyNMpoBaHWe
OT3bIB TOKEHa ¢ ucrnonbsosaHuem API AHHYNMpOBaHWe

Ucnonb3oBaHue TOKEHa O6HOBNEHUS -

CoBeplueHue onepaLmm ¢ UICNoNb3oBaHMEM TOKeHa AHHYyNVpOBaHWe

Bbi3oB cneunanbHoro APl Ang nonyyeHus aKk3eMnnsapa TokeHa —
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ToxkeH ogHOpa30BOro gocryna:
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PucyHok 4. AnarpaMma 0encTBUTENbHOCTM TOKEHa OQHOPAa30BOro 4ocTyna

TokeH gocTtyna K API (APl token)

Fpynna

® TOKeHbl JoCcTyna.

BbinyckaeTcs

® npwu BbI30BE crieunanbHoro APl UIDM.

AHHYnupyeTCA
® [pK OT3blBE TOKEHa C UCMoNb3oBaHneM API;

® MO NCTevYeHUn Cpoka 0eVICTBUA 9TOr0 TOKEHa.

Ta6nuua 5. CucTeMHble CO6bITUSA U AENCTBUTENbHOCTb TOKeHa AocTyn K API

Co6biTne CraTyc ToKkeHa


http://0.0.0.0:4000/webdocs/assets/images/token-perOperation.png
http://0.0.0.0:4000/webdocs/token-lifecycle.html#api-token

OTKpbITUE ayTEHTUDUKALMOHHOM CecCUm
Bbixoa nonb3oBaTens (logout)

YnaneHue unv 6nokmpoBka y4ETHOM 3anvcu nonb3oBaTens

CMeHa noruHa unv napons nonb3osatens
WcTeueHne cpoka 0elCTBUSA TOKEHA
WcTeueHne cpoka nencTBms ceccumn

OT3bIB TOKEHA € ucnonb3losaHuem API
Mcnonb3oBaHMe TOKeHa 06HOBNEHMUSA
CoBeplueHue onepaunm ¢ MICNoNb30BaHNMEM TOKEHA

Bbi3oB cneuunanbHoro APl Ang nonyyeHus aKk3eMnnspa ToKkeHa

CuUCTeMHbIN TOKEH gocTyna

Mpynna

® TOKeHbl AoCTyna.

BbinyckaeTcs

® 0 3anpocy cepsuca K API UIDM.

AHHYnnpyeTcA
® 0 UCTEeYEeHUN CpoKa AeNCTBUA 2TOMO TOKEHa

® [pU OT3blBE TOKEHa C Mcrnonb3oBaHnem AP

Tabnuua 6. CucTEMHbIE COBbITUA U AENCTBUTENBHOCTb CUCTEMHOIO TOKEHA

Cob6biTne

OTKpbITUE ayTEHTUHUKALLMOHHON ceccum

Bbixoa nonb3oBaTens (logout)

YnaneHue nnv 6nokMpoBka y4é€THOM 3an1cu nonb3oBaTens

CMeHa norvHa unm naponq nosib3oBatensa

UcTeueHune Cpoka nencTBUSA TOKEeHa

_[5]

AHHYNMpoBaHK1e

AHHYNMpOBaHMe

Beinyck

CraTyc ToKkeHa

Bbinyck

AHHYIMpOBaHWe

AHHynMpoBaHWe

AHHYIMpOBaHWe
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WcTeueHne cpoka AeNCTBUS CECCUU AHHYNMpOBaHue
OT3bIB TOKEHa ¢ ucnonb3osaHnem API AHHynMpoBaHune
Wcnonb3oBaHue TokeHa O6HOBNEHUSA Beinyck
CoBeplueHune onepaumum ¢ UCNoONb3oBaHUEM TOKEHA -

Bbi3oB cneunanbHoro APl Ang nonyyeHus aKk3eMnnsapa TokeHa —

MynbTunnaTtdoOpMeHHbIN TOKEH

Fpynna

® CeCCHOHHblEe TOKEHbI.

BbinyckaeTtcs

® [P OTKPLITUM @y TEHTUDUKALMOHHOM ceccun (m2m, AJAX).

AHHYnMpyeTCcS

® [0 MCTEeYEHUN CpOKa AENCTBKSA 3TOro TOKeHa (Cpok AencTBus MPT-TokeHa paBeH CpoKy AEUCTBUSA TOKEHa IOCTyMa);

® Mpw NokanbHOM BbIXOAe nonb3oBaTens (logout);
® pu CMEHe NornHa Unn Naposs nonb3osaTens

® mpu 6J'IOKVIpOBKe nnnypaneHmn yLléTHOlZ 3anncun nonb3oBaTend.

MpoanesaeTcsa

® npu 06HOBAEHMM TOKEHa JOCTYyNa.

Tabnuua 7. CUCTEMHbIE COBbITUA U AENCTBUTENbHOCTb MPT-TOKEHA

Co6biTne CraTyc ToKkeHa
OTKpbITME ayTEHTU(PUKALLMOHHOMN cCeccumn Beinyck

Bbixoa nonb3osaTens (logout) AHHyNMpOBaHWe
YnaneHue nnv 6nokMpoBka y4é€THOM 3an1cu nonb3osaTens AHHYynMpoBaHWe
CMeHa noruHa unv napons nonb3osaTens AHHynMpoBaHve
NcTeueHne cpoka nelCTBUSA TOKEHa AHHYNVpoOBaHue
WcTeueHne cpoka nencTBma ceccumn AHHynMpoBaHune
OT3bIB TOKEHa ¢ ucnonb3osaHneM API AHHYNMpoOBaHWe

Ucnonb3oBaHue TOKeHa O6HOBNEHUs -
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CoBepLieHHUe onepaLum ¢ UCNonb30BaHMEM TOKEHa -

BbizoB cneunanbHoro APl onf nonyyeHus ak3eMnnsipa TOkeHa —

MPT-ToKeH
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PucyHok 5. narpamMa gencteutenbHocT MPT-TokeHa

SSO-ToKeH

NPEOYNPEXOAEM

SSO-token sBnseTCH TEXHUYECKN YCTapeBLINM 1 ByaeT yaanéH B 6yayLimnx sepcuax UIDM.
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Mpynna

® CeCCHOHHbIEe TOKEHbI.

BbinyckaeTcs

® MpW OTKPLITUM ayTEHTUDMKALLMOHHOM ceccum (TonbKo Mo login-npoTokony).

AHHYnnpyeTcA
® Mpw NokanbHOM BbIXoAe nonb3oBaTens (logout);
® [py CMeHe NIorMHa unu napons nonb3oBaTens;

e npu 6J'IOKMpOBKe nnnypnaneHmn yl-IéTHOlZ 3anncun nonb3oBaTend.

MponneBaeTcs

® pu UCMonb3oBaHuK (BeinonHeHn SSO-nepexoaa).

Tabnuua 8. CucteMHble CObbITUA U AENCTBUTENBbHOCTb SSO-TOKEHA

Co6biTne CraTyc ToKkeHa
OTKpbITUE ayTEHTU(HUKALLMOHHOM Ceccum Bbinyck

Bbixoa nonb3oBaTens (logout) AHHYNMPOBaHWe
YnaneHue unu 6nokMpoBKa y4éTHOW 3anucu nonb3osaTens AHHynvpoBaHue
CMeHa noruHa unv napons nonb3oBatens AHHYNpOBaHue
NcTeueHne cpoka NeNCTBUSA TOKEHaA AHHynvpoBaHue
WcTeueHne cpoka AeNCTBUS CeCCUU AHHYNpOBaHue
OT3bIB TOKEHA ¢ ucnonb3osaHnem API AHHYyNMpoBaHune

Ucnonb3oBaHue TOKEHa O6HOBNEHUS —
Coaepl.uel-wle onepauuu c ncnosb3oBaHnMeM ToKkeHa -

Bbi3oB crneunanbHoro APl Ang nonyyeHus aKk3eMnnapa TokeHa —

#£ O6MeH TOKeHOB

MexaHunam o6MeHa TokeHoB (token exchange) no3BonaeT NpunoxeHuio 06MeHATb TOKEH AOCTYNa C OAHUM HaGOPOM
aTpmbyTOB Ha APYron TOKEH AOCTYMa C ApYyriM Habopom aTprbyToB 6e3 NOBTOPHOM ayTEHTUPUKALLMM NONb30BaTENS.

Takown MexaHn3M MOXET BbITb UCMOMb30BaH B TOM YucCne:

® [N BbI30Ba OOHWM CepBrCcOoM, ncnonbaytowmm UIDM, APl gpyroro cepsuca, Takxe ncrnosnb3ytouero UIDM;

® N4 pasfeneHunsd obbemMa NoHOMOYMI NPUNOXEHNA Ha HECKOJIbKO OTAE/bHbIX TOKEHOB LOCTYMNa 1 nepenayn nx ogpyrum
NPUNOXEHUAM.
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BAXHO

Cpok OencTBuga TOKEHa, MoMy4YeHHOro B pe3yfbTaTte onepaLum no o6MeHy TokeHa, onpegensetca Hactporkamu UIDM
M He 3aBUCUT OT CpOKa AeNCTBUA MCXOAHOMO TOKeHa.

AHHynMpyroch BCe TOKeHbl AOCTYyMNa, KpoMe TOoro, C UCnob30BaHMEM KOTOPOIro Bbi3BaHa ornepaumnda CMeHbl napona.

AHHYNMPYIOTCH BCE TOKEHbI AOCTYMNa, KPOME TOro, C UCMONb30BaHWEM KOTOPOIO Bbl3BaHa OnepaLLmsa CMeHbl Napons.
. TOKeH He MOXeT b6blTb MCMOb30BaH, Noka nonb3oBaTtesb He byaeT pa3bnokMpoBaH.

[Tocne npoxoxaeHus nonb3oBaTeneM ayTeHTUdUKALMM COCOBOM, YCTaHOBEHHbIM A9 3TOM OnepaLumnm unv eé
napameTpoB.

BblJaE€TCS HE MOMb30BaTENID, a MO ero 3anpocy, NO3TOMY Takow TOKEH MPOAOMXUT AeNCTBOBAT,
Llaxe eCrv 3anpoCKBLUKIA ero NoNb30BaTe b Obin yaaneH Unn 3abokKMpoBaH.
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