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QMNounck no gokyMeHTaumm

OpenlID Connect Userinfo - nonyyeHne nHdpopmauum o TekylieM nosb3oBaTtene

OrnaBsneHue

# KoHeuHas Touka
# MonyyeHne MHPOPMAaLLUK O TEKYLLEM NoNb3oBaTene

# (opmaT OTBeTa And BanMaHoOro TokeHa (He HopMaTUBHbIN)

# @opMaT oTBeTa ANd HeBaNvMOHOro TOKeHa

# KoHourypauus cepeepa, Bnusiolas Ha cogepxaHue oTeeTa

Mcnonb3yeTtcs ona nonyyeHns nHGopMaLmm o nofib3oBaTerne, KOTOpPbI NpeACcTaBneH TOKeHOM AOCTyra.
Mpumepbl:
® OoTOobpaxeHue 6a3oBOV MHHOPMaLLMK O MONb30BaeTenNe B "lWanke” cepsuca

OnucaHne MexaHm3ma

1. MNMonb3oBaTesnb ayTEHTUDULIMPYETCH HEKOTOPbLIM CMNOCOBOM, MOSy4YaeT TOKEH AOCTYMNa

2. Frontend nnu Backend cuctema, xxenatowas nonyumtb MHOOPMAaLMIO O TEKYLLEM NOMb30BaTesNe, BLINOMHAET BbI30B
KoHeuHou Toukn Userinfo

F#f KoHeuHas Touka

GET https://isso_host}/uidm-webapi-1/userinfo

nnn

POST https://isso_host}/uidm-webapi-1/userinfo

® PedepeHcHas cneundukaumna: OpenlD Connect Core 1.0

® [IpefocTaBnsgeTcd cepBucoM: customer-webapi

## MNonyuyeHue MHPOPMaLMM O TeKyLIEM NONb3oBaTene

BoinonHaetcsa HT TP BbI30B KOHEUHOW TOYKM C Nepefayen TokeHa ocTyna.
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<sso_host>
Accept: application/json
Authorization: Bearer <access_token>

® sso_host - 6a3oBbit agpec cepsepa WebSSO, HanprmMep sso.rooxteam.com

® access_token - TokeH gocTyna

®opMmaT oTBETa ANA BaIMAHOro ToOKeHa (He HOpMaTUBHbIA)

HTTP/1.1 200 OK

"sub": "bis__000000000000",
"realm": "/customer",
"roles":

"ROLE_SYSTEM"

"preferred_username": "79000000000",
"phone_number": "+79000000000",
"name": "Jane Doe",

"given_name": "Jane",

"family _name": "Doe",

"email": "janedoe@example.com"

® sub - ngeHTUPUKaToOp KNMeHTa

e realm - o6bnacTtb nonb3osarenen UIDM;

® roles - CN1MCOK poner NPUCBOEHHbIX KITNEHTY;

® juth_level - ypoBeHb aBTOpM3aLLMM NONb30BaTENS

e preferred_username - NorvH nonb3oBaTtens

3AMETKA

MNpaBKna 06paboTkM OTBETa: OTBET MOXET COAepXaTb U Apyrue nong; KIMeHT 0693aH UrHOPUPOBaTL MO, KOTOPLIE OH
He aHanu3npyeT. OTBET MOXET He coepXaTb Nons B CNeACTBUM HAacTpoek cepaepa. Obsa3aTernbHbIM MONeM ABNAeTCA
Tonbko sub . ®opmat nongd phone_number - E. 164

(DOPNHTTOTBEH?lﬂnFIHeBafHMIHOFOVHDKeHa

Ecnu TokeH OOCTyna yKa3aH HeBEpPHO, nmbo ero CpOK OeNCTBUA UCTEK, KOHeYHas ToukKa BO3BpallaeT OLIJVI6Ky:

HTTP/1.1 401 Unauthorized
WWW-Authenticate: error="invalid_token", error_description="The request contains a token



http://0.0.0.0:4000/webdocs/oidc-userinfo.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D0%B4%D0%BB%D1%8F-%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D0%BD%D0%B5-%D0%BD%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D1%8B%D0%B9
http://0.0.0.0:4000/webdocs/oidc-userinfo.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-%D0%B4%D0%BB%D1%8F-%D0%BD%D0%B5%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0

no longer valid."

® error - CTPOKOBbIV KO OLUNMBKMK

® error_description - onncaHune owmnbkn

## KoHpurypauusa cepBepa, Bmsowas Ha coaepxaHue oTBeTa

Kntouy OnucaHune Mo ymonuyaHuto

com.rooxteam.uidm.userinfo.claims_whitelist Benbi cnvcok knenMos, [ycTon cnucok*
pa3peLleHHbIX ANa oTaauu B
KOHeyHown Touke Userinfo

com.rooxteam.uidm.otp.phone_number_mask.search MacknposaHue Tene@oHHoro He 3apaHo, MackmpoBaHme
HOMepa, perynapHoe BbipaxeHue Ang  BbIKNOYeHO
nouckKa 3Ha4yeHns Noa 3ameHy

com.rooxteam.uidm.otp.phone_number_mask.replace MacknposaHue Tene®oHHOro He 3apaHo, MackmpoBaHue
HOMepa, perynsgpHoe BblpaxeHue ANA  BbIKMIIOYEHO
3aMeHbl 3HaYeHus

com.rooxteam.uidm.claims.preferred_username.source WmMs aTpubyTa npoduns, user_name
“cnonb3yemoe cepBepoM Ans
BbIUMCIEHNSA 3HAUYEHNA KNenmMa
preferred_username

® [OCKO/MbKY KOHEeYHad TOUKa Userinfo OTKpbITa ANnd I'IY6I'1VI‘-IHOFO MHTEepHeTa, Angd Lenen 6esonacHoCTM No YMON4YaHUo
OTAaeTCs TONbKO none sub .

® Oenbl CNMCOK HE BKYaeT none sub - OHO OTAaeTca Bcerga
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