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QlMownck no oKyMeHTaLum

OpenlID Connect Token Exchange - nonyyeHne ToKkeHa No ApyroMy TOKEHY

OrnaBsneHue

# KoHeuHas Touka

# MNony4yeHne TOKeHa AN CTOPOHHEro cepBmnca - HOBbI BapUaHT COrnacHo cneumnpukaumm
# MNopaepiKKa CTaporo NPOTOKOMa Nony4YeHnst o6MeHa TOKEHOB

# KoHdurypaums

# OCcO0b6eHHOCTMU N OrpaHnYeHuns

# CCbINIKU Ha BHELLHIO AOKYMEHTaL Mo

Mocne ycnewHom ayTeHTUdOMKALLMKM NONb30BaTENSA CEPBUC, BbINMOMHSIOWMIA ayTEHTUOMKALLMIO, MOMyYaeT TOKEH AOCTYNa,
NpVBSA3aHHbLI K CBOEMY CEPBUCY.

Ecnu nonb3osaTtenb xoueT Bbi3biBaTh API Apyroro cepsuca, Haxoadiwerocs Tak xe nog npukpoitnem UIDM, cnepyet
MoMyYnTb HOBbIN TOKEH JOCTYMa, KOTOPbIV ByAeT NPUBA3aH K LLeNeBOMy CEPBUCY.
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sd Get Access To Another Resource Owner Using Token Exchange/
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#f KoHeuyHas Touka

GET https://isso_host}/sso/oauth2/access_token

® PedepeHcHasa cneunomkauma: OpenlD Connect Discovery 1.0

® [IpefoCTaBNAeTCHA CePBUCOM: SSO-Server

# MonyuyeHue ToKeHa AN CTOPOHHEro cepBuca - HOBbI BApMaHT COrnacHo
cneuudpukaum

3anpoc
.
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POST /sso/oauth2/access_token
Host: {sso_host?
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>& (1)

client_secret=<client_secret>& (2)
grant_type=urn:ietf:params:oauth:grant-type:token-exchange& (3)
urn:vnd-roox:params:oauth:realm=/customer& (4)
subject_token=<access_token>& (5)

audience=<aud>& (6)

1. NoeHTudukaTop TekyLero cepsmca

2. CekperT Tekyllero cepsuca

3. Bblbop npotokona Token Exchange ctaHgapTHbeiM ang atoro OIDC napameTpoM - grant_type
4. PeanM nonb3oBaTeng

5. Access token nonb3oBaTens B TekyLeM cepBuce

6. MpoeHTudmKaTop cepBmnca, TOKEH AN KOTOPOro Nonyvaem

YcnelwHbin oTBET

HTTP/1.1 200 OK
Content-Type: application/json

"cn": "9263752235",

"realm": "/customer",

"token_type": "Bearer",

"access_token": "960aba04-2e02-4af6-913d-c599faalfaef", (1)
"expires_in": 28 (2)

1. BblOaHHbI TOKEH AOCTYMa K 3anpoLIeHHOMY CEepBUCY

2. BpeMsa X13HW BbILaHHOIO TOKEHA

HeycnewHbin oTBET

HTTP/1.1 401 Not Authorized (1)

"error": "invalid_grant", (2)
"error_description": "" (3)




1. TTrobon 4xx KOL TPaKTOBaTb Kak OWMBOYHbIN U non-retryable. [llobble 5XX KOAbl TPaKTOBaTb Kak OWNBOYHbIN 1 retryable
2. Kog owunbku, cM. Tabnuy Huxe

3. OnucaHue owunbkn Ana paspaboTunka/TexnoanepX kK, BbIBOAUTL B NOT

Ta6nuua 1. Kogbl ownMb60K error

Kon MpuunHa YTto nenatb

invalid_request 3anpoc chopMmpoBaH HEKOPPEKTHO Pa3paboTunkam CBepUTbLCH C
OOKYMeHTaLuunen

invalid_client NoeHTupurkaTop, CekpeT CUCTEMbI UK Texnopaepxke NpoBepnTb KpedeHLen.

peanMm HeBepeH CUCTEMbI, BMECTE C TeXNoAdepPXKOon

WebSSO ybeaunTtbcs, 4TO CUCTEMA He
3abnoknpoBaHa

invalid_grant MNepenaHHbIM TOKEH HeBanuaeH [ToNy4YnTb HOBbLIN TOKEH 1 MOBTOPUTbL 3anpoc
C HUM

unauthorized_client CucTtemMa He MMeeT NpaBa MCMnob3oBaTh ObpaTtntbeca Kk Texnoaaepxke WebSSO

token exchange

unsupported_grant_type Token exchange He BK/OYEH Ha [JaHHOM ObpaTtuTtbeca Kk Texnogaepxke WebSSO
nHcTaHce WebSSO

# Mopnepxkka cTaporo NPoToKosna nony4YyeHnuss o6MeHa TOKEHOB

B HacToAWMIN MOMEHT NOALEPXMBAETCS 1 CTapasi cCxema (MonydyeHre TokeHa Yepes obpalleHne Ha /sso/authentication/).

CxeMa 6yaeT BblBeeHa 13 KCMyaTaLm, No3TOMY PEKOMEHYETCS NepeiT Ha HOBYIO CXeMy B 6nnxaniiee Bpems

£ KoHourypauus

® B HacTporkax OAuth2 knneHTa, KOTOPOMY ByLeT pa3peLleHo ncnonb3osaTe Token Exchange, yCTaHOBUTbL CBOVCTBO
audience . 3HaueHue - ngeHTUdnkaTopbl OAUth2 KNMEHTOB, ANA KOTOPbLIX 6YAYT BbiMyCKaTbCHA HOBbIE TOKEHbI.

ﬂapameTp ABNAETCA MaCCUBOM, cnenyeT NCNOoJTIb30BaTb 0CODbbIN CUHTaKCUC.

MpumMep darna KOHOUrypauum KNMeHTa

clientName=onlinebank_web

audience[0]=esh

[aHHbIV NprMep KOHGUrypaLumm paspeluaeT KnMeHTy onlinebank_web obMeHrBaTb CBOM TOKEH [OCTYyna Ha TOKEH AOCTYMa
K KnneHTaMm esb, sms_gateway.
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F#£ Oco6eHHOCTU U OrpaHUUYeHuUs
1. Token Exchange no3songeT 3a 04HO obpalleHne 06MeHATb TOKEH TONbKO AMA OAHOrO LLeneBoro cepsuca. [Ang
nonyyYyeHnsa TOKEHOB A1 06paLleHNs K pa3HbiM CEPBUCaM, BbINMOMHANTE HECKO/bKO 3anpoCOoB.

F£ CcbINIKM Ha BHELLHIO AOKYMEHTaLUuo

OIDC Token Exchange https://tools.ietf.org/html/draft-ietf-oauth-token-exchange-16 OAuth Errors
https://tools.ietf.org/html/rfc6749# section-5.2
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