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O6Lwme nonoxeHunsa
Mponyck wara aBToMaTUYECKOro Bxoaa

# BKnoYyeHne oaHOro n3 Moayrnen asToMaTUYecKoro Bxoaa
AyTeHTUdMKaLMsA

# (MopMaT 3anpoca

MonyueHne TokeHa gocTyna

# <DopMaT 3anpoca and nonyvyeHuna access token no Koy

# (Mopmart 3anpoca ana obHoBneHns access token ro refresh token
Banupauunsa TokeHa nocTtyna

# MopmMaT GET 3anpoca Ha NpoCTYo BanMaaumio TOKeHa
# (MopmMaT GET 3anpoca Ha Banuaaumio TOKeHa C yKkasaHMeM 3almiiaeMoro pecypca

# ®opmaT POST 3anpoca Ha BanuaaLumio TOKEHa € yKa3aHMeM 3allMLwaeMoro pecypca v AONONHUTENbHbBIMM
napameTpamm

Fno6anbHbIn BbIXxoA 13 UIDM no ccbinke
# (MopMaT 3anpoca

Bbixoa yepes API

# (MopMaT 3anpoca

KewunpoBaHne TOKkeHOB
Bbi3os callback URL npu nHBanupaumm TokeHoB

# WHBanvpaumsi TOKEHa nonb3oBaTtens
# BNIOKMPOBaHWE CEPBUCA LLeNIMKOM

# ToHMXeHne YPOBHA aBTOPU3aLMN TOKEHA

CnpaBoYHMK BO3MOXHbIX TUMOB pa3peLleHmnii Ha aBTopu3aLuio
CnpaBOYHMK BO3MOXHbIX MPUUYUH pa3pbiBa CECCUN
CnpaBOYHMK BO3MOXHbIX CTpaTeruin sBo3spaTa npu 61okMpoBske
CnpaBoYHMK BO3MOXHbIX CTaTyCOB TOKEHa

Wcnonb3oBaHne napameTpa scope

HNunarpammbl nepexoaos ang pa6otsl ¢ UIDM

# AyTeHTuduMKauunsa n astopusaums B UIDM
# [oBbllWEHWe YPOBHS aBTOpU3aLmm
# OT3blB TOKEHA

# Logout yepes URL


http://uidm.ru/
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%98%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D1%86%D0%B8%D1%8F%20%D1%81%20UIDM%20%D0%BF%D0%BE%20OAuth%202.0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BF%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BF%D1%80%D0%BE%D0%BF%D1%83%D1%81%D0%BA-%D1%88%D0%B0%D0%B3%D0%B0-%D0%B0%D0%B2%D1%82%D0%BE%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%BE%D0%B3%D0%BE-%D0%B2%D1%85%D0%BE%D0%B4%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B2%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BE%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE-%D0%B8%D0%B7-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D0%B5%D0%B9-%D0%B0%D0%B2%D1%82%D0%BE%D0%BC%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%BE%D0%B3%D0%BE-%D0%B2%D1%85%D0%BE%D0%B4%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#auth
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%B4%D0%BB%D1%8F-%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-access-token-%D0%BF%D0%BE-%D0%BA%D0%BE%D0%B4%D1%83
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%B4%D0%BB%D1%8F-%D0%BE%D0%B1%D0%BD%D0%BE%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F-access-token-%D0%BF%D0%BE-refresh-token
http://0.0.0.0:4000/webdocs/oauth2-integration.html#tokeninfo
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-get-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D0%BF%D1%80%D0%BE%D1%81%D1%82%D1%83%D1%8E-%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8E-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-get-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8E-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D1%81-%D1%83%D0%BA%D0%B0%D0%B7%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B7%D0%B0%D1%89%D0%B8%D1%89%D0%B0%D0%B5%D0%BC%D0%BE%D0%B3%D0%BE-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-post-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-%D0%BD%D0%B0-%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8E-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-c-%D1%83%D0%BA%D0%B0%D0%B7%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B7%D0%B0%D1%89%D0%B8%D1%89%D0%B0%D0%B5%D0%BC%D0%BE%D0%B3%D0%BE-%D1%80%D0%B5%D1%81%D1%83%D1%80%D1%81%D0%B0-%D0%B8-%D0%B4%D0%BE%D0%BF%D0%BE%D0%BB%D0%BD%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%BC%D0%B8-%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D0%B0%D0%BC%D0%B8
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B3%D0%BB%D0%BE%D0%B1%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9-%D0%B2%D1%8B%D1%85%D0%BE%D0%B4-%D0%B8%D0%B7-uidm-%D0%BF%D0%BE-%D1%81%D1%81%D1%8B%D0%BB%D0%BA%D0%B5
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-2
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B2%D1%8B%D1%85%D0%BE%D0%B4-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-api
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-3
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BA%D0%B5%D1%88%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B2%D1%8B%D0%B7%D0%BE%D0%B2-callback-url-%D0%BF%D1%80%D0%B8-%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%BE%D0%B2
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B8%D0%BD%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%B0%D1%86%D0%B8%D1%8F-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D1%81%D0%B5%D1%80%D0%B2%D0%B8%D1%81%D0%B0-%D1%86%D0%B5%D0%BB%D0%B8%D0%BA%D0%BE%D0%BC
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BF%D0%BE%D0%BD%D0%B8%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#response_type
http://0.0.0.0:4000/webdocs/oauth2-integration.html#logout_reason
http://0.0.0.0:4000/webdocs/oauth2-integration.html#return_strategy
http://0.0.0.0:4000/webdocs/oauth2-integration.html#error_subtype
http://0.0.0.0:4000/webdocs/oauth2-integration.html#scope
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B4%D0%B8%D0%B0%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D1%8B-%D0%BF%D0%B5%D1%80%D0%B5%D1%85%D0%BE%D0%B4%D0%BE%D0%B2-%D0%B4%D0%BB%D1%8F-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B-%D1%81-uidm
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F-%D0%B8-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F-%D0%B2-uidm
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BF%D0%BE%D0%B2%D1%8B%D1%88%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BE%D1%82%D0%B7%D1%8B%D0%B2-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/oauth2-integration.html#logout-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-url

#£ O6wme nonoxxeHms

® Bce napaMeTpbl 3arnpocoB 1 OTBETOB, anVI6YTbI nonb3oBaTtenen u npo4yne napamMeTpbl ABNAKOTCA PErMCTPO3aBUCUMbIMA.
® Bce napamMeTpbl 3anpoCoB 1 OTBETOB AB/TAOTCA ob6sa3aTenbHbIMK, ECMU ABHO HE YKa3aHo O6paTHO€.

® [lepeHOChl CTPOK B HEKOTOPLIX MPUMEpax 3anpocoB obaBneHbl ANA yA06CTBa UTEHWSA, peanbHas CTPOKa 3anpoca
[OMKHa BbITb 6€3 HUX.

® [pun 3anpocax Kk API, owmnbku co ctatycom 503 Bcerna npuxoaat 8 HTML.

#£ Mponyck wara aBToMaTU4ECKOro Bxoaa

[lns nponycka aBTOMaTU4YeCcKoro BXoAa MOXeT 6bITb MCMOMb30BaH NapameTp 3anpoca:

® roox_skipAutoLogin
e [locTynHble 3HauveHus: true, false.
® [lo ymon4yaHuio: false.

e OnuwoHanbHoO, PerncrtposaBucuMo

BkniouyeHne ogHoro n3 MOﬂYﬂeﬁ aBToOMaTU4yeCKOoro exoaga

Mpy1 HEOBXOAUMOCTU COXPaHUTb MEXaAHW3M MPOMYyCKa aBTOMaTUYECKOr o BXOAa A5l BCEX MOAYe, 06eCrneunBaloLLmx aTy
bYHKUMOHANBHOCTb, HO HAMEPEHHO BKITIOUUTb TOMBKO OAMH KOHKPETHBIN MOAY b, MOXHO UCMONb30BaTh NapameTp:

® roox_forceAutoLoginModule
® 3HayeHuda: <module_name> - UOEHTUDUKATOP MOLYNA aBTOMaTUYECKOIr O BXOAa

¢ OnuuoHanbHo, PerMCTpO3aBMCMMO

YKa3aHHbIM MOAYNb MPW NPaBUNbHO NepenaHHbIX TpebyeMblx ANd 3TOro MoAyNa napameTpax 6ynet npumMeHeH 6e3
06bIYHOr0 MeXaHW3Ma NPOBEepPKN O4ePEeHOCTU MOAYIEN; OCTalbHblE MOAYN MPUMEHEHBI HE BYAYT.

Ecnu Tpebyemble Ana Moayns napaMmeTpbl He nepeaaHbl UM He KOPPEKTHbI, MOAY b MPUMEHEH He byaerT.

Ecnu napameTp roox_skipAutoLogin He ncnonb3osaH, To napameTp roox_forceAutoLoginModule He nmeeT apdekTa.

[locTynHble Moy u:

id Mmoaynsa onucaHue pa6oTbl MOAYNA napameTp
login-by-jwt aBToBxof no JWT-TokeHy B URL napameTtpe  auto-login-jwt
autologin aBTOBXO[ No TokeHy B URL napameTpe auto-login-jwt
login-by-postreg-token aBToBX0[ no PostReg-Token postreg_token
agw aBTOBXO[ Yepe3 BHELLHIOI CUCTEMY

ayTeHTudukaunm Authentication Gateway
kerberos

auto-login-by-ip

F£ AyTeHTUdpuKaums
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[ng BbINOMHEHWA ayTeHTUDUKALLUKU HYXXHO HamnpaBWTb NOMb30BaTeNnd Ha CooTBeTCTBYOWNI afapec UIDM ¢ ykasaHnem
naeHTUdUKaTOpPa KNMeHTa, Napons KnveHTa n agpeca obpaTtHoro nepexona. UIDM BbINONHUT ayTEHTUDMKALLMIO
Nnonb30BaTeNs Mo NOrMHY-MNaporno v ApyroMy Cnocoby, eCriv 3To He06X0ANMO, NMOCIE YEro BbINOMHUT Nepexo Ha
yKa3aHHbIM agpec 1 nepefacT Mpy 3TOM KOA, N0 KOTOPOMY MOXHO NOMYyYUTb TOKEH.

®opmarT 3anpoca

GET <sso_host>/sso/oauth2/authorize?
login_hint=<login_hint>&

response_type=<response_type>§
client_id=<client_id>&

service=external§
redirect_uri=<redirect_url>&
scope=<scope_value>&
roox_skipAutoLogin=<roox_skipAutolLogin>&
roox_forceAutolLoginModule=<roox_forceAutoLoginModule>&
logout_reason=<logout_reason>§
return_strategy=<return_strategy>&
state=<state>&

TOOX_pPP=<T00X_pp>&
roox_postreg_token=<roox_postreg_token>

MapamMeTpbl

® |ogin_hint - napameTp, 3Ha4eHNa KOTOPOro ByaeT NpedyCTaHOBEHO B NoJe NorMHa B Gopme ayTeHTUudurKaLmm
onuuoHanbHoO

® prompt - 3anNpoc NOBTOPHOM ayTeHTUdMKALLMM Y NoNb3oBaTeNs. BO3MOXHbIe 3HaueHus : login - Nonb3oBaTeNb JOMXEH
BCerfa 3aHOBO ayTeHTUOULMPOBATLCS; NONE - NOMb30BAaTENIO HE HA0 3aHOBO ayTEHTUOULLMPOBATLCS, €CNN OH yXe 6bin
paHee ayTEHTMOULMPOBAH. ONMLLMOHANbHO

® <¢sso_host> - 6a3oBbit agpec cepepa UIDM, HanpumMep sso.rooxteam.com. MoxeT cofepxaTtb NopT, Hanpumep
sso.rooxteam.com:8080

® realm - rpynna nonb3oBaTtenen UIDM. Bo3aMoxHbI Ba 3HaueHus: %2Fcustomer 1 %2b2b, koTopble aBnsgeTcd uri-encoded
3HaveHnamu /customer n /b2b.

e response_type - TWMN 3anpalnMBaeMoro pa3peLleHuns Ha aBTopuaaumio (authorization grant). Bo3aMoXHble 3HaUeHUs
npuBeaeHbl B TabauLLe BO3SMOXHbIX Pa3pelleHuit Ha aBTOPU3aLMIO.

® client_id - naeHTMOUKaATOP KNNMEHTa, HanpuMep selfcare, BO3MOXHbIE 3HaYEHUSA 3aBUCAT OT KOHPUIypaLLmm
® service - MexaHn3M ayTeHTudukaumm B UIDM, Bceraa ncnonb3dyercd 3HaveHne external.

® redirect_uri- URL obpaTHoro peampekTta, URL-encoded, Hanpumep
https2%3A%2F%2Fsso.rooxteam.com%2Fsso%2Fsecure%2FIk.jsp ang agpeca
https://sso.rooxteam.com/sso/secure/lk.jsp. Aopec OomkeH 6biTb B CNNCKe pa3pelueHHbix B UIDM, cnncok
pa3peLleHHbIX adpecoB KOHOUrypupyeTca agMHucTpaTopomM UIDM.

® scope - CNMUCOK 3anpalurBaemMblx scope Yyepes npoben B koamposke UTF-8. onumMoHanbHo, peructposaBuUcCMMoO

® roox_skipAutoLogin - ¢nar ong nponycka wara asBToMaTMyeckoro sBxofa ¢ nomoulbto HTTP header enrichment, npwu
KOTOPOM MoNb30oBaTe b NepeHanpasnseTcs peampekToM Ha HTTP (He HTTPS) endpoint, n B HTTP 3anpoc
noamelwwmsaeTca HTTP 3aronoBok X-nokia-msisdn ¢ JOBEPEHHbIM MAEHTUGUKATOPOM nonb3oBaTtend. JoCTyrnHble
3Ha4veHusa: true, false. o ymonyaHuio: false. onunoHanbHO, perucTpo3aBUCMMO

® roox_forceAutoLoginModule - HasBaHWe MO4yNA aBTOBXOAA, KOTOPbIM ByAEeT NCMOMb30BaH ANF aBTOBXOAA Aaxe npu
aKTMBHOM napameTpe roox_skipAutoLogin

° Iogout_reason - KOO NpnYynHbl pa3pbiBa cCeCcChi. onULUOHaNbHO
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L4 return_strategy - KOO cTpaTerum Bo3BpaTa npu 6/10KMpoBKE. ONLUOHaNbHO

e state - fononHUTENbHbIE AAHHbIE, KOTOPbIE HYXHO NepeaaTh Npu nepeHanpaBneHun Ha redirect_uri nocne
ayTeHTUdUKaLUN. ONLUOHANbHO

® rooX_pp - dnar Ang BKIUYEeHNA pexmmMa ayTeHTUdUKaLNU Yepes BHeLWHo nnatdopmy. [locTynHbie 3HavYeHus: True,
False. Mo ymonuaHuio: False. onuMoHanbHO, permcTpo3aBMCUMO

® roox_postreg_token - PostReg-Token BblAaHHbIM NPy CO30aHUN YYETHOM 3anncu UNn NprUBA3KK K MapTHEPCKOMY
akkayHTy Ans aBToBxoAa (Monb3oBaTenb He BBOAMT AaHHbIE YYETHOM 3anvcK, a nornanaeT aBTOMaTUYeCKU B
aBTOPU30BaHHYIO 30HY)

®opMarT ycnewHoro oTeeTa

AyTeHTUOULMPOBaHHbLIN NOoMb3oBaTeNb 6yAeT nepeHanpasneH Ha redirect_uri, yka3aHHbIv B 3anpoce, ¢ KogoM
aBTopu3aumn B GET-napameTpe.

GET <redirect _url>?code=<auth_code>&state=<state>

MapameTpbl

e <redirect_url> - URL o6paTHOro peaupekTa, Hanpumep https://sso.rooxteam.com/sso/secure/lk.jsp.

® <auth_code> - kog aBTopu3aumu, Hanpumep 1d601e9a-992d-44a7-be21-bcal7fbc762c.

e <state> - fONONHWUTENbHbIE AaHHbIE, KOTOPbLIE BbINV NepeaaHsl B Hauane ayTeHTuduKaLmmn B napameTpe state (ecnu
napameTp state He yKasbiBancs, To OH 6bygeT OTCyTCTBOBaTh U B KOHeYHOM URL, Ha KoTOpbIM nponcxoanT
nepeHanpasneHue).

®PopMaT HeycrelwHoro oTeeTa

[na nonb3oBaTens MOXeT BbiTb 3ab6OKMPOBAH KOHKPETHbIM pecypc no client_id. B 3ToM cnyyae BMecCTO Kofa
aBTopu3aumn B GET-napameTpe 6yaeT onMcaHne owmoKu.

GET <redirect_url>?

error=access_denied&error_description=The%20resource®¥20owner%$20or¥%20authorization¥%20server]
620denied%20the¥20request

MapameTpbl

e <redirect_url> - URL obpaTHOro peampekTa, Hanpumep https://sso.rooxteam.com/sso/secure/lk.jsp.

® <error> - Ko ownbkm cornacHo cneundukaumm OAuth 2.0 REC 6749 nyHKT 5.2, HanpuMep access_denied.

® <error_description> - TeKCTOBOE OMucaHune oWNBKK, Hanpumep
The%20resource?%20owner%20or%20authorization%20server%20denied%20the%20request.

®opMaT oTBeTa Npyu 61TOKMPOBKE NoNb3oBaTeNs

B Tekyllen peann3aumm npoLecca ayTeHTudunkaumm He nogaepxmsaeTcs.

Monb3oBaTenb MOXET 6bITb 3a6/10KMPOBaH. B 3TOM cryyae BMECTO Koia aBTopusaummn B GET-napameTpe 6yaeT onvcaHune
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OLLUNBKMN.

GET <redirect_url>?

error=access_denied&error_description=The%20resource?$20owner%$20or¥20authorization%20server
P620denied%20the%20request.&error_subtype=user_blocked&expires_in=3600

MapameTpbl
e <redirect_url> - URL o6paTHOro peavpekTa, Hanpumep https://sso.rooxteam.com/sso/secure/lk.jsp

® <error> - KoA ownbku cornacHo cneundukaumm OAuth 2.0 REC 6749 nyHKT 5.2, HanpuMep access_denied.

® <error_description> - TeKCTOBOE OnMMcaHne oWnBKK, Hanpumep
The%20resource%20owner%20or%20authorization%20server%20denied%20the%20request.

® cerror_subtype> - cTaTyC TOKEHa, CNMCOK BO3MOXHbIX CTATYCOB NPUBEAEH HUXE.

e <expires_in> - BpeMs Lo UCTeYeHUst cpoka 6roknpoBKM (B cekyHAax). ECnv napaMeTp OTCyTCTBYET, TO yYeTHas 3anmchb
CMOXeT 6bITb Pa3bnoK1MpPOBaHa TOMbKO aAMUHUCTPATOPOM CUCTEMBI.

®opmMmaT oTBeTa npu 6noknposke OAuth 2.0 knueHTa

OAuth 2.0 knneHT MOXeT bbITb 3a610KMpoBaH. B 3ToM cnyvae BMecTo Koaa aBopusauunm B GET-napameTpe 6ynet onncaHve
OLLIMBKM.

GET <redirect_url>?error=invalid_client&error_description=Client%20is%20blocked

MapameTpbl
e <redirect_url> - URL obpaTHOro peampekTa, Hanpumep https://sso.rooxteam.com/sso/secure/lk.jsp

® <error> - Kod ownbku cornacHo cneundumkaummn OAuth 2.0 REC 6749 nyHKT 5.2, HanpuMep invalid_client.

e <error_description> - TekcToBoe onmcaHue owmnbku, Hanpumep Client%20is%20blocked

FF MonyuyeHue TOKeHa gocTyna

[ng nonyyeHnsa foaHHbIX MOMb30BaTENA M BO3MOXHOCTHW BbIMOMHATL AENCTBUSA OT €ro UMEHM 3alumaeMblit KIIMEHT LOMXEH
nony4nTb access token. 515 3TOro Hy>XHO BbIMOMHUTbL 3anpoc Ha cooTBeTcTyowmin URL UIDM ¢ yka3aHWeM faHHbIX
KNWeHTa 1 Kofa, NoflydeHHoro nocne ayteHTudunkaumm. JanHbsin URL UIDM MOXHO TakXe UCMonb30BaTh A1 OBHOBMEHUS
access token c nomoubto refresh token. PesynbtatomM 6yaeT HOBbIM TOKEH, b0 coobLeHne 06 ownbke.

®opMaT 3anpoca anda nony4vyeHus access token no kogy

POST /sso/oauth2/access_token

Host: <sso_host>

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

Accept: application/json

realm=<realm>&
client_id=<client_id>&
client_secret=<client_secret>§
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redirect_uri=<redirect_uri>&
grant_type=authorization_code§

®opMart 3anpoca ana o6HoBneHus access token no refresh token

POST /sso/oauth2/access_token
<sso_host>
Cache-Contzrol:
Content-Type: application/x-www-form-urlencoded
application/json

realm=<realm>&
client_id=<client_id>&
client_secret=<client_secret>§
grant_type=refresh_token§

MapamMeTpbl

® <¢sso_host> - 6a3oBbi agpec cepepa UIDM, HanpumMep sso.rooxteam.com. MoxeT cofepxaTtb NopT, HanpuMmep
sso.rooxteam.com:8080.

® realm - rpynna nons3osatenent UIDM. Bo3aMOXHbI ABa 3HadeHnd: %2Fcustomer n %2b2b, koTopble asnseTtcs uri-encoded
3HaueHneM /customer 1 /b2b.

e client_id - noaeHTMPUKaTOP KNMEHTa, HanpuMmep selfcare, BO3MOXHbIE 3HaYEHWA 3aBUCAT OT KOHOUIypaLLmu.
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAaUYEHUS 3aBUCAT OT KOHOUIypaLLmm

e redirect_uri - URL obpaTHOro peanpekTa, KOTopbin 66l ykasaH npu ayteHTudpukaumm, URL encoded. Hanpumep
https%3A%2F%2Fsso.rooxteam.com%2Fsso%2Findex.ntml ans agpeca https://sso.rooxteam.com/index.ntml.

® grant_type - cnocob nonyveHus access token. B cueHapum nonyyveHna access token no Kooy Bcerfga UCnonb3yeTcs
3HaueHue authorization_code. B cueHapun obHoBneHnsa access token no refresh token scerpga ncnonb3yeTtcq 3HadeHne
refresh_token.

® code - Ko aBTOpM3aLmMu, NONYYEHHbIV Mocne ayTeHTudukaunn. Hanpumep 1d601e9a-992d-44a7-be21-bcal7fbc762¢

e refresh_token - paHee BblfaHHbIN BMecTe € TokeHoM refresh token. Hanpumep d5e0Occfe-501e-4740-8708-
a45fabd369ce

®opMaT ycnewHoro oTeeTa Ha 3anpoc ansa nonydyeHus access token no refresh token unu kopy,
ecnu ana ayTeHTUdMKaLunm ncnonb3osBancy response_type=code

HTTP/1.1 200 OK

"access_token": "eab6a2d0c-740d-4c90-8e43-5e2ceb6853a76",
"token_type": "Bearer",

"expires_in": 1199,

"refresh_token": "d5eOccfe-501e-4740-8708-a45fa5d369ce",
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"refresh_expires_in": 11999,
"scope": [
"contactEmail",
"displayName",
"givenname",
"companyMsisdn",
"impersonatozr",

"IJWTToken": "eyAiY3R5IjogIkpXVCIsICJOeXAi0iA"

®opMaT ycnewHoro oTeeTa Ha 3anpoc Ansg nony4yeHus access token no koay, ecnu ang
ayTeHTUdUKaLunm ucnonb3osancsd response_type=code mpt

HTTP/1.1 200 OK

"access_token": "eab6a2d0c-740d-4c90-8e43-5e2ceb853a76",
"token_type": "Bearer",
"expires_in": 1199,
"refresh_token": "d5eOccfe-501e-4740-8708-a45fa5d369ce",
"refresh_expires_in": 11999,
"mpt": "ad4da560f-ffe0-4091-9f7f-cec964553c5h",
"mpt_expires_in": 11999,
"scope": [

"contactEmail",

"displayName",

"givenname",

"companyMsisdn",

"impersonator",

"pp_username",

"IJWTToken": "eyAiY3R5IjogIkpXVCIsICJOeXAiO0iA"

MNapameTpbl

e scope - cnucok scope (B dopmMaTe JSON Array) pa3peLleHHbIX A5 UCMOMb30BaHWs OT UMEHU MOMb30BaTENS, BO3MOXHbIE
3HaYeHWs 3a4alnTCsa KOHOUrypaLmen

® expires_in - BpeMd 4O UCTeYeHUs Cpoka AencTBusA access token B cekyHOax.
® token_type - TMn BblaaHHOI 0 ToKeHa. Bceraa Bearer.
® access_token - BbijaHHbIM access token.

o refresh_token - BblaaHHbIN refresh token. MoxeT 6bITb MCNONBb30BaH A9 NOMyYeHUd HOBOro access token 6e3
NMOBTOPHOM ayTEHTUdUKALUK

e refresh_expires_in - BpeMs 0O ncTedeHus cpoka gencteud refresh token B cekyHaax.
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® mpt - BblAaHHbIM MyNbTUNNAaTPOPMEHHbIN TOKEH, MPUBA3AHHbIN K BblJaHHOMY access token
® mpt_expires_in - BpeMs 0 UCTeUYEeHNs Cpoka AencTBms mpt B CcekyHaax.

o JWTToken - JSON Web Token, copepxalumi MHGOPMaLIMIO O TOKEHE 1 ayTeHTUOULIMPOBAHHOM MOsb30BaTene.
CopaepxmmMoe onpefenseTcs KOHOUrypaLNOHHbLIM KKOYOM
com.rooxteam.sso.token.response.embedded.jwt.forward.claims. JaHHbIV MapaMeTp ONUMOHAaNeH 1 ero Hanuuune
3aBUCUT OT 3HaYEHMA KOHPUIypaLIMOHHOr O Ktova com.rooxteam.sso.token.response.embedded.jwt.enabled.

dopmMaT HeycrewHoro oTeeTa

HTTP/1.1 400 Bad Request

"error": <error>,
"error_description": <error_description>

MNapameTpbl

® error - KoA oWwnbku cornacHo cneundurkaumm OAuth 2.0 REC 6749 nyHkT 5.2

® error_description - TeKCTOBOE onmcaHune owmnbKu, Hanpumep, The provided access grant is invalid, expired, or revoked

Bo3MOXHbie oWwnbKkun
HeBanMngM KOO Unn Kkoag ¢ UCtTekwmnm CpOKOM neﬁcnawq

AHanorunyHas owmnbka byaeT nonyyeHa npu 6/10KMPOBKE YYETHOM 3anncun aboHeHTa 1 npu 610KMPOBKe abOHEeHTY AoCTyna K
KOHKpPETHOMY pecypcy no client_id

HTTP/1.1 400 Bad Request

"error": "invalid_grant",
"error_description": "The provided access grant is invalid, expired, or revoked."

OAuth 2.0 knneHT 3a6nokmMpoBaH

HTTP/1.1 403 Forbidden



http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%BD%D0%B5%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B3%D0%BE-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0-2
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-8
https://tools.ietf.org/html/rfc6749#section-5.2
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%B2%D0%BE%D0%B7%D0%BC%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5-%D0%BE%D1%88%D0%B8%D0%B1%D0%BA%D0%B8
http://0.0.0.0:4000/webdocs/oauth2-integration.html#%D0%BD%D0%B5%D0%B2%D0%B0%D0%BB%D0%B8%D0%B4%D0%BD%D1%8B%D0%B9-%D0%BA%D0%BE%D0%B4-%D0%B8%D0%BB%D0%B8-%D0%BA%D0%BE%D0%B4-%D1%81-%D0%B8%D1%81%D1%82%D0%B5%D0%BA%D1%88%D0%B8%D0%BC-%D1%81%D1%80%D0%BE%D0%BA%D0%BE%D0%BC-%D0%B4%D0%B5%D0%B9%D1%81%D1%82%D0%B2%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/oauth2-integration.html#oauth-2-0-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82-%D0%B7%D0%B0%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD

"error": "invalid_client",

"error_description": "Client is blocked."

MNepenaHHbIV redirect_uri He coBnafaeT C yKa3aHHbIM Npy ayTeHTUdUKaLUK

HTTP/1.1 400 Bad Request

"error": "redirect uri _mismatch",
"error_description": "The redirection URI provided does not match a pre-registered

He nepepaH access token

HTTP/1.1 400 Bad Request

"error": "invalid_request",
"error_description": "Missing access_token"

YKa3aHHbIM CNOCo6 aBToOpu3aunn He nogaepxmBaeTcd

HaHHasa owmnbka He [O/KHa BO3HUKATL MPW MCMOMb30BaHMK cnocoba authorization_code

HTTP/1.1 400 Bad Request

"error_description": "Grant type is not supported: authorization_token"
"error": "unsupported_grant_type"

7 Banupauusa TokeHa goctyna
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PaHee nonyyYeHHbI TOKEH MOXET 0Ka3aTbCs MPOCPOYEH MY MHBaANMAMPOBaH, MO3TOMY Nepes BbiMOMHEHUEM KITUEHTOM
LEVCTBUM OT MEHW NONb30BaTEeNS, HEOOXOAMMO BbINMONMHATL BanvMaaLmMo TokeHa. [ng Bannaaumm ToOKeHa HyXXHO
BbinonHUTL GET 3anpoc Ha cooTBeTcTBYOWMM URL UIDM € ykasaHuem access token. PesynbtaTomM 6yaeT nHpopMaLms o
nepefaHHOM TOokeHe, NMBo cooblieHne 06 owmnbke

MoMMMO NPOCTOW BannaaLmm TOKEHa MOXHO 3anpaluvBaTh pa3peLlenre Ha JOCTYN K 3almiaemMoMy pecypcy. Ona atoro
HY>XHO NepefaTb B 3aNpocC Ha BanuaaLmMio TOKeHa AONONHUTENbHbLIM NapamMeTp scope. MOXHO nepeaath 060w scope, He
065A3aTeNbHO YKa3aHHbIV MpY ayTeHTuduKaumn. Ecnv ocTyn paspeLleH, To OTBeT ByAeT aHanornyeH oTBeTy 6e3 ykasaHus
3awmaemoro pecypca. Ecnun HeT, oTBeT 6yAeT coaepxaTtb MHGOopMaLLMio O TPebyeMOM YPOBHE aBTOpPU3aLLUK N4
nonyYeHnsa 4ocTyna K 3anpawmBaeMoMy pecypcy.

Ecnu TpebyeTcd nepenaTb OOMONHUTENbHbIE NApaMeTpbl 419 ayanTa AOCTYNa K 3alUMIWEeHHbIM pecypcam, Heo6XoAnMo
BbINoNHUTL POST 3anpoc v nepefaTb NapaMeTpbl B TeMe 3anpoca B BUAE jSON-06bekTa.

®opmaTt GET 3anpoca Ha NpocCTYto BanMaauuto ToKeHa

GET /sso/oauth2/tokeninfo?access_token=<access_token>

Content-Type: application/json
Accept: application/json

®opmMmaT POST 3anpoca Ha Banuaauuio TOKEHa C yKa3aHMeM 3alMiiaeMoro pecypca u
[AOMNOMHUTENbHbIMK NapaMeTpamMm

POST /sso/oauth2/tokeninfo?access_token=<access_token>&scope=<scope>
<sso_host>

Content-Type: application/json

Accept: application/json

"httpMethod": "POST",
"url": "http://example.com/some/url",
"headers": 3%
"User-Agent": [
"Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/40.0.2214.115 Safari/537.36"

"Referer": [
"https://www.google.com/"

"X-Nokia-MSISDN": [
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"9876543210"

"X-Forwarded-For":
"10.20.30.40",
"10.10.35.46",

"192.168.12.74"

MapamMeTpbl

® <¢sso_host> - 6a3oBbi agpec cepepa UIDM, HanpumMep sso.rooxteam.com, MOXeET COAEPXaTb MOPT, HanpuMep
sso.rooxteam.com:8080

® access_token - nonyyeHHbIn access token, HanpumMep 7bdaeacc-3d80-415¢c-920f-a7c30ca5e743

® scope - MAeHTUOUKaATOpP pecypca 3alumilaeMoro cepauca B koamposke UTF-8, cM. noapobHee B NyHKTe Mcnons3oBaHve
napameTpa SCOpe. ONuMOHanbHO, perMcTpo3aBMCUMO

e NhttpMethod - HTTP MeToA Ana KoTOporo 3anpawmnsaeTcsd 4OCTYIM. ONMUUOHaNbHO
e url-URL ona KoTOporo 3anpatmsaeTcsa 4OCTYMN. ONLUOHaNbHO

® headers - cnncok HTTP 3arofoBKOB M3 3anpoca nofib30BaTeNs, NepefaloTcs "Kak eCcTb” 6e3 LOMNONMHUTENbHOM
06paboTku nnn GunbTPaLMM. ONULUOHaNbHO

®PopmMaT ycnewHoro oTeeTa

HTTP/1.1 200 OK

"companyMsisdn",
"contactEmail",
"cn",
"givenname",
"impersonator",
"displayName"

"sn": "MeTtpoB",

"givenname": "MéTp",

"contactEmail": "example@roox.ru",
"companyMsisdn": "9999999999",

"cn": "9263752235",

"realm": "/customer",

"token_type": "Bearer",

"authType": "login_password",
"expires_in":

"sub": i 199412412152222",
"access_token": "7bdaeacc-3d80-415c-920f-a7c30ca5e743"
"auth_level": "2",
"networkAuthenticationType": "AUTO",
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"client_id": "selfcare"

O6s3aTenbHble aTpUGYThI

® scope - cnuncok scope (B dopmaTte JSON Array) paspelleHHbIX 415 UCNOoNb30BaHNA OT UMEHM NOMNb30BaTeNs, BO3MOXHbIe
3HaYeHVs 3aaloTCa KOHOUrypaumen.

® realm - rpynna nonb3oBaTtenen UIDM, Bcerfa Bo3BpallaeTcs 3Ha4yeHne /customer.

e token_type - Tvn BoidaHHOro TOKeHa. Bcerpna Bearer.

® expires_in - BpeMs 40 UCTeUeHMs CpoKa AeNCTBUA TOKeHa B CekyHaax.

® access_token - npoBepseMbit access token.

e client_id - naeHTUGUKaTOP KNMEHTA, KOTOPOMY BblAaH TOKEH, BO3MOXHbIE 3HAaYEHWS 3aBUCHAT OT KOHGUIypaLuu.

® sub - MgeHTUGMKaToOp ayTEHTUPULIMPOBAHHOIO NONb30BaTENS.

OnunuoHanbHble aTPUBYThHI
® auth_level - BblgaHHbIV YPOBEHb aBTOPU3aALLUN.
® authType - cnocob, C MOMOLLbIO KOTOPOro 6blf1a NPON3BEeAeHa ayTeHTUDMKALMA MONb30oBaTeNs.

® roles - ponv nonb3oBaTens.

OnumoHanbHble aTpUbyTbl scope

B oTBeTe MOryT NnpuCcyTCTBOBATb OMLUMOHabHbIE aTPUOYThl SCOPEe pa3peLLeHHbIX A1F UCMOb30BaHNA OT UMEHU
nonb3oBaTtensd. Hanpumep:

® Cn - HoMep TenedoHa nonb3oBaTens,;

e telephoneNumber - Homep TenedoHa nonb3oBarTens;

o networkAuthenticationType - pa3pelleH N1 aBToMaTU4eCKkni BXO No YCTPONCTBY;

® pp_username - OrWH Nob30BaTeNsA BO BHELHeN nnaTtdopme (Npv ayTeHTUGMKALLMN C rooX_pp=True);
® companyMsisdn - KoprnopaTUBHbLIM MSisdn NoMb30BaTeNs;

® contactEmail - email nons3osaTens;

® givenname - uMs Nonb3oBaTens;

® sn - hamMunimg nonb3oBaTens.

Habop BO3MOXHbIX 3Ha4YEHWIN SCOPE 3aBUCUT OT KOHPUIypaLLMn.

®opMaT HeycnewHoro oTeeTa

MNpu nepefaye HeBaANMOHOrO TOKEHa UM TOKEHA C UCTEKLWMM CPOKOM AENCTBUA, a TakxXe npu 6/10KMPOBKE YYeTHOWM 3arnmcu
aboHeHTa 1 npu 6NokMpoBke aboHEHTY OOCTYNa K KOHKPETHOMY pecypcy no client_id 6yaeT Bo3BpalleH OTBET:

HTTP/1.1 401 Unauthorized

"error": "expired_token",
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"error_description": "The request contains a token no longer valid."

MapameTpbl

® error - KoA ownbku cornacHo cneundurkaumm OAuth 2.0 REC 6749 nyHkT 5.2

® error_description - TekCToBOE onMcaHue owmnbKn

CDOpMaT HeycnewHoro oreeta npy HeAoCTaToO4YHOM YpOBHE aBTOpPU3aL UM

®opma HeycCrnelwHoro oTBeTa naeHTUYHa GopMe yCrneLHOro OTBETa 3a UCKTIOYEHMEM KOLAa COCTOAHNSA OTBETA, KOTOPbIN
paBeH 403, 1 Hanuums OONOMHUTENBbHOrO NapaMeTpa advices.

HTTP/1.1 403 Forbidden

"companyMsisdn",
"contactEmail",
"cn",
"givenname",
"impersonatozr",
"displayName"

"sn": "MeTtpoB",
"givenname": "Métp",
"contactEmail": "example@roox.ru",
"companyMsisdn": "9999999999",
"cn": "9263752235",
"realm": "/customer",
"token_type": "Bearer",
"authType": "login_password",
"expires_in":
"sub": "bis 199412412152222",
"access_token": "7bdaeacc-3d80-415c-920f-a7c30ca5e743",
"auth_level": "2",
"networkAuthenticationType": "AUTO",
"client_id": "selfcare",
"advices": 3%

"required_auth_level": "9"

MapameTpbl

® advices - JSON ¢ eAnHCTBEHHbIM Nonem required_auth_level, B KOTOPOM COAEPXNUTCH MUHUMabHO HEOHXOANMbI
YPOBEHb aBTOPM3aLLMK ANA NOMyYEHUA [OCTYNa K 3arnpOLLeHHOMY pecypcy.
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®opmMmaT oTBeTa npu 6noknposke OAuth 2.0 knneHTa

HTTP/1.1 403 Forbidden

"error": "client_blocked",
"error_description": "Client is blocked."

d)opMaT oTBeTa npu npenbaBneHNUn access token c uctekwnm CpOKOM pencTeuna

HTTP/1.1 401 Unauthorized

"error": "expired_token",
"error_description": "The request contains a token no longer valid."

#£ Fno6anbHbIn Bbixoa 13 UIDM no ccbinke

[Tno6anbHbIM Bbixod 13 UIDM MOXET BbITh OCYLLECTBIEH MEPEXOLOM ayTEHTUDULMPOBAHHOIO Nofb3oBaTens Ha URL
<sso_host>/sso/Ul/Logout. MNpu aToM UIDM 3aBepLumnT TEKYLLYIO CECUMIO NMOMb30BaTENA M YAANUT BCE BblAAHHbIE B paMKax
LaHHOWM ceccum TokeHbl. XXenaTtenbHo Ao6asuTb B URL napameTp goto ¢ agpecomM o6paTHOro nepexona, Ha aToT agpec
nonb3oBaTens 6yaeT nepeHanpasneH cpasy nocrne BbIXoaa.

®opmarT 3anpoca

GET <sso_host>/sso/UI/Logout?goto=<goto>

® <sso_host> - 6a3oBbit agpec cepsepa UIDM, Hanpumep sso.rooxteam.com, MOXET COAEPXaTb MOPT, HanpuMep
sso.rooxteam.com:8080

e <goto> - URL obpaTHoro peampekrta, URL-encoded, Hanpumep
https%3A%2F%2Fsso.rooxteam.com%2Fsso%2Findex.ntml ans agpeca https://sso.rooxteam.com/index.html

®dopmMaT ycnewHoro oTeeTa

Monb3oBaTenb 6yaeT NepeHanpaseH Ha agpec, ykasaHHbI B napamMeTpe goto

®dopmMaT HeycrelwHoro oTeeTa
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B cnyyae ownbkm Beixoda 13 UIDM nonb3oBaTens 6yaeT nepeHanpasieH Ha agpec, ykasaHHbll B napameTpe goto, npu
3TOM 6yayT nobasneHbl GET-napameTpbl C KOOAOM W OMUCaHUEM OLLINOKM

GET <goto>?error=<error>&error_description=<error_description>

MapameTpbl
® <goto> - URL obpaTHOro peavpekTa, ykasaHHbIN B 3anpoce
® <error> - KOO ownbkKM, Hanpumep internal_error

® <error_description> - TekCTOBOe onucaHue ownbku, HanpuMmep Cannot%access%20session%20store.

# Bbixopn uepes API

BblOaHHbIV paHee TOKEH MOXET 6bITb MHBaNMAMPOBAH OTNPaBKOM 3anpoca Ha CooTBeTCTBYOWMN agpec UIDM.
[ononHuTtenbHasg ayTeHTUdUKaumna na aToro MeToaa He TpebyeTcs, AOCTaTOuHO nepefaTb access token.

[na nHBanuaaLmm BblJaHHOr O TOKEHa KIIMEHTCKOE MPUNoXeHne 3alimiiaeMoro cepsurca JOMKHO CAeNnaTh ajax 3anpoc Ha
cepBep 3aluLLaemMoro pecypca, nocne 4ero cepsepHoe NpUnoXeHne 3aLimniaeMoro pecypca AOMXHO BbiMOMHNUTL 3anpoc
Ha 0T3bIB TokeHa B UIDM, nepepnas access_token nonb3osartens.

|_|pl/l MHBanugaumm access token takxe MHBannaonpyeTcd CBSI3@aHHbIN C 3TUM TOKEHOM mpt.
®opmarT 3anpoca
POST /sso/oauth2/revoke HTTP/1.1

Host: <sso_host>
Content-Type: application/x-www-form-urlencoded

Accept: application/json

token=<token>&token_type_hint=<token_type_hint>&ip=<ip>&user_agent=<user_agent>&referer=

MapamMeTpbl

® <sso_host> - 6a3oBbi agpec cepepa UIDM, HanpumMep sso.rooxteam.com, MOXeT COAEPXaTb MOPT, HanpuMep
sso.rooxteam.com:8080.

® <token> - ToKkeH Ang nHeanugaumu, HanpumMep 5fdfeafd-3061-4b1c-9076-0fe460f91fc8
e <token_type_hint> - Tnn TokeHa, Bcerfa access_token

® <ip> -IPagpec nonb3oBartens B ¢opMaTe X.X.X.X. ONLLUOHaNbHO

e <user_agent> - cTpoka, naeHTnonumnpytowas Mo knveHTa (6pay3epa). onuMoHanbHO

e <referer> - 3HaueHne HTTP 3aronoska Referer n3 nonb3oBaTeNbCKOro 3arnpoca. onuMoHanbHO

®opMarT ycnewHoro oTeeTa

HTTP/1.1 200 OK
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¢0pMaTHGYCﬂemHOFOOTBeTa

ﬂpMMep oTBETa npun nepenadye HeBannagHoOro T1una TokeHa

HTTP/1.1 400 Bad Request

"error_description": "Requested token type is not supported.",
"error": "unsupported_token_type"

MapameTpbl

® error - Kof ownbku cornacHo cneundurkaumm OAuth 2.0 Token Revocation REC 7009 nyHKT 4.1.1

® error_description - TekCTOBOe onmMcaHue owmnbKn

# KewmnpoBaHue TOKEHOB

Ecnu sawmwaembit cepBmC HaxoanTCsa no obwmnM JOMeHOM BTOPOro ypoBHA ¢ UIDM, TO OH MOXET UCMOob30BaThb
KelumpoBaHWe pe3ynbTaToB Bannaaumm TOKEHOB, YTOBbI He fenaTb 3anpoc Ha BanuaaLLmio TOKEHa NPy KaxaoM AenCTBUM
nonb3oBaTtens. B aToM crnyyae cepBuC OONMXEH OTCNEXMBaTb 3HaUYeHWe cookie sh, Kak TOMbKO 3Ha4YeHne cookie M3MeHUTCH,
Heob6xoaMMOo COPOCUTD Kell.

Ecnu 3awmiliaemMbit CepBnc He HaxoaUTCH No4 AOMEHOM BTOpOoro yposBHA UIDM, kelumpoBaTth pe3ynbTaThl Banuaaunm
TOKEHOB 3anpelleHo, Heo6x0AMMO BCerja AenaTh 3anpoc BanuaaLumnm B COOTBETCTBUM C NMYHKTOM Banuaaumngd TokeHa

aocTyna.

MoapobHble TpeboBaHMS K KELLMPOBAHWUIO Pe3yNbTaTOB aBTOpKU3aLLmMmn onmcaHbl B okyMeHTe "SSO Auth Model” nyHKT 4.3

7 Bbizos callback URL npu uuBanvpaumm TokeHoB

UIDM noanepxuBaeT oTnpasky 3anpoca Ha URL 3alumiiaeMoro cepaumca C onoselleHneM o0 GakTe nHBangaumm TokeHa
nonb3oBaTtend nnn nHeBanmaoauk BCeX TOKEHOB 3alllMilaeMoro cepeuca.

3almLiaemblit CepBUC MOXET NOAMUCATLCH Ha COBbITUS MHBaNMAALLMM TOKEHOB, BblAaHHbLIX 3TOMY CepBUCY paHee. [nd
3TOro HeEOH6XOAMMO COOBLWNTb OAMH UK HeckonbKo callback URL, Ha koTopble UIDM 6yneT oTnpaBnaTb ONoBeLeHus
Cnuncok URL ans onoselleHns HacTpansaeTca aaMmHucTpaTopom UIDM.

MHBanunpaauua TokeHa nonb3oBaTens

Mpu HBanNuaaUMmn ToKeHa KOHKPEeTHOro nonb3osatens UIDM oTrnpaBnsgeT coOoTBeTCTBYOLEee ornoBelleHue Ha callback URL
3almaemMbli CepBuC, MOMYYMB Takoe OMoBeLLeHWe, AOMKeH HeMeaneHHO MHBaNMAMPOBaTbL CECCUI0 Nonb3oBaTens. Ecnu
3alMLaeMbli CEPBUC UCMOMb3yeT KELWNMPOBaHNE Pe3yNbTaTOB aBTOPU3aLLMW, KEL Pe3yNbTaToB aBTOPM3aLMm AaHHOrO
Nnonb3oBaTend TakxXe A0oJ1XKeH ObITb MHBanManpoBaH.

¢0pMaTOﬂOBemeHMﬂOMHBaﬂMﬂauMMTOKeHa

POST <callback_url>
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Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

event=token_revoked&
global=false&

access_token=<access_token>

MapamMeTpbl

e callback_url - URL ong onoseLleHns 13 Cnncka, 3aaaHHoro agMmHucTpaTopom UIDM.
® event - UM COBLITUS.

® global - ¢pnar nonHon 610KNMPOBKM CepPBUCA, B 3TOM OMnoBeLleHnn Bceraa false

® cn - HoMep TenedoHa nonb3osatens (msisdn).

® access_token - MHBanMAMpPOBaHHbIM access token

BIH)KMFN)BaPH491:eFHM4C8I49IH4KOh4

Mpu 6nokmnpoBaHuKn cepaurca Lenmkom UIDM oTnpasnaeT cooTBeTCTBYIOLWee onoselleHne Ha callback URL. 3awmiiaembin
CepBuC, NONyymMB Takoe onoeelleHne, AoHkKeH HeMenneHHo MHBannanpoBaThb CeCCUMK BCEX nonb3oBaTtenen. Ecnu
3aluMLLaeMbli CEPBUC UCMOMb3yeT KEWNPOBaHMe pe3ynbTaToB aBTOPU3aLLMK, KeL pe3ynbTaToB aBTOpM3aLmmn BCEX
nonb3oBaTenem Takke AO/MKeH 6biTb MHBAaNUAMPOBAH

®opMaT onoBselleHns 0 6TOKMPOBKE cepBUca

POST <callback_url>
Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded
event=service_blocked&
global=true

MNapameTpbl

e callback_url - URL ong onoseLlleHns U3 Cnucka, 3agaHHoro agMmHncTpatopom UIDM.
® event - UM COBLITUS.

® global - dnar nonHon 611OKMPOBKM CEPBKCA, B 3TOM OMNoBeLLeHn Bceraa true.

HOHMXeHMeypOBHﬂaBTOpM3auMMTOKeHa
[Tpy MOHWXEHWUN YPOBHA aBTOPM3aLLIMM TOKEeHa KOHKpeTHOoro nonb3osatend UIDM oTnpaBnsaeT COOTBETCTBYIOLLEE

onoseleHune Ha callback URL. Ecnu 3awmiwaemMbivi CEpBUC UCMONb3YeT KelMpOoBaHWe pe3ybTaToB aBTopM3aLmm, Kell
pe3ynbTaToB aBTOPU3aLLIMm BCEX NONb30BaTeNen Takke OO/KEeH bblTb MHBaIMAMPOBaH

¢0pMaTOHOBemeHMﬂOHOHMXGHMMypOBHﬂaBTOpM3auMMTOKeHa

POST <callback_url>
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Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

event=token_auth_level _decreased§
global=false&

access_token=<access_token>

MapameTpbl

e callback_url - URL ong onoseLleHns 13 Cnncka, 3aaaHHoro agMmHucTpaTopom UIDM.
® event - UM COBLITUS.

® global - ¢pnar nonHon 610KNMPOBKM CepPBUCA, B 3TOM OMnoBeLleHnn Bceraa false

® cn - HoMep TenedoHa nonb3osatens (msisdn).

® access_token - naMeHeHHbI access token

# Cl'lpaBO‘-IHMK BO3MOXXHbIX TUMOB pa3peu1eHm‘& Ha aBTOpuU3auuio

KaxaoMy TUMy paspelleHns Ha aBTopu3aumio COOTBETCTBYET CBOSI CXeMa aBTopM3aLLmMn. 3HadeHns (He uri-encoded)
napamMeTpa response_type 13 nyHkTa AyTeHTuduKaLms NpuBeaeHbl B cregytolen Tabnuue

3HaJyeHue onuncaHue

code B otBeTe copepxutca Authorization Code, KOTOPbIV MOXHO
0bMeHATb Ha access token

code mpt B oTtBeTe copepxutca Authorization Code, KOTOPbIV MOXHO
0bMeHATb Ha access token 1 mpt

#£ CnpaBOYHUK BO3MOXHbIX MPUUYMH pa3pbiBa c€CCUU

3HayeHnda napameTpa logout_reason n3 nyHkTa AyreHTudurkalma npMeBeaeHsl B creaytolern tabnuvue

Koa onucaHve
idle_timeout BespencTsre nonb3oBaTens B Te4eHne onpeneneHHoro BpemMmeHu
session_timeout NcTeueHne BpeMeHu ceccumn

#£ CnpaBOYHUK BO3MOXHbIX CTpaTerum Bo3spaTta npu 6nokMpoBke

3HaveHuna napameTpa return_strategy 13 nyHkTa AyTeHTruduKalmng npuBeaeHbl B Cneaytolen tabnuue
Koa onuncaHue

off OTobpaxeHne owWnbKn Ha BUOXeTe norvHa 6e3 nepexona Ha
redirect_uri. icnonb3yeTcs no yMonyaHuio

auto ABTOMaTU4eckui nepexon Ha redirect_uri npn 6n1oKnpoBke
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nonb3oBaTtengd

manual OTobpaxeHune B BUOXeTe KHOMKKX "Hasan” npu 61ok1MpoBke

nonb3oBaTens, Nnepexod nepexon Ha redirect_uri npu HaxaTum
3TOW KHOMKM

# Cn PaBOYHMUK BO3MOXHbIX CTaTyCOB TOKEHa

Kon onucaHue
revoked [Monb3oBaTenb aHHyNMpoBasn TOKeH
user_blocked Monb3oBaTenb 3a610KMpOBaH

#£ WUcnonb3oBaHue NnapameTpa scope

MapameTp scope (REC 6749 nyHKT 3.3) MOXeT npuMeHsaTbes B UIDM Ans ABYX pasHbIX Clydaes.

onpeneneHne Habopa AaHHbIX MONb30BaTENs, K KOTOPbIM CEPBUC NOMyYaeT 4OCTYM. [10 yMONYaHmio Niobon oTBeT
aBTOPU3aLMN COAEPXMUT SCOPE CN, NPeAoCTaBNSoWNA MHOOPMaLMIO O HoMepe TenedoHa. [1ng nonyyeHus
OOMOMHUTENbHbIX aTPUBYTOB HEOH6XOAMMO NepefaTb COOTBETCTBYIOLMIM CMUCOK SCOpe vepe3 npoben npu
ayTeHTudurKaLmu, Hanpumep scope=networkAuthenticationType displayName. B aToM crydae npu Banuoaumimn TOKeHa
6yneT BO3BpalleH pacLlUMpeHHbI CIMCOK aTpUBYTOB. BO3MOXHbIE ANd 3anpoca aTpubyThl HACTpanBaloTCA
agMuHucTpatopom UIDM oTaenbHO AnF Kaxaoro cepsuca.

ATpMBYTbI MOTYT BKTIOYATb:

cn HoMep TenegoHa nonb3osatens (msisdn)

telephoneNumber HoMmep TenedoHa nonb3osaTtend (msisdn), alias Ha cn

networkAuthenticationType TUN ayTeHTUdUKaLmMm No ceTeBoMy ycTponcTBy. AUTO - paspetlueH
aBTomaTtunyeckuit Bxo, NONE - 3anpelueH

displayName ®UO nonb3oBaTens

contactEmail KOHTaKTHbI email monb3oBaTens, yka3aHbl B KOHTPakTe

onpeneneHue cnncka naeHTMOUKaToOpPOB PECYPCOB 3aLUMLIAEMbIX CEPBUCOB, KOTOPLIE MOTYT BbITb MCMOMNb30BaHbI
CEepPBMCOM NS JaHHOMO Nonb3oBaTens. YacTb METOAOB MOXET 6biThb BKMOUEHA B CIMCOK MO YMOMYaHMIO, OCTallbHblE

[OMXKHbI 6bITb 3aMPOLLEHbI NPY ayTeHTUdUKaLMu. aeHTUdUKaTop MeToa MOXET CoepXaTb OrpaHUYeHne Ha
MUHMMasbHbIN YPOBEHb aBTOPU3aLLMK NONb30BaTeNs. B 3TOM Cryyae COOTBETCTBYIOLMI Scope ByAeT BblAaH TOMbKO Npu
HanuMuumn TpebyeMoro ypoBHS aBTOpU3aLLUK.

MepeyeHb JOCTYMHbLIX CEPBUCY SCOPE 1 OrPaHNYEHNS Ha MUHUMaTbHbBINM YPOBEHb aBTOPU3aLIMK HacTpanBalTCH
aaMuHUcTpaTopom UIDM.

SCOope - MHEMOHMNYeCKOe Ha3BaHKe pecCypcCa 3allnlaeMoro cepeunca.


https://tools.ietf.org/html/rfc6749#section-3.3
http://0.0.0.0:4000/webdocs/oauth2-integration.html#auth
http://0.0.0.0:4000/webdocs/oauth2-integration.html#tokeninfo
http://0.0.0.0:4000/webdocs/oauth2-integration.html#auth
http://0.0.0.0:4000/webdocs/oauth2-integration.html#error_subtype
http://0.0.0.0:4000/webdocs/oauth2-integration.html#error_subtype
http://0.0.0.0:4000/webdocs/oauth2-integration.html#scope
http://0.0.0.0:4000/webdocs/oauth2-integration.html#scope

#£ OvarpaMmbl nepexoaos ans pa6éotbl ¢ UIDM

AyTteHTdUKauusa n asTopusaumna s UIDM

AyTeHTUMKALLMA U aBTOpU3aLua B UIDM
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1 3aNpalwKBasT 3aLUWLLEHHEIA pecypc i

2 nepexHanpaenseT Ha norwH B UIDM

<
€
3 zanpalMeEaeT CTpaHWLy norwHa UIDM

4 BO3BPAIAET CTPaHULLY NOrUHA

5 OTMNPaBnAeT NOrMH+nNapons

6 NpoBEpAET NOrMH+Napone

7 npoTokKonMpyeT hakT ayTeHTuhuKaLnm
>

8 reHepupyeT Ko aBTOpU3aLMM

9 nepeHanpaenseT Ha BQE—I'IDDTBJ'I C KOOQOM aBTOpU3aunmn

10 3anpaluvBacT 3aLUMILEHH LI PECYPC, MEPEAAET KOA AaBTOpW3aLmun

11 anpalwneaeT TOKeH OOoCTyna Nno Ko4y aeTopr3aunn >

12 co3paeT TOKEeH

13 Bo3BpaLLaeT TOKEH

14 BAMAVDYET TOKEH
ofipauleHmeM Ha MHTepeic BanMaaLmm

' 15 pozepawlaeT pesynsTaTt BEanuaaLum !
<
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| 16 WHALMMDYET COBCTBEHHYIO CRCCUI0

|

| Ha OCHOBE OaHHbIX M3 TokeHa UIDM

i

17 YeTawasmsaeT COBCTEEHHBIA CECCMOHHBIA TOKEH,
BOZBPALLAET 3ALUMLLEHHEIA PECYpPC

18 nankHeAlWWe 3anpockl aBTOPU3YIOTCA
Ha OCHOBaHWW TokeHa Beb-noprana

MoBbiweHue YPOBHSA aBTOpPU3aUuunm

MoBbileHWe YPOBHA aBTOPH3ALLHH

B

< 18 Bo3EpaWAeT 3aWNLEHHBIR pEcypC

Mone3oBaTenk
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:{ 4 nepeHanpasnseT NoNL30BATENA HA MOBbLILUEHWE YPOBHA aBTOpW 38LKUN ! !
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' 5 3anpalnBaeT NOBbILEHWE YPOBHA aBTORW3aLIMK il ! !
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I | 6 reHepMpyeT W oTnpaenaeT cooblleHne C Kogom I I
I I I
I I I
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:{ 7 so3epawaeT popmy OTP ! : !
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' 8 BEOAWT KoA W3 SMS-coobueHka it ! !
>
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[ | 9 CBEpRET BBEAEHHBIA KOO [ [
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: | 10 NpoTOKONNPYET (AKT NOBLIEHWS Y POBHA }: '
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:{ 11 nepeHanpasnseT Ha BeG-nNopTan C HOBLIM KOAOM aBTOPU3aLNN | ! ]
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' 12 3anpawnBeasT 3alWMILEHHBLIA pECYpC, NepefaeT koA asTopn3aunu ! }'
i i i i
! < 13 zanpawwveaeT TOKEH N0 KOAY aBTOPM3aLnK ' !
i i i i
I 1 14 co3paeT TOKEH C NOBLILEHHLIM YPOBHEM aBTOPWU3aLIMK | I
I I |
i i i
i i i i
! ' 15 Bo3BpalLaeT TOKEeH ! zal
>
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: < 16 npoBepAET HaNM4KWe AOCTYNA K pecypcy ! !
i
! 17 oTEE4aeT 4TO AOCTYN paspeweH >
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OT3bIB TOKEHa

OT3bIB TOKEHa 4Yepes API

None3oearens -

1 BeINOAHAET Ajax-2anpoc Ha OT3LIE TOKEHA

.
-

.
-

3 ynanaAeT TOKEH

]
]
]
i
| 2 nepepaeT access_token gns uHeanupaunn

Logout uepe3 URL

Logout yepes URL

MNonb3oBaTens _ -
i

i
1 1 BeINOAHAET 3anpoc Ha logout |

' 2 yOAanaeT BHYTPEHHIOW CEeCCU0 NonL30BaTeNAa U BCe NPUBA3aHHLIE K HEW TOKEHBI

| 3 cOpaceiBaeT cookie “sl, 4TOBLI KNMEHTEI NOA TEM e AOMEHOM MHEANWAWPOBANW KeL.

4 oTnpaBnsReT yeepomnenue Ha callback URL

5 WHBaNUoWpyeT CecCUio Nons3oBaTens

6 nepeHanpaenseT Ha cTpaHuuy eeb-nopTana

7 zanpawmeaeT 3aWWLIEHHEIR PeCypC

8 npoeepseT cookie “sI", cOpackiBaeT Kew

9 nposepseT ToKeH

. 10 oTBE4AET, 4TO TOKEH HE IEACTBUTENEH
i

11 oTka3kIBaeT B AOCTYMNE K 3ALUNLLEHHOMY petypcy

b
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