RooX UIDM o B

QlMownck no oKyMeHTaLum

BecwoBHbIN Nepexon n3 MoO6uNbHbIX NpunoxeHu B Web

OrnaBsneHue

# YcTponcTBo
# KOMMOHEHTbI, He06X0AMMble AN paboThl

NMPEAYNPEXOAEM

OYyHKLMOHANBHOCTb HAXOAUTCS B OMbITHOW 3KCMyaTaLuum. BO3MOXHbI MU3MEHEHWS B MPOTOKOMAX MHTErpaLLn 1
KOHOUIypaLLMm CUCTEM.

OyHKLMOHaNbHOCTb 6ECLIOBHOIO Nepexoa no3soseT Nonb3oBaTento, 6yayun ayTeHTUOULMPOBAHHEIM B MOBUNBHOM
NPUNOXEHUN, NepexoanTb B BE6-CUCTEMBI (TMUHBIA KABUHET, UHTEPHET-6aHK) Cpa3y Takxe B ayTeHTUPULMPOBaHHOM
COCTOSAHUN

MpUMepbI UCMONb30BaHMS:

® YacTtb CDYHKLLVIOHaJ'IbHOCTVI peann3oBaHa TOJTIbKO B Bebe. B MOBUIBHOM NnpUNoXeHnn paaMellaeTCcd TONMbKO CCblJIKa

F#F YecTpouncTeo

Mpenycnosus

1. AyTeHTuOMKaLMA B MOBUIBHOE NPHIoXeHWe ocyllecTenaeTcd npu nomMoluy UIDM. Cnocob BxoAa He MMeeT 3HaueHus.
2. AyTeHTUUKaUMS B BEO-CMCTEMY OCYyLLEeCTBNAETCA npu nomMoLum UIDM.

3. BHacTponkax sso-server AaHHOMY MOBUNbHOMY MPUMNOXEHWNIO Pa3peLLlEeHO BbIMOMHATL Mepexobl.

4. BHacTpomkax sso-server LefieBble agpeca nepexona 3aperucTpupoBaHbl B kayecTBe redirect_uri .

CueHapuit paboThl
1. Monb3oBaTenb BbIMOMHAET ayTEHTUDUKALMIO B MOBUNBHOM MPUNOXEHNUN.
2. sso-server Bpe3ynbTaTe ayTeHTUOUKaLMM BblAaeT TOKEH AocTyna. MobuibHOE NpUNoXeHne COXpaHsieT TOKEH.

3. TMonb3oBaTenb akTUBUPYET CChIKy Nepexoaa B Be6. TO AoMKHa BbiTb HE MPOCTO CChINKa, @ BU3yarbHblii 3NEMEHT C
HaBeLLeHHbIM 06paboTUNKOM KIMKa

4. MobunbHOE NPUNOXEHME BBIMOMHAET 3aNpOC K SSO-SEerver Ha MHULMMPOBaHWE HOBOW CECCUM ayTEHTUOUKaLLMK ANS
nepexopja B Beb

5. MobunbHoe NpPUNoXeHWe BLINOMHAET 3aNpoCc K sso-server Ha nonydyeHne OAuth-kofda ongd nepexofa B Beb

POST https://isso_base_url}/sso/oauth2/access_token
application/json

Content-Type: application/x-www-form-urlencoded

client_id={client_id}&



http://uidm.ru/
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D0%91%D0%B5%D1%81%D1%88%D0%BE%D0%B2%D0%BD%D1%8B%D0%B9%20%D0%BF%D0%B5%D1%80%D0%B5%D1%85%D0%BE%D0%B4%20%D0%B8%D0%B7%20%D0%BC%D0%BE%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D1%8B%D1%85%20%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B9%20%D0%B2%20Web
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D1%8B-%D0%BD%D0%B5%D0%BE%D0%B1%D1%85%D0%BE%D0%B4%D0%B8%D0%BC%D1%8B%D0%B5-%D0%B4%D0%BB%D1%8F-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE

client_secret={client_secreti&
realm=/customer§
grant_type=urn:roox:params:oauth:grant-type:m2m-authorization-code&

service=dispatcher&
accessToken={access_token}?

e client_id —noeHTM®OUKaTOP MOBUTBHOIO MPUMTOXEHNS
e client_secret — cekperT, B JaHHOM CLLeHapuun — nyctas cTpoka

® access_token — TOKeEH [OCTYMa, NOMYyYEHHbIV paHee Npu ayTeHTUOMKaLLUK

3AMETKA

3HaueHWe napameTpa service byaeT naMeHeHoO Ha service=native2web .

6. sso-server cosgaeT OAuth ko v BO3BpaLLaeT B OTBETE

HTTP/1.1 200 OK|
Content-Type: application/json;charset=UTF-8

"access_token": "46ccbh2d9-fc46-49d2-9d2c-05d5e3aa6b62dl",
"expires_in": 59

BoTtBeTteBnone access_token HaxoguTca oauth code

3AMETKA

VIMsa nonsa 6ygeT naMeHeHo Ha "code”. CneayeT nucaTb KOO NapCUHra Kak
response.contains("code")?response.get("code") :response.get("access_token")

7. Mo6UbHOE NPUIoXEHWE HOPMUPYET CChiNKy 0COBbIM 06pa3oM: https://{consumer_endpoint_url}?code=
{oauth code}&goto={target url}

Mpumep

https://ib.example.com/oauth2-consumer?
code=12312321&goto=https://ib.example.com/offers/1

8. MobunbHoe NpUNoxeHWe oTKpbIBaeT bpay3ep No-yMon4yaHuio MCnonb3ysa cpeacTsa MobunsHom OC.
9. Bpay3ep OTKpbIBaETCA U MEPEXOANT MO CChINKe

10. Beb6-npunoxenve (Mnm cnyxebHbit KoMnoHeHT OAuth2 Consumer) nonyyaeT oauth-Ko/d U3 CChINKM U BbIMOMHAET 3anpoc
K sso-server HaoObMeH Ko[a Ha TOKeHbl. 3Ta yacTb CLLeHapusa paboTaeT kak 06bl4HO, Kak OyATO Monb30BaTe b TONbKO
4YTO BBEN NOrMH-Napob B GOopMe NorvHa



1. sso-server co3pgaetaccess token, refresh token v Bo3BpallaeT B OTBETE.

12. Be6-npunoxenue (nnn OAuth2 Consumer) ycTaHaBNMBaeT TOKEHbI B COOKie 1 BbINOMHAET nepeHanpasneHue Ha
LLeNeBYyIo CTpaHuLLYy.

#£ KoMnoHeHTbl, Heo6xoauMble Ans paéoTbl

e sso-server (OCHOBHOW CEPBUC ayTEeHTUOUKALLMM: BEIMONHSAET ayTeHTUdUKaLMo, NnpefocTaenseT APl ans
ayTeHTUdMKaLMU, CaMOOBCTYXMBaHUS 1 aAMUHUCTPUPOBAHNS)

® onumoHanbHo: oauth2-consumer-server (O6paboTunk npoTokona OAuth2 oT nuua Service Provider)


http://0.0.0.0:4000/webdocs/native2web-sso.html#%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D1%8B-%D0%BD%D0%B5%D0%BE%D0%B1%D1%85%D0%BE%D0%B4%D0%B8%D0%BC%D1%8B%D0%B5-%D0%B4%D0%BB%D1%8F-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B
http://0.0.0.0:4000/webdocs/native2web-sso.html#%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D1%8B-%D0%BD%D0%B5%D0%BE%D0%B1%D1%85%D0%BE%D0%B4%D0%B8%D0%BC%D1%8B%D0%B5-%D0%B4%D0%BB%D1%8F-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B

