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TepMUHbI
Cepsuc

BHelwHee npunoxeHune, nHTerpmposaHHoe ¢ UIDM n BbiNonHsAOLWEe 3anpoChl K HEMY.

OnekTpoHHas noanuchb

VHbopMaLwsa, no3BonsioLas 0AHO3HAaYHO ONPeaenuTh NMLO, MOANMCABLIEE AOKYMEHT, a Takxke 6yKBeHHO-LMbpoBas
nocnenoBaTenbHOCTb (X3LW-CyMMa), KOTopasi 0HO3HAaYHO COOTBETCTBYET OnpeAerieHHOMY Habopy AaHHbIX.
OnekTpoHHasa NoANMCb OCHOBaHa Ha xalwe (hash) — anropuTMe, MO3BONSAIOWEM NOMYYNTb 415 ONpeaeneHHoro Habopa
LaHHbIX YHVKaNbHYO CTPOKY 6UT ONpeaeneHHoM AnuHDI.

[oKyMeHT

CTpOKa ounTt ﬂpOI/I3BOﬂbHOl;I KOHEYHOWM AMNHBbI. ﬂOKYMeHT (I'IaKeT ,EI,OKyMeHTOB) COCTOUT U3 Te/1a IOKYyMEeHTa (CI'IVICKa Ten
,ElOKYMeHTOB), a Takxe MeTaZlaHHbIX IOKYMEHTa (MeTa,ElaHHbIX, o6LWMx onga naketa OOKYMEHTOB B LLeJ'IOM).

[ns uenen HacTosAwero OOKyMeHTa TEPMUH LOKYMEeHT O3Ha4YaeT Takxe NakeT JOKYMEHTOB (CI'IMCOK Ten AOKYMEHTOB +
MeTalaHHble NakeTa ﬂOKYMeHTOB).

Teno pokymMeHTa

CTtpoka 61T, copepxallasn B cebe CyLeCTBEeHHYO MHOopMaLLMio 06 onepauunn. TenomM JOKYMEHTa MOXET BbITb Kak dawnn
tdopmaTa Adobe PDF nnm Microsoft Word (OBOMYHbIE AaHHbIE), Tak U TEKCTOBbIN dain (HanpuMep, TEKCTOBbIN haln
dopmaTa JSON, XML nnun YAML).

MeTapaHHble JOKYMEHTa

CTpoka dopmaTa JSON ( "knou" : 3HaveHue ), COOTBETCTBYIOWAA cTaHaapTy RFC 8259.

OpHopa3oBebivi naponb (One-Time Password, OTP)

KopoTkuii Ko, reHep1pyembiii CEpBEPOM W HanpaensiemMbli Nob3oBaTesio B XoAe Npoueaypbl ay TeHTUGMKALMN.
OcHOBaH Ha OTKpbITOM cTaHaapTe RFC 4226 (HMAC-Based OTP Algorithm) ot Open Authentication (OATH).

Mo ymonuaxuio UIDM nognepxusaeT HanpasneHve OTP B SMS nnu anekTpoHHom noyton. BoamoxHa nHterpauma UIDM ¢
CepBMCOM 3aKa3uuka, obecrneunsatowmm HanpasneHe push-ysefoMneHunin Ha pa3pabaTbiBaeMoe 3aKa3unkom
MOBUNbHOE NPUNOXEHME.
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F#£ AnekTpoHHble noanucu 8 UIDM

Mpw oKaszaHWUM GaHKOBCKMX YCNYT UK OCYLLECTBNEHUN BHY TPUBaHKOBCKOro [JOKYMEHTOOBOPOTA CYLLEeCTBYET
HeobX0AMMOCTb MaKCUMaribHO COKPaTUTb, & MO BO3MOXHOCTU UCKTIOUNTL N06YI0 GOpMY BYMaxXHOro JOKyMeHToob0opoTa.
Mpu aTOM y BaHKa AOMKHa 6bITb BO3MOXHOCTb HEOMPOBEPXMMOrO JOKa3aTeNbCTBa HaNnMuMsa BONEen3bsaBneHUs KNneHTa Ha
nNpenocTaBneHne eMy 6aHKOBCKOW YCIYr — HanpuMep, MCNOMHEHWS NaTEXHOro MOPYYeHWs — Un NMOATBEPXAEHNS
aBTOPCTBaA 3NEKTPOHHOrO OKYMEHTa, CO3[4aHHOr0 COTPYAHMKOM H6aHKa. B aTOM criyyae COBCTBEHHOPYYHYIO NOAMUCH
MOXHO 3aMEHWTb 3MEKTPOHHOI MOAMUCHIO (MPY YCMOBUM 3aKTIOUYEHMSA COraLleHns Mexay 6aHKOM W KIIMEHTOM Unn
COTPYAHMKOM 6aHKa).

SﬂeKTpOHHaﬂ noanuncb npeactasndeT cobou nocnenoBaTeNbHOCTb KOHEYHOM AMUHbI, Nony4YeHHYI C UCMOoNb30BaHMEM
MaTeMaTUu4yeCkKnx anropuTMoB N CBA3aHHYIO C 3JTEKTPOHHbLIM LLOKYMEHTOM. OHa obnapaeTt cnefyrownmm CBOMCTBaMu:

® CBOWCTBOM aBTOPCTBa, KOTOPOE NO3BOMAET MAEHTUOMLMPOBATb aBTOPa 3NEKTPOHHOIO OKYMEHTA;

® CBOWCTBOM HeOoTpeKaeMOCTH, KOTOPOeE He NMOo3BONAET aBTOPY OTKa3aTbCA OT cpaKTa noanncaHmna aneKTpoHHOro
OOKYMEHTa;

® CBOWCTBOM LLETOCTHOCTMH, KOTOpO€E NaeT BO3MOXHOCTb ornpenennTb q)aKT BHECEHUS U3MEHEHUI B 3J'IeKTpOHHbIl;I
OOKYMEHT nocne co3naHna noanmcu.

UIDM no3BonsieT noanucbiBaTb 3/1€KTPOHHOM NOAMUCHIO MPOU3BObHbIE JOKYMEHTLI, B TOM YNCEe GUHAHCOBbIE. Takas
3NEeKTPOHHasA NOAMNUCH B COOTBETCTBUM C AENCTBYIOWNM 3aKOHOAaTEeNIbCTBOM COOTBETCTBYET NMPOCTOW 3M1EKTPOHHON
noanucu.

Ecnu pasMep Tena JoKYMEeHTa He NpeBbIWaeT NpeaenbHOro 3HadeHus, 3agaHHoro B HacTpoiikax UIDM (mo ymonyaHwmio
3TOT pa3Mep 3aaaH B paaMepe 2000 6aiT), To NPy BEINOIHEHWUM onepaummn (MoAnNMCK) NoANUCHIBaeMoe TeNo AOKYMEHTa
coxpaHseTcs B 6a3e AaHHbIX UIDM B ncxoaHom popme.

Ecnu pa3mep Tena NoKyMeHTa NpeBbiWaeT 3aaHHOoe HaCTPOMKOW nNpefenbHoe 3HayeHne pa3mepa, TO Npu BbiMOMHEHNN
noanucu B UIDM coxpaHAeTCs TONbKO X3LlW-CyMMa Takoro Tena JOKYMEHTa, pacCuMTaHHasA npy MOMOLLM X3LW-QYHKLAN,
onpeneneHHon B ctaHaapte FOCT P 34.11—2012 ¢ ANMHOW X3LW-CyMMbl 512 BUT.

OTP-kon reHepupyeTca Ha cepepe UIDM npu noMoLLm reHepaTopa cnyyanHblx yncen. OTP-koa MeeT CpoK AenCTBUA
(BpeMsi xu3HM). Kaxpoe HanpaBneHHoe SMS-coobLieHne HYMepyeTCs Mo CYETUMKY; CUETUNK COPACHIBAETCS B MOMHOYb
Kaxaoro AHs.

PV BbINOMHEHWW OAHOM OnepaLLMmn NOANMUCU MOXET 6biTb NOANMCaH KOMMNEKT (nakeT) AOKYMEHTOB.
B pacuéTe noanucy 4oKyMeHTa UCTMOoMb3yoTCs:

e Teno fokyMeHTa (Npv pasMepe Tena AoKyMeHTa MeHee npeaenbHOro 3HaueHys paaMepa) Unm ero Xat-cymma (npw
pasMepe Tena fokyMeHTa 6onee NnpefensHoro);

® MeTafdaHHble JOKYMEHTa;

® Homep TenedoOHa Nob30BaTENA, 3anN1CbiBaeMbI B COOTBETCTBMM C pekoMeHaumen E. 164 MexayHapoOHOro cotosa
3MEeKTPOCBA3W, HO 6e3 3Haka + (MpuMmep: 79001234567 );

® BBeAéHHbIN Nnonb3oBaTenemMm OTP-koA;

® MopaaKoBbI HoMep SMS-coobLieHWs 3anpoca Ha NoAnucaHue.

B kayecTBe pekBM3NTOB NOAMMCABLUErO NMLLA COXPaHAETCH TenePOHHbIM HOMepP NOANMCaBLIero nmua, HoOMep NonbITKA
BBoaa OTP-kona, cam OTP-kof, a Takxke naeHTudukaTop knveHTta (nons3osatens) 8 UIDM.

MNocne HanpaBneHns NOKYMeHTa Ha NOANUCaHWe, a Takxe B pe3yrnbTaTte ycrnelwHoro seoaa OTP-koda Bo3BpallaeTca
YHUKaNbHbIM MAEHTUOKUKATOP 3anpoca Ha noanucaHue gokymeHTta ( extendedAttributes.signingRequestid w

claims.sign_req_id ). BnocneaHem crydae aTOT MOAEHTUUKATOP TakXe NOMELLAeTCs B BbiMyCKaeMblil TOKEH
OHOPa30BoOro AoCTyna u nomellaetcd B b ayanTa.

## BknouyeHne BO3MOXXHOCTU NOANUCAaHUS AOKYMEHTOB Ha YPOBHE NONUTUK

BkrtoueHmne HeobxoaMMOCTH NOANMUCaHNUSA OOKyMeHTa (KOTOpoe BbINONMHAETCA Npn NOMOLLUM TOKEHa OOHOPa30BOIro
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[0CTYyMna) 3a0aéTcs yCNoBMEM MOMUTUKM C 3adaHHbIM TUNoM PerOperationTokenCondition .

Kopa nonuTtuku, o6ecneunsaowmin TpeboBaH1e NoanMcaH1s OOKYMeHTa C UCMOoNb30BaHMEM TOKEHA OAHOPA30BOro
poctyna

<Condition name="perOperationToken" type="PerOperationTokenCondition">
<AttributeValuePair>
<Attribute name="required-if"/>
<Value>true</Value>

</AttributeValuePair>
<AttributeValuePaizr>
<Attribute name="require-signing"/>
<Value>true</Value>
</AttributeValuePair>

Koa nonutuku, obecneymBatownin TpeboBaHne noanmcaHnsa OKYMeHTa C UCMofib30BaHMEM TOKEHa OAHOPa30BoOro
[ocCTyna rnpu BbINONIHEHMUW ONpeAeneHHbIX YCNoBUm

<AttributeValuePair>
<Attribute name="required-if"/>
<Value>( env['isFinal'] == 'Y' and env['fullForm'] == 'Y'

</AttributeValuePair>
<AttributeValuePair>
<Attribute name="require-signing"/>
<Value>true</Value>
</AttributeValuePair>

# CLl.eHapMM noannMcaHund AOKyMeHTa 3ﬂeKTpOHHOﬁ noanumcbiro

CLI.eHapl/IVI noanmcaHnda 0OKyMeHTOB OCHOBaHbl Ha BbllMyCKe TOKeHa 0AHOPa30BOro 4ocTyna.

CueHapun N21, B otnmnume ot CueHapud N°2, TpebyeT NOBTOPHOIrO HanpaBneHs KOMMIeKTa JOKYMEHTOB ANS BbIMONHEHNS
NOAMUCH.

MpenBapuTenbHble TpeboBaHMA
® oMb3oBaTeNb ayTEHTUPULIMPOBAH;

® Bnpodue Nonb3oBaTens ykasaH HoMep TenedoHa, No3BoNSIoWMA HanpasuTb emy OTP-koa.

CueHapuu N21

OTa Bepcusa MexaHn3Ma NoANUCY Npu NepBOM HanpaBieHW KOMMNNeKTa AOKYMEHTOB Ha NoAnvcaHue co3naeT
MOEHTUdMKATOP 3anpoca Ha NoAnNMcaHne, KOTOPbIY BO3BPAaLLaeTCH 3anpallmBatoLLe CTOPOHE, a TakXe HanpaBnaeTcs en
>XX€ NOBTOPHO nocne yCﬂeUJHOPI noanucu. MexaHmam Takxe Tpe6yeT HanpaBneHna OAHOIro U TOro Xe AOKYMeHTa ABaxabl, 1
TpebyeT NOMHON MOEHTUYHOCTM HanpaBNseMblX AOKYMEHTOB ¥ MOpsiaKa UX CefoBaHWs MO MPUYMHE TOrO, YTO KOHTPO/bHas
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cyMMa (oanmoxecT), ucnonb3yemast Ans NPOBepKU MOAEHTUYHOCTU, ABMSETCS YyBCTBUTENBHOW K MOPSAAKY CNefoBaHNs 6UT B
NOTOKE AaHHbIX.

CueHapui

1.

2.

1.

19.

Monb3oBaTerb CEPBMCA MHULUMPYET OnepaLmio NoANUCaHNS LOKYMEHTa U KOMMNeKTa AOKYMEHTOB

CepBuc GOpMUPYET 3MEKTPOHHbBIV JOKYMEHT, COOTBETCTBYOLWMI 3anpalumBaemMor onepaunmn. [JokyMeHT COCTOUT U3
Tena nokymeHTa (OCHOBHOMO COLEPXKMMOr0) M MeTafaHHbIX OKYMEHTA.

Cepsuc otnpasnseT B UIDM 3anpoc Ha cTapT npoL.eaypbl noanMcaHua oKyMeHTa. [Ina 3Toro cepsuc nepenaér
OOKYMEHT.

B cocTaBe MeTaaHHbIX OOKyMeHTa B TOM UnCrne nepenarTca:

® TOKeH OOCTyna nonb3oBaTend,

® yUETHble AaHHble CepBHca.

UIDM coxpaHsaeT JOKYMEHT MOMHOCTbBIO, eCnv pa3Mep AOKYMEHTa He MpeBbiaeT npeaenbHoro pasmepa,
YCTaHOB/IEHHOIO COOTBETCTBYOLEN HacTporkon UIDM.

UIDM coxpaHsaeT MeTafaHHble JOKYMEHTa.

UIDM paccunTbiBaeT NOANUCH LOKYMEHTa 1 COXPaHAET eé.

UIDM Ha3HavaeT naeHTndukaTop Ang pacCYMTaHHOW NOAMUCKU U HanpaBriseT ero CEPBUCY.
UIDM reHepupyeT 04HOPa30BbLIN Naposb 1 HanpaBngeT ero nosb3oBaTento.

Cepsuc oTobpaxaeT nonb3osaTento GopMy BBOAA OAHOPA30BOIro Napors.

MNonb3oBaTernb BBOAUT OAHOPA30BbIN Naponb.

CepBU1C MOXET BbIMNOHUTbL MPOBEPKY KOPPEKTHOCTU BBEAEHHOO OHOPA30BOro napons (COOTBETCTBMNE OLHOPA30BOro
naponsa npasunam: AnuHbl, AOMYCTUMbIX CUMBOOB U T. .).

Cepsuc HanpasnseT UIDM 3anpoc Ha NpoBepKy BBEAEHHOI O NoMb30BaTeieM 04HOPa30BOro Naposs.
B ToM cnyyae, ecnv oagHOPa30BbIn Nnaposnb BepeH, UIDM HanpasBniseT cepBucy TOKeH OHOPAa30BOro 4OCTyna.
MNpu HEO6XOANMMOCTHM CEPBUC 3arnpallnBaeT y NONb30BaTe NS NOATBEPXAEHME onepaLuu.

Cepsuc HanpaenseT UIDM 3anpoc Ha npoBeeHne onepauumn 1 noBTOPHO nepenaéT UIDM OOKYMEHT, a TakXe BblAaHHbIN
paHee TOKeH 0[JHOPa30BOro AOCTYyNa.

UIDM npoBepseT, UTO TOKeH 04HOPa30BOro OCTyNa AeNCTBUTENEH U He Bbl1 UCNOMb30BaH paHee.

UIDM paccumTbiBaeT NoAnMChb AOKYMEHTa, NonyYyeHHoro Ha ware 13.

UIDM npoBepseT, 4TO NOANUChb, pacCYMTaHHadA Ha Wware 6, coBrnafaeT C NOANUCHIO, NonyyeHHoM Ha ware 15.
UIDM 3anucbiBaeT B B[] ayanTa cooblieHne 06 yCrnewHOoM BbiMOHEHWN 3arnpallnBaemMon onepauuu.

UIDM Bo3BpallaeT cepBucy coobLieHne 06 yCcrneLwHoM BbiMOMHEHNN 3anpallrBaemMon onepaunn. B oTseTe cogepxunTcs
paccunTaHHas MoANUCh, KOTOPasi MOXET GbITb NepenfaHa nonb3oBaTento (KMEHTY), HaHeCeHa Ha AOKYMEHTbI UK
COXpaHeHa CepB1COM ANA APYrUX LEenen.

UIDM 3anuceiBaeT B B[] ayanTa cooblieHne 06 yCcnewHoM 4OCTyne K 3alMLLaeMOoMy PECYPCY.
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OnuncaHHble Janee 3anpochl JOMKHbI ObiTh BbIMOMHEHDI B NOCNnefoBaTenbHOCTH CTapT CleHapud noanvcaHug — Beon OTP-
Kkofa — [oaTeBepxaeHue onepaumnmn NoAnMcaHng JOKYMeHTa, Tak Kak napaMeTp <execution> M3 Kaxdoro oTeeTa
MCNOMb3yeTCs Kak napaMeTp B NOCNeayoWmx 3anpocax.

BAXHO

Bo3BpallaemMoe 3HaveHne <execution> BKaxAoM 13 3anpocos K UIDM MoxeT 06HOBNATLCH. HeobxoaAMMo
MCNOMb30BaTb CaMOe akTyallbHOE 3HaYeHNe.

CTapT cueHapusi nognucaHus

[ns Havana cueHapusa noanucaHnsa HeobxoanMo oTnpasnTe 3anpoc B UIDM Ha agpec /sso/oauth2/access_token .B
COCTaB 3anpoca BXOOAT NOANMUChIBaEMbIE JOKYMEHTbI.

B oTBeTe Ha 5TOT 3anpoc byAeT coaepxaTbca napaMeTp execution , 3HaYeHME KOTOPOro HEOOXOANMO BKMIOUNTL B
cnepytowmi 3anpoc kK UIDM.

B oTBeTE Takxke coaepxuTca onvcaHne dopmbl BBoaa OTP-koaa.
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3anpoc

POST /sso/oauth2/access_token

<sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&

client_secret=<client_secret>§

realm=<realm>&
grant_type=urn%3Aroox%3Aparamsf3Aocauth¥%3Agrant-typels3Am2m&
service=sign_document_batch&
access_token=eyAiY3R5IjogIkpXVCIsICJ0eXAiO. . .&

<sso_host>
basosbit appec cepeepa UIDM, Hanpumep sso.rooxteam.com . VIMA cepBepa MOXET coepxaTb B cebe nopT:
sso.rooxteam.com: 8080 .

<client_id>

NaeHTdunKaTop NpUNoXeHNa-KNnnmeHTa. BoO3MoXHbIe 3Ha4YeHMA 3aBUCAT OT KOHDUTypaLLnm

<client_secret>

Maponb NpunoxeHna-kKnMeHTa. Bo3MOXHble 3Ha4eHNsA 3aBUCAT OT KOHOUrypaLmm

<realm>
pynna nonb3osaTenen UIDM. Bcerga ncnonb3dyeTtcs 3HadeHne %2Fcustomer , KOTOpoe ABnaeTcs uri-encoded
3HauyeHneM /customer .
<grant_type>
Cnocob aBTopM3aLLmMmn Nonb3oBaTens
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd ToOKkeHa goCTtyna, TOKeHa o6HOBNEHUA 0OCTyna, TOKeHa aBTOMaTn4eCKOro exoa.

client_credentials

Ona cueHapud nonyyvyeHna npunoxeHnemM-KnneHToM CUCTeEMHOIo TOKeHa.

<service>
Vicnonb3yemblil cepBuc (LLenouka ayTeHTUGMKaLmUK).

B aTOM cueHapun oH Bcerpa paBeH sign_document_batch .

<access_token>

Tekylumi TokeH aocTyna (access token) nonb3osaTtens

<operation>

MakeT ans noanvcaHus (B dopmate JSON)



<category>

KaTeropuwsa onepaumv ans Beibopa wabnoHa SMS-coobLleHns.

Teno 3anpoca

"actionName": "POST",
"resourceName": "/payments/:id/sign",
"realm": "/customer",
"extraParams": 3
"metal": "valuel"

"signed_documents": [
"id": "...document id...",
"signed_document": "payload"

actionName

ImMa REST-meToaa API.

resourceName

JNornueckoe nms REST-pecypca API, cornacyeTtcs npu MCnonb30BaHUM QYHKLUMOHANBHOCTU.

realm

MNMonb3oBaTenbCKM peanm, HanpmuMep /customer .

extraParams

MeTafaHHble JokKyMeHTa. MeTaaaHHble OOKyMEeHTa y4aCTBYIOT B pacyeTe noanmcu.

signed_documents
MaccurB noanMCbIBaEMbIX JOKYMEHTOB:
id

Nornyeckuin MAeHTUGUKATOP UK UMS AOKYMeHTa (A4 GainoB MoXHO nepeaasaTb UMS)

signed_document

Teno gpokymeHTa. [Ang ABOUYHBLIX GOPMAaTOB TeNno LOKyMeHTa nepeaaércy 3aKoAMpOBaHHbIM MO CTaHOapTy Baseb4.

YcnelwHbin oTBET

B oTBeTe cogepxutca JSON 06bekT, cogepxaluni onncaHve Gopmbl BBoga OTP-koa, a Takke napameTp execution co
3HayeHneM <execution_value> , KOTOPbI HEOBXOAMMO BYAET BKNOUNTL B Cneayowmini 3anpoc K UIDM.

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
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)
"execution": "<execution_value>",
"view": 1
"nextOtpCodePeriod": 9,
"otpCodeAvailableAttempts": 6,
"method": "SMS",
"expireOtpCodeTime": 21599,
"blockedFor": 0O,
"isBlocked": false,
"otpCodeNumber": 4,
"msisdn": "79989876549",
"nextOtpPeriod": 9,
"category": "otp-sign",
"extendedAttributes": {
"signingRequestId": "sso Qefel2c4-d97f-4ffc-9a08-76998ccaecde”
o
"geolocation": {
"lat": $
"valueDegrees": 49.849998
Fo
"lon": %
"valueDegrees": 24.016666
I
"height": {
"valueMeters": "NaN"

5o
o
"form": 3
"name": "otpForm",
"fields": {
"otpCode": %
"constraints": [
1
"name": "NotNull"
5o
1
"name": "Size",
"attributes": %
"min": 4,
"max": 2147483647

"name": "Pattern",

"attributes": 3§
"flags": [],
"regexp": "~A[0-9]+%"

"errors": []
} 14
"serverUrl": "<ignore>",
"step": "enter_otp_form"

execution




3HayeHne 3Toro NnapameTpa HeobxoAMMO UCMONb30BaTb ANd crefytoLero 3anpoca k UIDM.

step

O603HaveHKe TekyLLero wara cLueHapus, B JaHHOM ciydyae oTobpaxaeTtcsa ¢popma BBoaa OTP-kona.

form

Onucanve popmbl BBoga OTP-kona.

view
NHdopMaLmMsa 0 COCTOSHUN CLEeHapus, NCNonb3yeTcsa ANns oTobpaxeHns Ha Ul:
method

Kak 6bl1 OTNpaBneH Tekywuil ko4 (Ana AaHHoro cueHapusa Bcerga SMS ).

nextOtpCodePeriod

BpeMﬂ B CeKyHOaX Ao HacTynneHna BO3MOXHOCTM OTNpaBKM HOBOIo OTP-kona.

otpCodeAvailableAttempts

KonnyecTBo ocTaBLUMXCS NONbITOK BBOAa OTP-koaa.

isBlocked

Mpu3Hak BpeMeHHON 6MOKMPOBKM Nonb3oBaTens, BBoa OTP-ko[a HEBO3MOXEH, CrieflyeT 3a610KMpoBaTh OKHO BBOAA

blockedFor

Ecnu ycTaHoBneH napameTp view.isBlocked , To mone coaepxXxuT BpeMs 00 pa3bnokMpOBKM NOMb3oBaTeNnd B
CekyHOax.

msisdn

Homep TenedoHa, Ha KoTopbin oTnpasneH OTP-kon.

otpCodeNumber

MopsaKoBbIM HOMEP NonbITkM BBoAa OTP-kona

expireOtpCodeTime

Bpems xun3Hn OTP-kona B cekyHAax. [10 ucteueHn BpeMeHu Kof 6yAeT CUMTaTbCH HEBANNAHBIM.

extendedAttributes.signingRequestId

YHUKanNbHbIN nAEHTUOUKATOP 3anpoca Ha NoANMcaHe JOKYMEHTOB.

3TOT MAEHTUOMKATOP HEOBXOAMMO COXPaHUTb AN 3anpoca MHPOPMaLLMK O COCTOSBLLIENCA onepaLmm NoanMcaHmna B
HanbHewnweM ([lpoBepka noanucu).

CocTtaB aTpubyTta form ykasbiBaeT Ha TO, UYTO crieyeT oTobpa3nTb dopmMy BBofa OTP-koaa v nepefaTb BBEAEHHOE
3HauveHne OTP-kofa B criefytowem 3anpoce K API. Ang atpubyta otpCode ycTaHOBNEHO OrpaHUYeHne — 3HayeHue He
LOIMKHO BbITb MYCTbIM, AOMKHO COAEPXaTb POBHO 4 CMMBONA, @ ero COAEPXMMOe AOMKHO COOTBETCTBOBATL PErynspHOMY
BolpaxeHunio A[0-9]+$ (B AaHHOM criydae — coaepxaTb TOMbKO LMppbI)

Cnepyet coxpaHuTb signingRequestId B6a3e cepBuca Ans accoumaumm faHHbIX 06 onepaLmm Ha CTOpoHe cepBuca u
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Ha cTopoHe UIDM.

Beog OTP-kopna

Mocne BBoda nonb3oBatenemM OTP-kona cepsuc oTnpasnaeT OTP Ha npoBepky.

POST /sso/oauth2/access_token
<sso_host>
Accept: application/json
Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=%2Fcustomer&

service=sign_document_batch&
execution=<execution_value>&

otpCode=<otpCode>&

_eventId=validate

<sso_host>
basosbit agpec cepeepa UIDM, Hanpumep sso.rooxteam.com . VIMA cepBepa MOXET cofepxaTb B cebe nopT:
sso.rooxteam.com:8080 .

<client_id>

NaeHTndunkaTop NpUnoXeHnsa-kKnmeHTa. Bo3aMoxHbIe 3Ha4YeHWa 3aBUCAT OT KOHOUTypaLLum

<client_secret>

Maponb NPUNOXEHUS-KIMEHTa. BO3MOXHbIE 3HaUEHWsI 3aBUCAT OT KOHOUIypaLLmy

<realm>
pynna nonb3osaTtenen UIDM. Bcerga ncnonb3dyeTtcs 3Hadvenve %2Fcustomer , KOTOpoe gBnseTcs uri-encoded
3HayeHveM /customer .
<grant_type>
Cnocob aBTOpM3aLmm NonNb30BaTeNs
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd TokeHa goCcTyna, TOKeHa obHOBNEHUA OOCTyna, TOKeEHa aBTOMaTNU4YeCKOro exoaa.

client_credentials

Ona cueHapud nony4vyeHna npunoxeHnem-KnneHToM CUCTeEMHOIo TOKeHa.

<service>
Micnonbayembiit cepBuc (Lenouka ayTeHTUDUKALLUN) .

B aToM cueHapun oH Bcerga paseH sign_document_batch .
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<access_token>

Tekywmin TokeH focTyna (access token) nonb3osaTtens.

<otpCode>

BBeO&HHbIN Nonb3oBaTenemM oAHopa3oBbIi naponb (OTP).

<_eventId>

NoeHTndukaTop AencTBmus (Nnepexona K credyoweMy COCTOSHMIO cleHapus). OnpeaenseTcsa OTAENbHO ANS Kaxaoro
COCTOAHNA.

B naHHOM 3anpoce Bcerpga pasHo validate .

<execution>

NoeHTudukaTop npeaceccun aytTeHTnoumkaumm. B kaxaoMm KOHKpeTHOM 3anpoce A4 MPOAO/IKEeHUS CLLeHapus 31O
3HayeHune OOMKHO BblITb PaBHO 3Ha4YeHUo Nona execution M3 nNpeablaywero OTBETa cepBepa Ha 3anpoc K APIL.

B 3aBrcnMoOCTM OT NpaBuibHOCTH BBefeHHoro OTP-kona oteeT UIDM 6yaeT ykasbiBaTb Ha COCO6 NPOAOIKEHNA
CueHapua

o step=enter_otp_form mHenycton form.errors -KodBBeAeH HEBEPHO WM NPOM3OLLNAa ApYyras OwmnobKa,
OCTaeMCs Ha TeKyLleM aTane cueHapus.

YcnelwHbin oTBeT

B oTBETE COAEPXMTCA TOKEH OIHOPA30BOro AOCTYMa, KOTOPLIN CrieayeT UCMOoMb30BaTh A1s NOATBEPXAeHNS NeNCTBUA
nonb3oBaTtens

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Set-Cookie: execution=<execution_value>;Version=0;Path=/;Secure; SameSite=Lax; HttpOnly

"access_token":
"eyAiY3R5IjogIkpXVCIsICIOeXAi0iAiand@IiwgImVuYyI6ICIBMTI4Q0IDXOhTMjU2IiwgImFsZyI6ICISUOFFU
19QSONTMVOWMV81IiB9...",

"claims": §%

"sign":
"g6kp//pNhWe9A7WVbvIFdnS1tKvhr9/yFyIkD1gpM9cGYIBHKIyVTVkksStegnedDG91qD1h7hI7LnIfs0/g+w=="

"sign_req_id": "sso Oefel2c4-d97f-4ffc-9a08-76998ccaecde”

"expires_in": 1199

<execution_value>

3HaueHue, HanpaseHHOoe Ha npedblayLleM ware.

claims.sign
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[Noanuce.

claims.sign_req_id
[ybnupyeTcs ngeHTUdUKaTOP 3anpoca Ha NoanvMcaHue naketa AOKYMEHTOB AN Cy4dast, Kora CepBucy yAo6HO B3ATb
ero n3 aToro oTBeTa.
access_token
TOKeH 0JHOPa30BOro AOCTYyMNa ANS BbINOMHEHWUS 3anpaLlMBaeMon onepaLmn.
Hanunuve B oTBeTe nong access_token roBOpMT O TOM, YTO NakeT CHOOPMUPOBaH, NoANNCaH 1 TpebyeT GUHaNbLHOro
noaTBEPXAEHWS onepaLmm nonb3oBaTeneM ansa pukcaumm cobeiTns B b ayamta 6€30MacHOCTM.

Ha MomMeHT HanpasneHna UIDM oTBeTa ¢ TOKEHOM OQHOPAa30BOro JOCTYyna cobbiTve B b ayanTa elle He 3admnKCnpoBaHo,
TaK Kak npeanonaraeTcd, YTO NPUIoXeHWe nonb3oBaTend 0TobpasnT aKkpaH NOATBEPXAEHNA OeNCTBUS.

TokeH OHOPa30BOro 4oCTyna MOXHO MCNONb30BaTb ANA NOATBEePXAEeHWA onepaumnn TONbKO OANH pas.

MoAaTeepXxaeHWe onepalunm

3anpoc

POST /sso/api/policyEvaluation/isAllowed

<sso_host>
application/json
Content-Type: application/json
Authorization: Bearer {ToKeH 0AQHOpPA30BOro AOCTyna, MOJIYYEHHbIN Ha npenpaywem waret

B 3aronoeske Authorization nepepaetcs nonyyeHHbI Ha ware Beog OTP-koda TOKeH 0AHOPa30BOro 4OCTYNa.

Teno 3anpoca

"actionName": "POST",

"resourceName": "/payments/:id/sign",
"realm": "/customer",

"extraParams": 3%

[

"signed_document":

BTene 3anpoca OoJ1keH ObITb nepenaH 06beKT C OOKyMeHTaMn n MeTafdaHHbIMU, NOEHTUYHbBIN nepenaHHOMY Ha Wware CTapT
cueHapua noanmcaHmg.

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
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"decision": "Permit"

Hannune BoTtBeTe nona "decision”: "Permit" OOHO3HAYHO yKa3biBAET O TOM, YTO NOAMNMCAHWUE BbINOTHEHO YCMELHO
MHbOpMaLns 3aduKCnpoBaHa B ayanTe 6€30nacHOCTU

JTiobble opyrre oTBeTbl AOMKHbI MHTEPMNPEeTMPOBaTLCA Kak 0TKa3 B ornepalmi. Ecnm cepsuc He MoxeT o6paboTaTb OTBET,
cnepyeT 3anucaTb TeNOo 1 3aronoBKM OTBETa B N0 M 06paTUTLCH B Texnoanepxky UIDM.

HTTP/1.1 400 Bad Request

"error": "invalid_grant",
"error_description": "The provided access grant is invalid, expired, or revoked."

He ykasaH napameTp <_eventId>

(DOpMaT OTBETa aHanorn4yeH oTBeTy Ha Wware CTapT cLeHapud noannucaHus.

O6wume anga Bcex Wwaros coobuweHnsa o6 owmbKax

Ta6nuua 1. Tabnuua BO3MOXHbIX KOA0B OWN60K WebSSO 1 nx saHaueHun

Kona own6ku OnucaHue NpUYMHbLI BO3HMKHOBEHUS

email-exists Monb3oBaTenb C 3afaHHbIM aAPeCOM 3N1EKTPOHHOM MOYThI yXe
cyllecTsyer.

email_verification_failed HeBO3MOXHO NOATBEPANTL alPeC 3NEKTPOHHOW MOYTHI.

error Monb3oBaTesnb He 6bin ayTeHTUPULIMPOBAH B pe3ynbTaTte

HEOXMOAHHOIr0 OTBETA OT BHELHEN CUCTEMBI.

error_password_change CueHapui UaMeHeH1sa Napons He 6bin yCrnewHo 3aBepLieH. Maponb
He 6blN U3MEHEH.

error_sending_otp HeBo3moxHO oTnpasunTb OTP nonb3osaTernto.

expired_password Bpemsa nencreua napons, BBEAEHHOr O NoNb30BaTeneM, UCTeko
Monb3oBaTenb He 6blT ayTeHTUPULMPOBaH

external-api-error BbiNONHeHWe cLieHapyst HEBO3MOXHO, MOCKOMbKY NOnyYeH
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external-system-bad-response

invalid_captcha

invalid_credentials

invalid_otp

ip_blocked

login-by-otp-disabled

login-exists

login_already_exists

msisdn-is-not-b2b

msisdn-not-exists

need_captcha

no-principal-found

no_email_found

otp-error

otp-expired

otp_expired

principal-not-exists

reset_required

HEeOoXUOaHHbIN OTBET OT BHELUHEN CUCTEMbI UMW BHELLHAS CUCTEMa
He JoCTynHa.

BbinonHeHne CueHapnda HEBO3MOXHO, MOCKOMbKY Nony4veH
HEOXWMOAHHbIM OTBET OT BHELIHEN CUCTEMbI UMW BHELIHAA CUCTeMa
He NOCTYyMnHa.

BBeneHHasa nonb3oBatenem CAPTCHA ownboyHa.

Monb3oBaTenb BBEN HEMPaBUIbHbIE AaHHbIE YYETHOWM 3anncu 1 He
OblNn ayTeHTUGULMPOBAH

BBeneHHbin OTP ownboyeH

IP-agpec, c kKoToporo nosnb3oBartenb obpatlaetca B WebSSO,
3abnokuposaH

Monb3oBaTenb NOMNbITaNCs ayTEHTUOULMPOBATLCS Yepe3 CLeHapum
c ayTeHTudumkaumern no OTP, HO 3TO HEBO3MOXHO, MOCKONbKY
OaHHbIN QYHKLMOHAN OTKMNOYEH KOHDUIYPaLMOHHBIM KITIOYOM.

HeBO3MOXHO 3aperncTprpoBaTh Nob30BaTeNs ¢ 3aAaHHbIM
VMEHEM YUYETHOM 3anmncu, NoCKOMbKY Nonb30BaTeNb C 3aAaHHbIM
VMEHEM YUYETHOM 3anncu yxe CyLlecTByeT.

HeBO3MOXHO U3MEHUTb MMS YUETHOW 3aMUCK NONb30BaTENS Ha
3apaHHoe, NOCKOMbKY NMoMb30BaTe b C 3a4aHHbIM MMEHeM YU4ETHOM
3anucy yxe CyLlecTByeT.

BBeneHHbIn msisdn He npuHapnexuT peaamy b2b .

Monb3oBaTensa ¢ 3afaHHbIM msisdn He cylecTsyeT.

[nga npogonxeHna cLieHapuna nonb3osaTtesb AOMXEH BBECTH
CAPTCHA

[Monb3oBaTernb He CyLeCcTByeT.

Monb3oBaTenb He HaNAeH nnn Yy nonb3oBaTend He CylwecTByeT
ajpeca SﬂeKTpOHHOl;I NOoYThbl.

CueHapwui BBoaa OTP 3aBepLUnica HeyCrneLwHo

Bpemsa nencteua sBegeHHoro OTP uctekno.

Bpewmsa nencteua BBeaeHHoro OTP uctekno.

Monb3oBaTenb He CyLLECTBYeT.

Maponb nnun He 6bin 3aaH NGO HbiN COPOLLEH B pe3ynbTaTe Kaknx-
nmbo aencTeui. HeobxoanMo co3aaTh HOBbIM Naponb. OTnnvaeTca
OT expired_password , NOCKOMbKY B TOM C/y4ae naposb

A\NINArTRVUAT 4 AKIN MNARARIMAMNARAL UN TNoAVATAA arn 2anoua R
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too_many_attempts

too_many_sms

too_many_wrong_code

user-exists

user-is-not-allowed

user-not-found

user_blocked

validate-otp-fail

NMpuMepbl 0oTBETOB 06 OLWINBKE

He yka3aH nnu nepepaH nycton napaMetp execution

®opmMaT oTBETA C OLWMBKOMN:

HTTP/1.1 400 Bad Request

"error": "invalid_grant",

CYLIL U I DY U Y UL VDU VIV UDUL L TV POV YU U Ul U DUV UL

[l@aHHOM Clly4yae naporb He NPoBanManpPoOBaH, MOCKObKY He 3aaH

ﬂpeBbILLIeHO YMCNO AONYCTUMbIX NOMbITOK U3SMEHEHUA Naposid.

HeBo3MOXHO oTnpaBuTb OTP Nonb3oBaTento, MOCKONbKY

MPEeBbILEHO YNCNO AOMYCTUMbIX MOBTOPHbBIX 3aNPOCOB OTMPaBKM
OTP. MpumMeyaHne: OTP MOXeT 6biITb OTNPaBeH Nonb30BaTenNto
NPOW3BO/bHLIM CMOCOHOM, a He TOMbKO Yepe3 SMS-cooblueHne

[MpeBbllLEeHO YMCMO AOMYCTUMbIX MOMbITOK BBOAa OTP.

HeBO3MOXHO 3aperncTpupoBaTh NONb30BaTENS C 3aAaHHbIMU
msisdn , aapecoM 3NeKTPOHHOW NOYTbl MU UMEeHEeM YYETHOM
3anmncK, NOCKOMbKy MONb30BaTe b C TakKUMM NapaMeTpamu yxe
cyulecTsyer.

[aHHOMY nonb3oBaTento 3anpeLleHo NpoaoIKaTh AaHHbIN
cueHapuw

Monb3oBaTesb He CyllecTByeT.

YueTHas 3anuncb nofb3oBaTens 336ﬂOKVIpOBaHa.

BBeneHHbin OTP owmnbo4eH.

"error_description": "The provided access grant is invalid, expired, or revoked."

He yka3aH napameTp <_eventId>

@OpMaTOTBeTaaHaﬂOFquHOTBeTYHaU@reChHDTcueHaDMﬂHOEHMC&HMH

CueHapui N22
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HoBsas Bepcus MexaH1u3Ma noAnucy Npu NepeoM HanpasneHUn KOMMNIeKkTa AOKYMEeHTOB Ha NoanucaHue co3naét
MAOEHTUdMKATOP 3anpoca Ha NoAnMcaHune, KOTOPLIN BO3BPaLLaeTCs 3anpallvBalolLel CTOPOHE, a Takxe HanpasnseTcs
MOBTOPHO Mocre ycrnewHon noanucuy. Nocne nonydeHust TokeHa 0HOPa3oBoro AOCTyMNa 3anpallvBatoLlen CTOpoHe s
noAnvcaHnsa KoMMnekTa JoOKyMeHTOB AOCTAaTOYHO NPeoCTaB1Thb TONMbKO MAEHTUOMKATOP 3anpoca BMeCTe C TakuM
TOKEHOM 0[IHOPa30BOro A0CTYMNa 6€3 HEO6XOANMOCTW HaNPaBnNATL BCE NMOANUCHIBAEMbIE AOKYMEHTbI MOBTOPHO.
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[na Havana cueHapusa noanMcaHa 0aHOrO UM HECKOMbKMX JOKYMEHTOB 3M1€KTPOHHON NOAMMUCHIO CePBUC HanpaBiaeT
UIDM noanuceiBaeMble JOKYMEHTbI 1 nepedaéT B 3aronoske Authorization POST-3anpoca BblAaHHbIM paHee TOKeH
AocTyna

TakoW 3anpoc 3anyckaeT NPoBepKy NONUTUKM AOCTYMNa (CM. Bbile) M OIHOBPEMEHHO CO3Aa&T 3anpoc Ha noanncaHmne
[AOKYMEHTOB.

3anpoc noanncaHusi [OKYMEHTOB 3M1€KTPOHHOW NOAMNUCHIO

POST /sso/api/policyEvaluation/isAllowed

Accept: application/json

Authorization: Bearer b3adcl9a-f54d-41ad-b9e9-e0742ch8ce9h
Content-Length: 31984

Content-Type: application/json

"actionName": "POST",
"serviceName": "iPlanetAMWebAgentService",
"resourceName": "<uma onepauunu, LSS KOTOPOW BbLINOJHAETCHA MNoAnMMcaHue AOKyMeHTa>",
"realm": "/customer",
"envParams": {

"envParam_idl": "<3HauyeHue napameTpa KoHTekcTa M 1>",

"envParam_id2": "<3HaueHue napameTpa KOHTekcTa M 2>",

"envParam_id3": "<3HaueHue napameTpa KoHTekcTa I 3>",

<[OOMOJIHUTESNIbHblE MapaMmeTpbl>

£,

"signed_documents": [
”id”: O,

"signed_document": "<nognucbiBaembii JOKYMeHT I

"id": 1,
"signed_document": "<nognucbiBaembii [OKYMeHT N

"id": 2,
"signed_document": "<nognucbiBaembii OOKYMeHT N

<noanucboiBaemble OOKYMEHTbI>

Mone serviceName sBNgeTCs AN AaHHOMO cLeHapusa KoHCTaHTown. Mpu ncnonb3osanun UIDM SDK Java 3anpoc
cohopmMmpyeTca aBTOMaTUYECKM Ha OCHOBE aHHOTaLLMn MeToa

MockorbKy onepaLms NoANMCcaHus OKYMEHTOB Yallle BCero TpebyeT NoBbILLEeHNs YPOBHS MOMTHOMOYMIA MOMb30BaTenNs
(noBbILLEHNS YPOBHS aBTOpU3aumMm), UIDM 0TKNOHSeT 3anpoc Ha NoanucaHme: cooblaeT pewenne ( decision ), a Takxe
J:lel;ICTBl/Iﬂ, KOTOpble HeO6XO,E|,l/IMO BbIMO/THNTL A4 NOBbILWEHWA YPOBHA aBTOPU3aLLMM NONb30BaTeNNd — COBET U/TM COBETbI
(advices).

OTBeT Ha 3anpoc noanucaHUa AOKYMEHTOB 3/1IEKTPOHHOM NOAMNUCHIO

HTTP/1.1 403 Forbidden



http://0.0.0.0:4000/webdocs/financial-operations-guide.html#JAVASDK

Content-Type: application/json;charset=UTF-8

"decision": "Deny",

"advices": 3%
"PerOperationTokenConditionAdvice": "PerOperationTokenRequired",
"SigningRequiredAdvice": "sso £7758a1f-286¢c-4065-8a2c-5£c£99678177"

MapameTp advices.SigningRequiredAdvice — yHWKanNbHbIM MOEHTUOMKATOP CO34aHHOO 3anpoca Ha noanncaHne
nakeTa OKYMEHTOB. Ero MOXeT 6bITb NOME3HO COXPaHUTb ANA AanbHenWero npoxoxaeHnsa cueHapusa

3anpoc n Beog OTP-kopaa

[ns noBbllWEeHNs YPOBHA aBTOPU3aLLMM NONb30BaTeNA HeobxoanMo:

® HanpasuTb 3anpoc oaHopasosoro napond (OTP-koaa);
® MONyYnTb OAHOPA30BbIV MapPOosb;

® HanpaBuWTb NpPaBWIbHbIM OAHOPAa30BbIM Naposb UIDM.

3anpoc ogHopa3sosoro naponsa (OTP-koaa)

POST /sso/oauth2/access_token
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&

client_secret=<client_secret>§
access_token=b3adcl9a-f54d-41ad-b9e9-e0742chb8ce9b&
realm=%2Fcustomer&

grant_type=<grant_type>&

service=sign_document_batch&

signingRequestId=sso £7758a1f-286c-4065-8a2c-5fcf99678177

<client_id>

NoeHTUdUKaTOop NPUNOXEHNA-KIMEHTa. BO3MOXHbIE 3HaYEHNHA 38aBUCAT OT KOHOUIypaLLmm

<client_secret>

I'Iaponb NPUNOXEeHNA-KINEeHTa. BO3MOXHble 3HaYeHNsa 3aBUCAT OT KOHCDVIl'ypaLLVIVI.

<access_token>
Tekylumin TokeH gocTyna (access token) nonb3oBaTens

MoxeT BbITb nosny4yeH B pe3ynbTaTte aBTOpMU3al i MNoNb30BaTENA.

<realm>

pynna nons3osaTtenen UIDM. Bceraa ncnonb3dyeTcd 3HadeHne %2Fcustomer , KOTOpoe ABnaeTcd uri-encoded
3HayeHveM /customer .
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<grant_type>
Cnocob aBTOpM3aLmm NoNb30BaTENS:
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd TokeHa goCcTyna, TOKeHa obHOBNEHUA OOCTyna, TOKeEHa aBTOMaTNU4YeCKOro Bxoaa.

client_credentials
ONA cLeHapusa NonyyYeHns NpunoxXeHneM-kKimeHTOM CUCTEMHOIO TOKEHa

B aToM cueHapumn Bcerga urn:roox:params:oauth:grant-type:m2m .

<service>
Mcnonbayembiin cepBuc (Lenouka ayTeHTUDUKALLMN) .

B atoM cueHapumn sign_document_batch .

signingRequestId
NoeHTndukaTop onepauunm noanncaHmna JOKyMEHTOB.

PaBeH napameTpy advices.SigningRequiredAdvice n3 0TBeTa 06 OTKa3e B COBEPLUEHMM ONepaLLMn C TEKYLLNM

YPOBHEM aBTOPM3aLLMN NMONb30BaTENS.

B oTBeT Ha 3anpoc OTP-koaa Bo3BpalLatoTCH B TOM uncne: dopma eeoga OTP-koaa, KOTOPYHO CEPBUC OOMKEH OTOBPa3nTb
nonb3oBaTtento, ceefeHns o6 OTP-kode, a Takxe execution .

OTBeT c dopMon BBoga OTP-kofa, HanpaBnNeHHOro Nofb3oBaTeNto 3afaHHbIM CNOCO60M

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"execution": "<execution_value>",

"nextOtpCodePeriod": 9,
"otpCodeAvailableAttempts": 6,
"method": "SMS",
"expireOtpCodeTime": 119,
"blockedFor": 0O,
"isBlocked": false,
"otpCodeNumber": 20,
"msisdn": "3210",
"category": "otp-sign",
"extendedAttributes": 1
"signingRequestId": "sso £7758a1f-286¢c-4065-8a2¢c-5£c£99678177"
o
"nextOtpPeriod":

"form": §
“name": "otpForm",
"fields": {
"otpCode": %
"constraints": [
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"name": "NotNull"

"name": "Size",
"attributes": $
"min": 4,
"max": 2147483647

"name": "Pattern",

"attributes": §
"flags": [],
"regexp": "~A[0-9]+%"

"errors": []

"serverUrl": "<server>/sso/auth/_otp-sms",
"step": "enter_otp_form"

execution

NoeHTudukaTop npeaceccun aytTeHTudumkaumm

view.nextOtpCodePeriod

BpeMs [0 HacTynneHUss BO3MOXHOCTU HanpasNeHns HOBOro 0IHOPa30Boro napons (B cekyHaax). 3HauyeHne aAeHTUYHO
nonmto view.nextOtpPeriod .

view.otpCodeAvailableAttempts

KonuuyecTBo NonbiTok BBOAa oAHOpa3oBoro napons (OTP).

view.method

YKa3sblBaeT Ha cnocob oTrnpasku OTP-koda (HanpuMmep, B ApPYrvx cueHapusax UIDM ko MOXeT OTNpaBnsTbCs Ha agpec
3MEKTPOHHOM NOYTHI).

view.expireOtpCodeTime

CpoK [encTBus 0AHOPa30BOro napons (B cekyHaax).

view.blockedFor

BpeMms o pa3bnokMpoBkM (B CEKYHAAX).

view.isBlocked

|_|pl/13HaK 6J'IOKVIpOBKl/I nonb3oBaTend.

view.otpCodeNumber

MopsaakoBbI Homep oTrnpasneHHoro UIDM OTP-kofa. MnobanbHbI CHETUMK OTMNPAaBIEHHbIX COObLWeHn copacbiBaeTCH
exepnHesHo B 00:00.



view.msisdn
TenedoHHbI Homep (MSISDN), Ha KOTOpbI 6610 OTNPABNEHO COOBLLIEHME C OAHOPa3oBbLIM Naponem (OTP).

Tene®oHHbI HOMep MackMpyeTcs nepen nepefayen B COOTBETCTBUM C HACTPOMKaMu
com.rooxteam.sso.masking.msisdn.search u com.rooxteam.sso.masking.msisdn.replace .EcnmaTu
HaCTPOWMKM 3a[iaHbl, TO BCE BXOXAEHWA NOACTPOKM U3 napamMeTpa com.rooxteam.sso.masking.msisdn.search
OyayT 3aMeHeHbl Ha 3Ha4YeHus, 3adaHHble B com. rooxteam.sso.masking.msisdn.replace .

Ecnun aTn HaCTpoOWKK He 3aaaHbl, TO 6yayT nepefaHbl KparHue npasble LMppbl TeNnePpoHHOro Homepa. KonnyecTso
nepenaBaeMbix LMPP 3a4aHO HacTponkon com.rooxteam.uidm.masking.msisdn.characters.count .EcnnaTa
HacTpoiika He 3a[laHa, BO3BpallaloTCs YeTblpe nocneaHmx (mpaebix) LMbpbl TenehoHHOro Homepa.

view.category

YKa3blBaeT Ha TuN CLeHapud, B paMKax KOTOPOIrO BbIMOTHAETCA NPOBEPKa nencrteutensHocTn OTP-koaa.

extendedAttributes.signingRequestId

YHWUKanbHbIN VlﬂeHTMfDVIKaTOp 3arnpoca Ha nognncaHne OKYMEHTOB.

view.nextOtpPeriod

BpeMs [0 HAaCcTynneHnss BO3SMOXHOCTMW HanpaseHns HOBOro 01IHOPa30Boro napons (B cekyHaax). 3HauyeHne aeHTUYHO
nonto view.nextOtpCodePeriod .

BeenéHHbilt nonb3osaTtenem OTP-KOA HanpaBnseTcs Ha NpoBepKky (BanuaaLmio)

Banupauua OTP-kopa

POST /sso/oauth2/access_token
Content-Type: application/x-www-form-urlencoded

_eventId=validate&
client_id=<client_id>&

client_secret=<client_secret>§

realm=%2Fcustomer&

execution=<execution_value>>&
grant_type=urn%3Aroox%3Aparamsf%3Acauth%3Agrant-typel3Am2m&
service=sign_document_batch&

<_eventId>

MoeHTudukaTop aencTeua (Nepexoda K cnefytolemy COCTOSHUIO cLieHapus). OnpeaensieTcs OTAENbHO AN KaXA0ro
COCTOSHUSA

B naHHOM 3anpoce Bcerpga pasHo validate .

<execution>
NoeHTudukaTop npeaceccun aytTeHTnoukaumm. B kaxaoMm KOHKpeTHOM 3anpoce A4 MPOAO/IKEeHUS CLLeHapus 3TO
3HayeHKne OO/MKHO BblITb PaBHO 3Ha4YeHUo Nona execution M3 npeablaywero OTBeTa cepBepa Ha 3anpoc K APIL.
<service>
Vicnonb3yemblil cepBuc (LLenouka ayTeHTUGMKaLMK).

B aToM cueHapun sign_document_batch .



otpCode

ATpUBYTHI, OTHOCALWMECS K 0aHOPa30BoMY naponto (OTP).

B cnydae ycneluHon Banugaumn OTP-kofa Bo3BpallaeTcs ToKeH oaHopa3oBoro fgoctyna ( access_token ).
npeaHasHayYeHHbIN 4N BbINOMHEHWUS OnepaLLmy NOANNCaHNA JOKYMEHTOB.

OTBeT C TOKEHOM OJHOPA30BOIro fOCTYyMNa

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"access_token": "759b0780-c70c-4057-80b1-0436bc47d553",

"claims": 3%
"executionId": "f08fbf9b-2dcf-425d-bac2-1f11de3c£f187",
“telephoneNumbexr": "79876543210",
"sign":
"1hSaSf9yWiizcWNLioGD5b+0dAGWg5YHKkDh3ttHyn25Ba53L99UQsOpGa59M204rhFkmSVqs4/4PILw2VO0CZw=="

"sign_req_id": "sso £7758a1f-286¢c-4065-8a2¢c-5fcf99678177"

"token_type": "Bearer",

<access_token>
Tekywmit TokeH gocTtyna (access token) nonb3osaTens

B naHHOM OTBeTe B 3TO MNose NoMeLwaeTcsd ToOKeH OAHOpPa3oBOro gocryna, I'IpeJJ,Ha3HaLIeHHbIl;I ONs BbIMONMHEHUA
onepaunn nognncaHnAa JOKYMEHTOB.

claims

I'IepeueHb KNenMOoB BblJaHHOMO TOKEHa OHOPa30BOro oocTtyna.

claims.sign

MNoanuce.

claims.sign_req_id

ﬂy6nmpyeT0ﬂ MaoeHTUOUKaATOpP 3anpoca Ha NnoannucaHune naketa JOKYMEHTOB ANs Cnydad, Korga cepsucy y,ﬂO6HO
B3ATb €ro N3 3TOro oTBeTa.

BbinonHeHne noanucaHums OOKYMEHTOB TOKEHOM OJHOPa30oBOro ocTtyna

Mpu Bbi3oBe 3TOoro MeToda UIDM npoBepsieT AenNCcTBUTENBHOCTb (BanMAaHOCTb) NepefaHHOro TokeHa JOCTyna, a Takxke To,
4TO OH 6blN BblAaH UMEHHO ANs1 YKa3aHHOro Habopa AOKYMEHTOB.

POST /sso/api/policyEvaluation/isAllowed

Authorization: Bearer 759b0780-c70c-4057-80b1-0436bc47d553
Content-Type: application/json
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"actionName": "POST",
"serviceName": "iPlanetAMWebAgentService",
"resourceName": "<uma onepauunu, 0SS KOTOPOW BbLINOSHAETCHA MNoAnMcaHue AoKymeHTa>",
"realm": "/customer",
"envParams": $

"envParam_1": "<3HauyeHue napameTpa KOHTekcTa Ml 1>",

"envParam_2": "<3HaueHue napameTpa KOHTekcTa I 2>",

"envParam_3": "<3HaueHue napameTpa KOHTekcTa I 3>",

<OOMOJIHUTESNIbHbIE MapaMeTpbl>

}I

"signed_documents": [

i

”id”: O,
"signed_document": "<nognucbiBaembii JOKYMeHT I

"id": 1,
"signed_document": "<nognucbiBaembii [OKYMeHT N

"id": 2,
"signed_document": "<nognucbiBaembii OOKYMeHT N

<noanucboiBaemble OOKYMEHTbI>

Mocne noanvcaHust [OKYMEHTOB TOKEH OHOPA30BOro JOCTyMNa NepecTaéT 6bTb AEUCTBUTENBHBIM (MHBAaNUAMpyeTCs).

OTtBeT 06 ycnewHoM noanncaHnm naketa 0OKyMEeHTOB

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"decision": "Permit"

NHTpoCneKkunsd nCnonb30BaHHOM O, C UCTEKLINMM CPOKOM AENCTBUSA UMN UHBIM CTOCOH60M MHBANUANPOBAHHOO TOKEHa
O[HOPa30BOro AOCTyna HEBO3MOXHa; 6ydeT Bo3BpalleH HTTP-kog owmnbkn 4071 .

#F MNpoBepka noanucu

MpoBepKy NOAMMCH MOXHO BLINOMHWUTL 3aNpOCOM Ha agpec Buaa /sso/api/signingRequests/{isigningRequestid}
C NpefocTaBneHneM TokeHa 4oCTyna nonb3oBaTend, raoe {signingRequestIdi (MoeHTUbMKaTOpP onepaumm
NMOAMUCAHNS):

e YcneuwHdb oTBeT UIDM Ha 3anpoc o0 NoAnvcaHuy, napameTp YCnewHoro oTeeTta
extendedAttributes.signingRequestId



http://0.0.0.0:4000/webdocs/financial-operations-guide.html#flow1-step-1-success
http://0.0.0.0:4000/webdocs/financial-operations-guide.html#signature-check
http://0.0.0.0:4000/webdocs/financial-operations-guide.html#signature-check

e Oteet UIDM TOKEHOM OIHOPA30BOrO AOCTYNa, MapaMeTp YCNewHoro oteeta sign_req_id

MprMep 3anpoca NpoBepkun MOANWUCH C 3aJaHHbIM UOEHTUDUKATOPOM

POST /sso/api/signingRequests/sso 3fcef82d-c6£f8-46e2-a998-897cdedeecefhb
Authorization: Bearer b3adcl9a-f54d-41ad-b9e9-e0742ch8ce9b

Mpumep otBeTa UIDM Ha 3anpoc npoBepKu NOAMNUCHU C 3a4aHHbIM UAEHTUDUKATOPOM

"data"
"id" : "sso 3fcef82d-c6f8-46e2-a998-897cdedeeeth”,
"principalOwnerId" : " 8e35eb06-1d36-40e9-ad4af-2b91e92ab64aa",
"meta" : %
"523a5029-el0a-4ac6-9aab-9d4b2fecc008" : "8fchfeb7-£629-4ca5-9f70-
0£70825a17db",
"6f95c2f2-15fb-4944-abl14-1ed0b9ee94de" : "3655f176-99e9-4f70-9ccl-
b7369666e47h",
"941b6eee-cdcb-4fed-alcd-ccd42cf6d6630" @ "ef521557-8fea-4afa-bace-
ea®2b8aeab0a",
"b£5d77d8-790e-4d1ld-adb9-4f6ceaf94d64"” : "390704fd-172f-41al1-92c4-
eabebbhbh32282",
"e2e58a60-a687-4efa-8803-8fcf8bh13d5d1" : "480e5377-80e5-438c-a71b-
aa887536a248"
o
"creationTime" : 1633893913,

"signatures" : [ {
"id" o " ddcé6cchbh-af7f-4759-babb-4b5e6849c765",
"signingTime" : 1633893916,
"hash"
"FyTncQxafdzFoXHJ88GeNpKVr5u2YYULipY/PXNZ7N1pZilFOBU63Haq8Ivn+9vksby35Lr9scfzi5RDGN3pkQ=="

’

"alg" : "OtpGost3411_2012_512",
"principalSignerId" : "sso 8e35eb06-1d36-40e9-ad4af-2b91e92ab64aa"
"signingCredentials"
"msisdn" : "79876543210"
.01
"otpId" : "1"
Fo 9
"otpCode" : "4609"
1,

data
CsefeHus o 3anpoce (onepauuu) noanucaHns
id

NoeHTudunkaTop 3anpoca Ha noanucaHne

principalOwnerId

MoeHTuoukaTop Bnadensua (principal ID — yHUKanbHbI MOAEHTUGUKATOP YYETHO 3anncK Nob3oBaTend,
3anpocuBLLIErO NOAMNUCaHme).
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meta

[ononHnTenbHbie aTpubyThl (MeTagaHHble) 3anpoca Ha BblumcrieHmne nonuTuk ( policyEvaluation ), B TOM uncne
MeTadaHHble MoANMChIBaeMbIX OKYMEHTOB — COlepXMMoe aTpubyTa extraParams (cM.Teno 3anpoca wara Ctapt

cL.eHapua I'IOQI'IVIC&HVIQ).

OTu aTpWBYThl Takxke nonagaoT B KOHTEKCT 3anpoca Ha PacChlnky yBeAoMneHuin (KoMnoHeHT webapi-noitifier) u
Tak1MM 06pasoM MOryT UCMOMb30BATLCA B TEKCTE HaNpaBnseMoro yeeomneHus (wabnoHa).

creationTime

BpeMms co3naHug 3anpoca Ha nofnvcaHve

signatures

Cnucok noanuncem B 3anpoce
id

NoeHTudunKaTop Noanmncu.

signingTime

Bpema noanucaHus.

hash

BbluncneHHoe 3HayeHne noanmcu.

alg

AnropuTt™ pacyéTa noanucu.

principalSignerId

NpoeHTndunkaTop nuua, NoanMcaBLIero JOKYMEHT.

signingCredentials

PekBM3nUTLI NOANUCaBLLEro Nuua:

msisdn

TenedOHHbI HOMeP, Ha KOTOPbLIN Bbin oTnpasneH OTP-ko4 ANg NoAnUCaHns.

otpId

MNopsaKOBbIM HOMEP KO4a AOCTYMa, KOTOPbIN MCMOMb30Bancs And noanncaHuns

otpCode

OTP-koa, BBEAEHHbBIM NOANMUCAaBLUMM JTULLOM.

#f£ MoanucaHne AOKYMEHTOB NPOCTOMN 3NTEKTPOHHOW NOANUCHIO C UCNONIb3OBaHUEM
UIDM SDK Java

[na yckopeHnsa pa3paboTkun CBOUX NpunoxeHun Ha Java nnu Kotlin, nHterpmpyemoix ¢ UIDM, pa3paboTumkm MoryT
ncrnonb3oBaTb 6ubnunoTeky UIDM SDK Java, ncxofHble KoAbl KOTOPOW pacrnonoxeHsl no agpecy UIDM SDK Java

UIDM SDK Java BbINOMHEH B GopMax «4nCcTon» Java un C nHTerpaumen B Spring.
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Mpumepsbl ncnonb3osaHna UIDM SDK Java pa3metleHbl B peno3untopum UIDM SDK Java Samples.

®penimBopk Spring, ncrnonb3yemsbit B UIDM SDK Java ana s3anmopenctsms ¢ UIDM API, ncnonb3yeTt MexaH3m aHHoTaLun
Java, 4ToBbl 06eCneyYnTb POYTUHT 3aNPOCOB UK MHBEKLMIO 3aBUCUMOCTEMN.

AHHOTaums @PreAuthorize nosBongdeTt 3agaTb TPEOOBaHUA 1 YCMNOBUSA COBEPLUEHWA TOMO UM MHOMO AeNCTBUS.

TpeTun napameTp MeTofa isAllowed () , nepenaBaeMoro B aHHoTaumio @PreAuthorize BnpuMepe HUXe, ynpasBnaeT
cogepXnmMbiM OKYMEHTa, OTNpaBidAeMoro Ha nognmcaHune. B npruMepe npuBegeHo HanpaeneHne Ha noanncb BCero Tena
3anpoca, 0AHaKO CYLECTBYET BO3MOXHOCTb BbIAENATE M OTNPaBNATb Ha MOANMCh OTAENbHbIE €r0 YacTu.

MpuMep MeTofa KOHTpOnMepa Ans onepauuM payment caHHOTaLMe, KOTOPOW yCTaHaBNMBaeTCcsA TpeboBaHue
noanucaHusl JOKYMeHTa 3/1eKTPOHHOM MOAMNUCHIO

[ns pa6oTel npumepa B UIDM gomxHa 6biTb HaCTpOeHa NonmMTuka ¢ UMeHeM pecypca /payment nmetogom POST .

@RequestMapping(method = RequestMethod.POST, value = "/payment")

@PreAuthorize("isAuthenticated() && @QuidmAuthz.isAllowed('/payment', 'POST',

1 'body"' :dbody$)")

public Object payment(@RequestBody Object body, AuthenticationState authenticationState) {
Map<String, Object> response = new HashMap<>();

response.put("body", body);
Optional.ofNullable(authenticationState)
.map (AuthenticationState: :getAttributes)
.map(attrs -> attrs.get(EVALUATION_CLAIMS_ATTRIBUTE_NAME))
.ifPresent(v -> response.put("claims", v));
return response;

YTo6bI MONYy4MTh OT cepBepa advices (ycrnosus, KOTOPbIE HEO6XOOMMO BbINOMHUTL ANA NOANUMCAHNS JOKYMEHTOB
3NEKTPOHHOW MOAMUCHIO, B TOM YMCNE YHUKANbHbBIA MAEHTUdMKATOP 3anpoca Ha noanMcaHme —
SigningRequiredAdvice ), HEO6X0AMMO LOHABUTH O6PABOTUNK UCKTIOUEHWIA

MprMep 06paboTumKa UCKIOUYEHUI ANS NONYYeHUA NPeayCMOTPEHHbIX MOMUTUKON YCNOBUIN NOAMUCU JOKYMEHTOB
3NEeKTPOHHOW MNOAMNUCHIO

@ExceptionHandler (AccessDeniedException.class)
public ResponseEntity<?> handleAccessDeniedException(AuthenticationState
authenticationState, AccessDeniedException e) {
Map<String, Object> response = new HashMap<>();
response.put("error", e.getMessage());
Optional.ofNullable(authenticationState)
.map (AuthenticationState: :getAttributes)
.map(attrs -> attrs.get (EVALUATION_ADVICES_ATTRIBUTE_NAME))
.ifPresent(v -> response.put("advices", v));
return ResponseEntity.status(HttpStatus.FORBIDDEN) .body(response);

Hauano cueHapua noanmMcaHna LOKyMeHTa CO CTOPOHDbI SPA nnu Mo6unbHOro npunoxeHuna

POST http://localhost:8042/api/payment

Authorization: Bearer ba8b9609-8d24-4ec2-81bb-553f03h8816e
Content-Type: application/json
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"to": "40802810900001633906",
"amount": "200.00",
“currency": "RUB"

3anpoc, HanpasnseMbin B UIDM ana npuMeHeHus NONUTUKK

POST /sso/api/policyEvaluation/isAllowed

Accept: application/json

Authorization: Bearer ba8b9609-8d24-4ec2-81bb-553f03h8816e
Content-Type: application/json

"serviceName": "iPlanetAMWebAgentService",
"actionName": "POST",
"resourceName": "/payments/:id/sign",
"envParams": {
"body": %

"to": "40802810900001633906",

"amount": "200.00",

"currency": "RUB"

"accept-encoding": [
"gzip, deflate"

"ip": "94.102.127.198",
"httpMethod": "POST",
"url": "/webapi-1.0/products/loans"

"realm": "/customer"

UIDM oTBeYvaeT oTka3oM (HTTP-koa 403 ) n coobLaeT yHUKanbHbIN MAEHTUOUKATOP STOM onepaLLmm NoanMCcaHns aToro

AOKYMEHTa Unu nakeTa aokyMeHToB ( SigningRequiredAdvice ):

OTkas B coBepLieHuu onepaummn (HTTP-koa 403 ), BMECTe C YHWKanbHbIM MAEHTUHUKATOPOM 3anpoca Ha noanucaHve

( SigningRequiredAdvice )




"decision": "Deny",
"advices": %

"PerOperationTokenConditionAdvice": "PerOperationTokenRequired",
"SigningRequiredAdvice": "sso 7£fh91106-e£f£0-4503-bfe0-7£7895006e13"

MpunoxeHue Bbl3biIBaeT METOL NOAMMCKU 3anpoca € ucrnonb3osaHnem OTP-kofa. B kayecTBe signingRequestId
(MpeHTUdMKaTOpa 3anpoca Ha NoANMcaHKe) UCNoNb3yeTcs NoyYeHHbI paHee advices.SigningRequiredAdvice .

Bbi3oB MeTOAa noanucaHua 3anpoca OTP-koaomM

POST /sign-operation/send

Host: api-domain.com

Authorization: Bearer ba8b9609-8d24-4ec2-81bb-553f03h8816e
Content-Type: application/x-www-form-urlencoded
signingRequestId=sso 7£b91106-eff0-4503-bfe0-7£7895006e13

MeToabl /sign-operation/+ BxogaT B cocTas UIDM SDK ans 3anycka cueHapua sign_document_batch Ha
noanvcaHne AOKYMEHTOB 3NEeKTPOHHOM NOAMUCHIO.

[ng koppekTHOM paboTbl METOLOB HEOBXOAMMO, UTO6LI BrbNnoTeka UIDM SDK Java nonyynna cnefyrowme HaCTPOMKM

com.rooxteam.aal.sso.endpoint=https://uidm-domain.com/sso

F “client_id® u ‘client_secret’ npunoweHusa, OT UMEHM KOTOPOro OGyAyT BbIMOMHATbLCA onepauun
NMPOBEPKM MOJIMTUKM U 3anpoca TOKEHOB

com.rooxteam.aal.auth.client=smeportal_m2m

com.rooxteam.aal.auth.password=passwozrd

JF 3TOT napamMeTp ykasbiBaeT, UYTOo TOKeH bOyaeT nepepaBaTbcs B napameTp access_token' pns
3anpocoB 3anycka cueHapua sign_document_batch’
com.rooxteam.aal.otp.token.current.name=access_token

Mpumep otBeta WebAPI (HTTP-kog 200 )

"status": "OTP_REQUIRED",
"otpFlowState": {
"execution": "<execution_value>",
"csrf": null,
"serverUrl": "<server>/sso/auth/_otp-sms",
"sessionId": "39B46EE50428A299222FFAE82F7F8B55"

"requiredFieldNames": [
"otpCode"

1,
"availableAttempts":

"token": null,

"blockedFor": 0,
"nextOtpCodeOperationPeriod": 10,




"otpCodeNumber": 1,
"method": "SMS",
"extendedAttributes": {

"signingRequestId": "sso 7£fh91106-e£f£0-4503-bfe0-7£7895006e13"

Mocne nonydenna OTP-ko4a Ang noAanvcaHusa JOKYMeHTa HanpaBnsaeTcs 3anpoc Ha Banupaumio OTP-koaa. B Tene 3anpoca
HanpasnaeTcsa cogepxumoe nona otpFlowState w3 npedbigywero oTeeTa.

MpumMep 3anpoca Kk WebAPI ons noanucaHnsa nokyMeHTa ¢ npunoxeHnem OTP-koaa

POST /sign-operation/validate?otpCode=9161

Host: api-domain.com

Authorization: Bearer e35b7baf-4179-4ce8-ab71-b5099a28faf7?
Content-Type: application/json

"execution": "<execution_value>",

"csrf": null,

"serverUrl": "<server>/sso/auth/_otp-sms",
"sessionId": "39B46EE50428A299222FFAE82F7F8B55"

B cnyvae ycnewHoun Bannaaumn OTP-koaa BO3BpaLLlaeTCq TOKEH O4HOPa30BOro AOCTYna, KOTOpbIN HeobxoanmMo byaeT
MCMNoNb30BaTh ANA UCMONHEHWUs onepauumn NoANUCH JOKYMEHTOB 3/1eKTPOHHOW NOAMUCHIO.

OTBeT 06 ycnewHon Banuaaumm OTP-koaa BMecTe ¢ TOKEHOM 04HOPa3oBOro 4ocTyna

"status": "SUCCESS",
"otpFlowState": null,
"requiredFieldNames": null,
"availableAttempts": null,

"token": "c0eb68bd4-eb3b-452d-88b5-3fd989bbdfch",
"blockedFor": null,
"nextOtpCodeOperationPeriod":

"otpCodeNumber": null,

"method": null,

"extendedAttributes": null

TOKeH 0[JHOPa30BOro AoCTyna 415 NOANUCaHUSA OOKYMEHTOB OTNpaBnseTcs B 3aronoBke Authorization: Bearer
BMECTO «CTaHOapTHOrO» TOKeHa AocTyna. Teno 3anpoca (KoTopoe 6yaeT nepenaHo nonutuke PolicyEvaluation ans
OLLEHKM) AOMKHO COBMaAaTh C HanpaBleHHbIM B MEPBOM 3aMpoce, nHade B 4OCTyne 6yaeT 0TkasaHo

BoTtBete PolicyEvaluation MOryT BO3BpallaTbCs CreumanbHble KNenMbl, KOTopble KOHOUIYPUpYTCS NapaMeTpamm
O1n 3HaueHns B UIDM SDK Java gocTtynHbl yepe3 atpnbyT evaluationClaims obbekTa AuthenticationState.

MpouTuTe Takxe



e CooTBeTCTBME NPOCTON anekTpoHHom noanucu UIDM TpeboBaHnAM 3akoHoAaTeNnbCTBa
® [loanucaHve LOKYMEHTOB MPOCTOM 3MEKTPOHHOM NOAMUCHIO


http://0.0.0.0:4000/webdocs/simple-esignature-otp-regulations.html
http://0.0.0.0:4000/webdocs/document_sign.html

