RooX UIDM - -

QMounck no AokyMeHTaLmm

AyTeHTUdUKaUus c ucnonblosaHnem ECUA

OrnaBsneHue

# HopMaTuBHble AOKYMEHTbl EAMHON cUCTEeMbl MAEHTUDMKALMKN U ayTEHTUDMKaLUN
# TpeboBaHWS K 6€30MacHOCTU NPU UCNOMb30BaHUKN ayTEHTUdUKaLMK C ucnonb3osaHnem ECUA

# KoppeKTHOCTb 06paboTku cTaTyca y4éTHon 3annucu ECUA
# Wcnonb3oBaHue cepTudmMKaTa 3/1eKTPOHHOM NOANUCHK ANS NoAnncaHusa 3anpocos K ECUA
# CobnoaeHne TpeboBaHUI NO 3alMTe NePCOHaNbHbIX AAHHbIX

# KOHTpOJ’Ib aocTtyna 6bIBLINX COTPYOHUKOB OpraHM3aumnm

# CueHapuun ayTeHTUdUKaumm ¢ ucnonb3osaHnem ECUA
# Mopaenu faHHbIX

# Mopenb AaHHbIX PartnerMapping
# Mopenb naHHbIX ExternalUser
# Mopenb aaHHbIX Auth

# Mopenb AaHHbIx UserDataDto
# HacTponka @yHKLMOHaNbHOCTHN ayTeHTUdMKALMK € ucnonb3osaHneM ECUA

# TpeboBaHWS K KaHanam CBA3n
# KoMMoOHeHTbl, o6ecneymBalolime GyHKLMOHANbHOCTb ayTeHTUPMKaLnmn ¢ ucnonb3osaHnem ECUA

# TpeboBaHUA K coaepXMMOMY 6a3 AaHHbIX ANns paboToCnocCoO6HOCTU QYHKLMOHANbHOCTU ayTEHTUdUKALMMU C
ncnonb3osaHnem ECUA

# HacTtponkn RooX UIDM, Bnusiowme Ha GyHKLMOHaNbHOCTb ayTEHTUdUKaL MK C ucnonb3osaHnem ECUA
# OpPOHTIHA-peanusaums ayTeHTUdMKaLumm ¢ ucrnonblosaHmem ECUA
# CueHapun ayTeHTUdMKaumm ¢ ucnonb3osaHnemM ECUA

# CueHapwuv ayTeHTudmkaumm B RooX UIDM ¢ ncnonbsosaHnem ECUA

# CueHapui nepBuYHOMN ayTeHTUdMKaLmm B RooX UIDM ¢ ucnonbsosaHneMm ECUA (c coznaHueM NpuBaA3KM YU4ETHOM
3anucu RooX UIDM k uaeHTudUKaTOpy nonb3osatens ECHA)

# YnpasneHuwe npuesa3kaMu y4€THOM 3anncu nonb3osatens K ECUA

# MonyyeHune nHbopMaLLMm 0 TokeHe (MHTPOCMeKLMs TOKeHa)

# APl nonyyeHus ceejeHni 0 NoNb30BaTeNAX U3 BHELWHUX UCTOYHUKOB AAHHbIX
# CobblTusl, npoToKonupyembie B CYB[ ayamTa B XoAe cueHapusa ayTeHTMdUKaumm ¢ ucnonb3osaHnem ECUA

# Bblbopka 13 b1 ayanTa cobbITbIN, OTHOCALWMXCSH K QYHKLMOHANbHOCTU ayTEHTUDUKALIMKM € ucnonb3oBaHnem ECUA
# MOHUTOPUHI U METPUKU GYHKLIMOHANBHOCTM ayTeHTUPMKaLLMKM C ucnonb3osaHnem ECUA

# Appeca cbopa MeTpuK

# MeTpUKN PYHKLMOHANbHOCTHN ayTeHTUdUKauum c ucnonb3osaHnem ECUA

RooX UIDM nogaepxuBaeT ayTEHTUDMKALLMIO C UCMOMb30BaHNEM BHELWHEN CUCTEMbI XPaHEHUS YUYETHbBIX AaHHbIX
nonb3oBaTtenen — EANHON CUCTEMbI UAEHTUOMKALMM 1 ayTeHTudukaumm (ECUA).
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ECUA

EonHasa cuctema naeHTudukaumm 1 ayTeHTudukaummn (beaepansHas rocydapcTBeHHast MHGOpMaLVoHHas cucTema
«EonHasa cuctema naeHTUdOUKaLMmM n ayTeHTUOUKaLMM B UHOPaCTPYKType, obecrneynsatolien MHOopMaLMOHHO-
TEXHONOrMyeckoe B3anMMoaencTeme MHOOPMaLMOHHbLIX CUCTEM, CMOMb3yeMblX ANS NPeoCTaBNeHNs FrOCyAapCTBEHHbIX
Y MyHULMMNAMNbHBIX YCNYT B 3M1EKTPOHHON GOpME»).

ECWA aBnaeTcs deaepanbHOM rocy4apCTBEHHOM MHPOPMALLMOHHOM CUCTEMOW, B KOTOPOM COAEPXAaTCS NepCoHanbHble
AaHHble rpaxaaH Poccurickor PefepaLuu, a Takke uHble cBeeHns (0 cTaTyce MHAMBUAYanbHOro NpeanpuHnMaTens, o
lopyanueckux nuuax u ap.). ECUA ncnonb3yeTcs B nepsyto ouepenb Ans AOCTyNa rpaxaaH K CepBUMCaM rocynapCTBEHHbIX
YCNYT U UHBIX B3aUMOLENCTBUIN B 9NEKTPOHHOM GOPME rpaxiaH C OpraHamu rocyaapCTBEHHOM BNacTy.

RooX UIDM nosBongeT nonb3oBaTesnto ¢ Y4ETHOM 3anuceto B ECUA nonyunTb OOCTYNM K 3alLMLIaEMOMY pecypcy npu
BbIMOMHEHUN NOMb3oBaTenemM ayteHTudukaumm B ECUA.

Mcnonb3oaHue B RooX UIDM naeHTudumKaumm n ayteHTndukaumm npm nomowm ECHA:

® OCBOBOXAaEeT Nonb3oBaTensa oT HEOH6XOOAMMOCTUN XPaHUTL TOMMH U Naponb OT Y4€THOM 3anuncun RooX UIDM, gocTaTouHo
3HaTb NIOrMH 1 Naposib OT y4éTHou 3anuncu ECUA. CylecTByeT BO3MOXHOCTb 6€CnaponbHOM ay TEHTUUKALLMM
nofb3oBaTtenei (ayTeHTUdMKaLLMs TONbKO C ncnonb3oBaHueM ECUA, koraa yuétHas 3anncb RooX UIDM He copepxuT
YCTaHOBIEHHOr 0 Mapons);

® COXpaHsAeT 3a Mnofb3oBaTeneM BO3MOXHOCTb ayTeHTUduumposaTbca B RooX UIDM ¢ ncnonb3oBaHneM apyrux cpeacTs
(noruH 1 naponk, cepTUdUKaT INEKTPOHHOM MOANUCU U APYTHX);

® ob6ecrneuynBaeT 3aKkasyvka 4OCTOBEPHbIMU CBEEHUAMM O Nofb3osaTtene: ®VO, nacnopTHbIMK AaHHbIMU, CHUTC (B
cnyvae, ecnv y4éTHas 3annchb Nob30BaTensa obnagaeT CTaTyCoM «MOATBEPXAEHHAA»), U PONY Takoro Nofb30BaTens B
IOPUANYECKNX NNLLAX;

® 03BOMAET Ha3HayaTb Nonb3oBaTeNto NoNHoMouMa B RooX UIDM B COOTBETCTBUM C €r0 Posibio B opuamMyeckom nuue (B
COOTBETCTBUM CO cBeaeHnamu ECUA).

CTeneHb JOCTOBEPHOCTU CBEAEHNI O NOMb30BaTene, coaepxalumnxcsa B y4éTHom 3anmcu ECUA, BolpaxaeTcs B cTaTyce
Takowm y4€THOW 3anuncu:

Tabnuua 1. CtaTycbl (YPOBHM) YUETHBIX 3anucen puanueckux nuu, 8 ECUA

ynpowéHHas (HenposepeHHas) yuéTHas 3anucb MWUHWManNbHbIM Ha60Pp CBEAEHNN O NONb30BaTeNe

[daHHble O Mosib30BaTesie CBepeHbl C rocyAapCTBEeHHbIMU

cTaHgapTHas yuyéTHas 3anuchb
MHOOPMaLMOHHBEIMU pecypcamu

[laHHble 0 NOf1b30BaTENe CBEPEHbI C FOCYAapCTBEHHbIMU
MHPOPMALMOHHBIMU PeCcypcamu, a IMYHOCTb
nonb3oBaTens noATBepXaeHa OAHUM U3 OCTYMHbIX
Cnoco60B NOATBEPXAEHNS

noaTsepXxaéHHas yuéTHas 3anucb

[locToBEpPHOCTL CBEAEeHUN NoATBEPXAEHHOM YYETHOW 3anmncu ECUIA obecneunBaeTcd NPOBEPKON CBEAEHNN,
npefoCTaBNEeHHbIX MOMb30BaTeNeM, opraHamMuy rocy4apCTBEHHOM BNacTy.

RooX UIDM He cofepxuT 3apaHee YyCTaHOBMEHHbIX TPebOBaHWIM K CTaTycy y4ETHOW 3anucu nonb3osatens B ECUA, ¢
NCrob30BaHNEM KOTOPOKW ByaeT Npon3BOAnTLCA ayTeHTUduKaums B RooX UIDM. OrpaHuyeHus ctatyca y4éTHOM 3anmcu
nonb3oBaTens, ayTeHTUPULMPYIOLLErocs C ucrnonb3osaHnem ECUA, ycTaHaBnNnBatoTCA B COOTBETCTBUM C TpebOBaHUAMM
3aKa3umka.

BAXHO

TokeHbl 4OCTYNa, Binyckaemble RooX UIDM, copepxaT B cebe CBOMCTBO (knenmM) amr , coobliatollee 06 ypoBHe
LOBEpUA K CNocoby ayTeHTUGUKaLmMm Nonb3oBaTend. YpoBeHb [OBEPUd NpK ayTEHTUGUKALLMM C UCTONb30BaHNEM



ECWA Bblle, YeM YpOBEHb AOBEPUS K ayTEHTUDUKALMM C UCMONb30BaHWEM MorMHa U napons RooX UIDM).

Ha ocHoBaHuK 3TOrO YPOBHA oOBEPUA 3allnLLlaeMble CUCTEMbI MOTYT MPUHUMATDL pelleHna O pa3rpaHnyeHn oCTyna
nonb3oBaTenemn K CBOMM AaHHbIM.

#£ HopMaTuBHble AOKYMEHTbl EAMHON cUCTEeMbl U AEHTUPUKaLLUKN U
ayTeHTudpuKaummn

HopmaTuBHble fokyMeHTbl ECUA pa3melleHbl Ha cante MuH1UcTepcTBa LMGpPOBOro pasBuTuUs, CBA3M U MaCCOBbIX
KOMMYHMKaUun Poccunckon ®egepaumn B pasgene «[JoKyMeHTbI» N0 HanpasBneHuo EanHaa cuctemMa uaeHTU@UKaLim 1
ayTeHTudukauum (ECHA).

CocTaB HabopoB AaHHbIX, NpeaocTasnsaemMbix ECYA B COOTBETCTBUM C 3aaHHbIMM 06M1acTaMu focTyna (scope),
COLEPXUTCH B aKTyanbHOM BepCcun MeToAnYeCcKnx pekoMeHaaLmm no nCrnonb3oBaHuio EAMHON cucTeMbl MAEHTUOUKALMN U
ayTeHTUOMKaLMK, pa3MeLLéHHbIX Ha canTe MUHUCTEePCTBa LIMPPOBOro pa3BUTUS, CBA3W U MACCOBbBIX KOMMYHUKaLLU

Poccunckon CDe.uepau,MM B pa3nene <<ﬂOKYMeHTbI>> no HanpasneHuto EovHaga cuctema ngeHTudukaLum n ayTEHTUOUKALLNN
(ECUA).

7 Tpe6oBaHus K 6€30MacCHOCTU NPU UCMONb30BaHUU ayTEHTUPUKALUKU C
ucnonb3osaHneMm ECUA

KoppekTHOCTb 06paboTKku cTaTyca yuéTHOM 3anucu ECUA

Y4éTHaa 3anucb nonb3osaTtens B ECYIA MOXeT HaX0AMTbCA B OOHOM M3 TDEX CTATYCOB, COOTBETCTBYIOWMX YPOBHIO
[0BEPUS K COepXKallMMCS B HEM AaHHbIM.

Heobxoanmo y6eamnTbCs, 4To y4éTHble 3anmcn ECUA ¢ pa3nnyHbiM CTaTyCOM NIOrMYeCKM KOPPEeKTHO obpabaTbiBatoTCA
3amLLaemMon CUCTEMOWN.

Mcnonb3oBaHue cepTuduKaTa SNEKTPOHHOM NOANUCU ANA noanucaHua sanpocoB K ECUA

3anpocsl ak3emnngapa RooX UIDM K ECUA 0omkHbl 6biTb MOANMCAHbI 3aKPbIThIM KITIOYOM CepTUdMKaTa 3NeKTPOHHON
noanucu. CTaTyc cepTudurkaTa anekTpoHHoW noanucu nposepsetcs ECUA. CepTudurKkaThl, BbiNyLLEHHbIE
HeakKpeaNTOBaHHbIMU yAOCTOBEPAOWMMU LEHTPaMm (CaMonoanvcaHHbe), He MOryT 6biTb MCMOMb30BaHbI AN
noanucaHus 3anpocos K ECHA.

Bnauenbuy 3almLlaeMon CMCTeMbl HEO6X0OMMO 0becneunTb BbIMyCK CepTM(DMKaTa 3J'IeKTpOHHOl;I noanmcu ropnaon4eckoro
nnua.

Co6nioaeHune Tpe6oBaHUM NO 3aWUTE NEPCOHaNbHbIX AaHHbIX

HaHHble, nonyyeHHble n3 ECUA, aBnaoTCA nepcoHanbHbIMU.

Bnagenew, 3awmiaeMon CUCTEMbl LOMXEH YOeaNTbCS, UTO BLINONHAOTCA TPEHOBAHNS K XPAHEHUIO MEPCOHarnbHbIX AaHHbIX,
B TOM YMC/1e BO3MOXHOCTb OT3blBa COrnacus nofb3oBaTens Ha 06paboTKy NepCoHasbHbIX JaHHbIX, a Takxke apyrue
nonoxeHus genepansHoOro 3akoHa ot 27.07.2006 N2 152-03 «O nepcoHasnbHbIX JaHHbIX».

KoHTponb gocTyna 6biBLUIMX COTPYAHUKOB OpraH13aLmm

B cnyyae ncnonb3oBaHusa MoAenu 4OCTYMa C OpraHn3aumsaMm HeobxoaMMo yoeanTbes, YTo 3allymiiaemasn cuctemMa
KOPPEKTHO OTCNEXMBaeT 1 obpabaTbiBaeT criydan nameHeHns B ECUA ponen n OTHOWEHMI MeXAY OpraHn3aLuaMmn 1 nx
coTpyaHWKaMu (Hanpumep, GbIBLUMIK FreHepanbHbIi AMPEeKTOP HEe AO/MKEH MMETb BO3MOXHOCTU MNOAaBaTh NaTexHble
nopy4deHns).
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#£ CueHapuu ayTeHTUPUKaLUMU C ucnonblosaHmeM ECUA

CuCcTeMHbIV cLeHapui ayTeHTUdUKaLmm ¢ ucnonb3osaHmem ECUA

® [lonb3oBaTenb 06pallaeTca K 3almLiaeMoMy pecypcy.

® [lonb3oBaTenb BhinonHaeT nepexof B ECUA ana ayteHTudukaumu.

e Cepsuc ayteHTndukaumm ECUA ayteHTUOULMPYET NoNb3oBaTENS.

o Cepsuc ayteHTndukaumm ECUA nonyvaet cornacue nonb3osartend Ha npefocTtasrneHne RooX UIDM ero aaHHbIX.

e Cepsuc ayTeHTUdUkaunm ECVA nepeHanpasnsgeT nonb3osaTtens o6patHo B RooX UIDM v nepefaeT aBTOPU3aLMOHHbIV
Kon.

e RooX UIDM popmMupyeT 3anpoc C UCMOMb30BaHWEM aBTOPU3aLMOHHOIO KOAa Ha NnonyyvyeHne TokeHa MAeHTUGuKaLmm.
o RooX UIDM nonyyaeT OTBET, COAepXaLlumMit HEOH6XOANMbIV TOKEH MOEHTUDUKALLUN.
e RooX UIDM npoBoauT NpoBepKy TOKEHA MAEHTUDUKALUN.

e [lpu ycrewHowm NpoBepke TOKeHa NAeHTUOUKALMM NONb30BaTENb CUNTAETCS ayTEHTUDULUMPOBAHHbIM.

Monb3oBaTenbCKUI CLLeHapu ayTeHTudunKaumnm ¢ ucnonbsosaHmem ECUA

e [lonb3oBaTenb 06pallaeTca K 3alunLiaemMomMy pecypcey.

® [lonb3oBaTtento 0TobpaxaeTcs akpaH ayTeHTUdUKaLUmM ¢ KHonkom «Bontu npu nomoLun ECUA».

® [lonb30BaTeNb HAXMMaET KHOMKY W nepexoauT Ha canT ECUA K akpaHy ayTeHTudukauum B ECUA.
® [Jonb30BaTeb YCMeLwHO BbiNOMHAET ayTeHTudurkaumnio B ECHA.

e [lonb3oBaTeslb aBTOMaTUYECKM NepeHanpaBnsaeTcs U nonydyaeT JOCTYN K 3alMLiaeMoMy pecypcy.

[ e
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PucyHok 1. Cxema B3anmoperictens RooX UIDM 1 ECUA npu ayTeHTUdUKaLMm

HOvarpamMma ayTeHTUdMKaLum c ucronb3osaHmem ECUNA
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" skinparam backgroundColor transparent

actor Nonb3oBaTenb as user
database "RooX UIDM" as uidm
participant ECUA as esia

user -> uidm: lMonb3oBaTenb 3anpawnBaeT TOKeH AOCTYyna \NAna 4OCTyna K 3awuwaeMoMy pecypcy

uidm --> user
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activate user
user -> esia: [lonb3oBaTenb NepexoauT K popme ayTeHTudumkaumm Ha cante ECUA

deactivate user

user -> esia: lNonb3oBaTesb BbINONHAET ayTeHTudmKaumo B ECUA

user -> esia: [lonb3oBaTenb NPefoCTaBngeT pa3pelueHne Ha gocTyn RooX UIDM K CBOMM AaHHbIM
esia -> user: ECVA Bo3BpallaeT nomnb30BaTento aBTopu3aLOHHbIN KoL

activate user

user --> uidm: NepeHanpasneHne aBToOpU3aLMOHHOIro Koaa

deactivate user

uidm - > esia: 3anpoc Ha nony4eHve TokeHa naeHTuomkaumm (1D token)
esia -> uidm: TokeH ngeHTudukaumm

uidm -> user: RooX UIDM ayTeHTUduUMpyeT nonb3oBaTens

@enduml

#£ Mopenu gaHHbIX

CBefeHus 0 nonb3oBaTerne, 3arpyxeHHble RooX UIDM 13 ECUA, xpaHaTca B Buae cTpok dopmata JSON B nonax profile
n userinfo Tabnuubl external_user B[ Roox UIDM.

BHelHWe NpmBA3KM NONb3oBaTeNnd XpaHATcA B Tabnuue partner_mappings B RooX UIDM.

BHelwHWe npuBasky nonb3osatens K ECYA MOryT 6biTb MOMy4YeHbl C cnonb3osBaHneM APl ynpaBreHuma npusgskamu.

O6wuni Bnag moagenu gaHHbix ECUA

Failed to generate image: Could not load PlantUML. Either require "asciidoctor-diagram-plantuml’ or specify the
location of the PlantUML JAR(s) using the 'DIAGRAM_PLANTUML_CLASSPATH' environment variable. Alternatively a
PlantUML binary can be provided (plantuml-native in SPATH).
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skinparam backgroundColor transparent

skinparam shadowing false

skinparam linetype ortho

skinparam class {

BackgroundColor LightCyan

ArrowColor blue

J

Iprocedure Sprimary_key (Sx,Sy)

<b><color:#b8861b> «&key> </color> $Sx</b> : %upper(Sy)
lendprocedure
Iprocedure Sforeign_key ($x, Sy)

<color:#aaaaaa> <&key></color> <b>Sx</b> : Sy
lendprocedure
Iprocedure Scolumn($x, Sy)

<color:#efefef> <&media-record> </color> $x : %upper(Sy)
lendprocedure
Iprocedure Stable($x)

entity Sx << (T, white) > >
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lendprocedure

Iprocedure Sjson($x)

entity $x << (J, beige) > > #beige
lendprocedure

Stable( PartnerMapping ) {
Sforeign_key( auth, Auth )
Scolumn( cid, String)
Scolumn( created, Date )
Scolumn( customerld, String)
Scolumn( externalUserld, String )
Sforeign_key( externalUser, ExternalUser )
Scolumn(id, String )
Scolumn( partnerDataAllowed, boolean )
Scolumn( partnerld, String )
Scolumn( realm, String )
Sforeign_key( type, PartnerType )

Stable( ExternalUser ) {
Scolumn( avatarSmallUrl, String )
Scolumn( avatarUrl, String)
Scolumn( email, String )
Scolumn( firstName, String )
Scolumn( fullName, String )

(

(

(

(
Scolumn( lastName, String )
Scolumn( middleName, String )
Scolumn( phonenum, String)
Scolumn( userFriends, String)

(

Scolumn( userld, String )
Scolumn( profile, String) (**EsiaPersonProfileDto**)
Scolumn( userinfo, String ) (**UserDataDto**)

Sjson( UserDataDto ) {

Sforeign_key( addresses, AddressesWrapperDto )

Scolumn( birthDate, LocalDate )

Scolumn( birthPlace, String )

Scolumn( citizenship, String )

Sforeign_key( contacts, ContactsWrapperDto )

Sforeign_key( documents, DocumentsWrapperDto )

Scolumn( firstName, String)

Scolumn( gender, Gender )

Scolumn(iinn, String )
(
(
(

Scolumn( lastName, String )
Scolumn( middleName, String )

Scolumn( snils, String)



Sjson( EsiaPersonProfileDto ) {
Scolumn(inn, String)
Sforeign_key( orgs, UserOrgsWrapperDto )
Scolumn( snils, String )

J

Sjson( UserOrgDto) {
Scolumn( admin, Boolean )
Scolumn( chief, Boolean )
Scolumn( ogrn, String )
Scolumn( oid, Long )
Scolumn( shortName, String )

Sjson( ContactDto ) {
Scolumn(id, Long)
Sforeign_key( type, ContactType )
Scolumn( value, String )

Scolumn( verified, String )

J

Sjson( ContactType) {
Scolumn( ContactType, enum)

J

Sjson( AddressesDto) {
Scolumn( additionArea, String )
Scolumn( additionAreaStreet, String )
Scolumn( addressStr, String )
Scolumn( area, String )
Scolumn( building, String )
Scolumn( city, String )
Scolumn( countryld, String )
Scolumn( district, String)

(

(

(

(

(

(

(

Scolumn( fiasCode, String )
Scolumn( flat, String )
Scolumn( frame, String )
Scolumn( house, String )
Scolumn(id, Long )
Scolumn( region, String )
Scolumn( settlement, String)
Scolumn( street, String )
Sforeign_key( type, AddressType )
Scolumn( value, String)

Scolumn( verified, String )
Scolumn( zipCode, String)

Sjson( AddressType) {



Scolumn( AddressType, enum )

J

Sjson(DocumentDto) {
Scolumn( expiryDate, LocalDate )
Scolumn( firstName, String)
Scolumn(id, Long)
Scolumn(issueDate, LocalDate)
Scolumn(iissueld, String)

(

(

(

(

Scolumn( issuedBy, String )
Scolumn( lastName, String )
Scolumn( medicalOrg, String)
Scolumn( number, String )
Scolumn( series, String )
Sforeign_key( type, DocumentType )
Scolumn( unitedNumber, String )

Scolumn( verified, String )

$json( DocumentType ) {
Scolumn( DocumentType, enum )

J

Sjson(Auth) {

Scolumn( accessToken, String )
Scolumn( clientld, String )
Scolumn( otpSentCount, int )
Scolumn( otpTryCount, int)
otpUnlockDate, Date )

refreshToken, String )

Scolumn
Scolumn
Scolumn( scope, String )

Scolumn( secondFactorEnabled, boolean)

~ o~ o~ o~ o~~~ o~

Scolumn( serialVersionUID, long )

' Sjson( PartnerType ) {}

Sjson( AddressesWrapperDto ) {
Sforeign_key( elements, AddressesDto )

}

Sjson( ContactsWrapperDto ) {
Sforeign_key( elements, ContactDto )

}

Sjson( DocumentsWrapperDto ) {
Sforeign_key( elements, DocumentDto )

}

Sjson( UserOrgsWrapperDto ) {
Sforeign_key( elements, UserOrgDto )

}

PartnerMapping }I-r-1l ExternalUser



PartnerMapping }I--1l Auth
' PartnerMapping }I-I-Il PartnerType

ExternalUser }I--1l UserDataDto
ExternalUser }I--1l EsiaPersonProfileDto

UserDataDto }I--1l ContactsWrapperDto
ContactsWrapperDto }I--Il ContactDto
UserDataDto }I--1l AddressesWrapperDto
AddressesWrapperDto }I--1l AddressesDto
UserDataDto }I--Il DocumentsWrapperDto
DocumentsWrapperDto }I--1l DocumentDto

EsiaPersonProfileDto }I--Il UserOrgsWrapperDto
UserOrgsWrapperDto }I--Il UserOrgDto

ContactDto }I--1l ContactType
AddressesDto }I--1l AddressType
DocumentDto }I--1l DocumentType

@enduml

Monaenb paHHbIX PartnerMapping
ATpubyT Twvn faHHbIX OnucaHue HdononHuTtenbHasa uHpopmauma
auth Auth [aHHble ayTeHTUpmKaLmnm NHnumanmampyeTca npu

COo3aaHunn ak3emMnndapa
Knacca: new Auth()

cid String cid nonb3oBaTens (13
Claim)

created Date HaTa v Bpemda co3gaHng
NPUBA3KK

customerId String NoeHTndunkaTop

nonb3oBaTtend B RooX UIDM

externalUserId String NoeHTudunkaTop BHELHEro
nofb3oBaTteng
externalUser ExternalUser Bnok nHpopmaLmm o NHnumannavpyeTca npu

nonb3oBaTtere Ha CTOpoHe CO3[aHuu aK3emMnndapa
ECUMA vnn coumanbHOM CeTU  Knacca: new
ExternalUser()

id String YHUKaNbHbIN
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partnerDataAllowed boolean
partnerId String
realm String

type PartnerType

Mopaenb paHHbIX ExternalUser

ATpUGYT Twvn faHHbIX
avatarSmallUrl String
avataruUrl String
email String
firstName String
fullName String
lastName String
middleName String
phonenum String

NOEHTUPUKATOP MPUBHA3KM.
Micnonb3yetcs, Hanpumep,
ANA ynaneHuns

[Mpu3Hak, paspewmnn nu MHuumanmsmnpyeTca npu
nofib30BaTe b COXPaHATb CO3[aHuK aK3emMnnsapa
coumanbHble fJaHHble knacca: false

NoeHTndunKaTop CUCTEMBI, B
KOTOPOW co34aHa npmBa3Ka.
[Ona ECUNA n coumanbHbIX
ceTer COOEPXNT YCrIOBHOE
nma

[MpocTpaHcTBO
rnonb3oBatenemn

Twun npuBasku. Bcerpa 3HaueHua: social (social
COOEepXuT social , network), extid (external
Identity provider)

OnucaHue HOononHuTenbHas UHbopMaumsa

Ccbinika Ha YMeHbLUEHHbIN
aBaTap nosb3oBaTens

Ccbinka Ha aBaTap
nonb3oBaTtens

ALpec 3neKTPOHHOW MoYThI

Ma nonb3oBaTensa B ECHUA
M1 COLLManbHOWM CeTH

[TonHoOe nMa nonb3oBaTensd
B ECVA nnun coumansHom
ceTu

®amMunna nonb3oBaTens B
ECUA nnn counansHom cetn

OT4yecTBO NONb30OBATENSA B
ECUA nnn counansHom cetm

Homep TenedoHa [Nepenaetcsd B popmaTe
+7 (XXX)XXXXXXX, roe X —
umodpa
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profile

userFriends

userId

userInfo

String

String

String

String

Mopaenb gaHHbIX EsiaPersonProfileDto

[aHHble npoduna

Cncok apysen
rnonb3oBaTens B
CcouManbHOM ceTun

NoeHTrndunkaTop
nonb3oBaTtensa B ECUA nnn
coumnanbHOM ceTun

NHdopmauma o
nonb3osarterne

3anncaHHbI B CTPOKY
JSON-06bekT. B crniyyae
ECWA ncnonb3yetcs
Mopaenb EsiaPersonProfileDto

3anuncaHHbI B CTPOKY
JSON-06bekT. B cnyvae
ECWA ncnonb3syetcs
Mofenb UserDataDto

Ta6nuua 2. EsiaPersonProfileDto — 6a30BbIi TUMN ANA NPpOoPUNA AaHHbIX opraHu3aumnin us ECUA

ATpU6YT

inn

orgs

snils

Tvn gaHHbIX

String

Collection<UserOrgDto »

String

Mopenb gaHHbIX UserOrgDto

ATpU6YT

admin

chief

ogrn

oid

shortName

Twn gaHHbIX

Boolean

Boolean

String

Long

String

OnucaHue

10-g konua MHH

CeepneHus 06 opraHn3aumsax n3

npogpuna ECUA

10-a konuna CHUIC

OnucaHue

Mpu3Hak aaMUMHUCTpaTopa

[Mpu3Hak pykoBoauTens

Homep OI'PH opraHunsaumm

NoeHTndunkaTtop

KpaTkoe HaumeHoBaHue
opraHusauum (cokpatlieHue/
abbpesunaTypa)

HdononHuTtenbHasa uHpopmauma

true | false

true | false

BHyTpeHHui
naeHTudunKaTop obbekTa, B
TOM UnCre Nonb3oBaTens
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Mopenb gaHHbIX Auth

ATpUGYT Twvn faHHbIX
accessToken String
clientId String
otpSentCount int
otpTryCount int
otpUnlockDate Date
refreshToken String
scope String

secondFactorEnabled boolean

serialVersionUID long

Mopenb naHHbiX UserDataDto

OnucaHue

TokeH aBTOpPU3aLUMK BblAaHHbIM TOKEH 4OCTYMa

NoeHTudMKaTop KNMeHTa selfcare (Hanpwmep)

KonnyectBo oTnpaBok
0[HOPa30BOro Napons

KonnuyecTBo NomnbITOK BBOAA
OQHOPa30BOro napongd

[aTa pa3bnoknpoBkM
OTNpaBkK OHOPAa30BbIX
KOLOB

O6HOBNEHNE TOKEHA BblgaHHbIM TOKEH

o6HOBNEHUSA noctyna

Crmcok pa3peLleHHbIX scope (B popmaTe JSON
Scope AN UCnonb3oBaHua  Array)

OT MEHM Nonb3oBaTens,

BO3MOXHble 3Ha4YeHUN4d

3a[aloTCsa KOHOUrypaumemn

Mpu13HaK noakMoYeHns
BTOpOro gakropa
ayTeHTudukaumm

BkntoueH (ga / HeT)

Tabnuua 3. UserDataDto — 6a30BbIv TUN ANSA NpoduUIsa AaHHbIX Nonb3oBaTtens n3 ECUA

ATpUGYT Twvn faHHbIX
addresses AddressesDtoH
birthDate LocalDate

birthPlace String

OnucaHue

MNepeyeHb agpecos

Hata poxaenuvs ( dd.MM.yyyy )

MecTo poxaeHus

NononHutenbHas MHbOpMaLUA
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citizenship String paxdaHCTBO

contacts ContactsDto[] MepeyeHb KOHTaKTOB

documents DocumentsDto|] MepeyeHb JOKYMEHTOB,
YAOCTOBEPSAIOWMX [IMYHOCTh

firstName String Nms

gender Gender Mon ( MALE | FEMALE )

inn String VHH (Homep MHH duanyeckoro nuua)

lastName String ®ammnma

middleName String OT4yecTBO

snils String CHW/IC (Homep cTpaxoBoro
cBMOeTenbcTBa)

Mopaenb gaHHbIX ContactsDto

ATpUGYT Twvn gaHHbIX OnucaHue
id Long NoeHTUdUKaTop KOHTaKTa
type ContactType Tvn KOHTakTa
value String 3HaveHne
verified String CTtaTyc npoBepku

Mopenb gaHHbIX ContactType

enum Tun KOHTaKTa
NA He onpeneneHo
MBT MobunbHbI TENE®OH
PHN Fopoackon TenedoH

EML SﬂeKTpOHHaF{ noyTa
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Mopaenb gaHHbIX AddressesDto

ATpubyT

additionAreaStreet

additionArea

addressStr

area

building

city

countryId

district

fiasCode

flat

frame

house

id

region

settlement

street

type

value

verified

zipCode

Twn gaHHbIX

String

String

String

String

String

String

String

String

String

String

String

String

Long

String

String

String

AddressType

String

String

String

OnucaHue

Ynuua Ha fon. Tepputopun

[on. Tepputopusd

HanmMeHoBaHWe ynuubl

ObnacTtb

Homep cTpoeHund

["opoa

NaoeHTndukaTop CTpaHbl

BHyTpuropoackowmn panoH

Koo ®NAC

Homep kBapTUpbI

Kopnyc

Homep noma

NoeHTndunkaTop

PervioH

[Mocénok

Ynuua

Tun agpeca

3HaueHne

CTtaTyc npoBepku

[MOYTOBbIV UHAOEKC
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Mopenb gaHHbIx AddressType

Twvn gaHHbIX

enum

3HaueHus

PLV

PTA

PRG

NA

Mopaenb gaHHbIXx DocumentDto

ATpUbYT

expiryDate

firstName

id

issueDate

issueld

issuedBy

lastName

medicalOzrg

number

series

type

unitedNumbezr

verified

Tvn gaHHbIX

LocalDate

String

Long

LocalDate

String

String

String

String

String

String

DocumentType

String

String

OnucaHue

Tunappeca

Afpec MecTa NpoXunBaHua

ALpec BpeMeHHOM perucrpaumm

ALpec NOCTOSAHHOM perncTpaumm

OtcyTcTByeT

OnucaHue

CpoK AencTeua oKyMeHTa

ZIVE]

NoeHTudunkaTop

[aTa Bblgaumn

Koa nogpasnenenuvs

KeM BblgaH (HaMeHoBaHWe
opraHusaumum)

damumnus

HanmeHoBaHMe MeanLMHCKOMN
opraHu3aumm

Homep nokymMeHTa

Cepus

Tun gokymMeHTa

EOunHbIN HoMep nonuca (EHM)

CTtaTyc npoBepku
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Mopenb gaHHbIXx DocumentType

Tun gaHHbIX 3HaueHus OnucaHune
enum Twun gokymMeHTa
NA He onpegeneHo
RF_PASSPORT MacnopT rpaxnaHuHa PO
FID_DOC [JOKYMEHT MHOCTPaHHOIr O rpaxaaHnHa
RF_DRIVING_LICENSE BoavTenbckoe yoocToBepeHme
MLTR_ID BoeHHbI 6uneT
FRGN_PASS 3arpaHunyHbIv nacnopT
MDCL_PLCY nonvuc OMC
RF_BRTH_CERT CBMAeTenbCTBO 0 poxaeHun (Poccus)
FID_BRTH_CERT CBMaeTenbCTBO 0 poxaeHun (apyras
cTpaHa)
OLD_BRTH_CERT CsuaeTenscTso o poxaeHun (CCCP)

#£ Hactpounka yHKUNOHaNbHOCTU ayTeHTUPUKaLUM C ucrnonblosaHmeM ECUA

WHTerpaunsa c ECUA BbimonHAeTCs ¢ ncnonb3oBaHeM npotokonos OAuth2 1 OIDC (OpenlD Connect), uto genaet
nHTerpaumio ¢ ECMA aHanormyHom ¢ coumanbHbIMU CETAMU, UCMOMb3YIOLMMK 3TU XE MPOTOKOMbI 8y TEHTUDUKALN 1
aBTOpMU3aLMN.

Tpe6boBaHUA K KaHanam CBA3un

[na paboTbl PYyHKLMOHANbHOCTH ayTeHTUdbuKauumn ¢ ncrnono3osaHnem ECHYA Heobxoammo obecrneunTb 4OCTYMHOCTb
NPOX0OXAeHWA NakeToB B NopT 443 [0 cepBepoB C UMeHamn https://esia-portall.test.gosuslugi.ru
(TecToBbIN KOHTYP) U https://esia.gosuslugi.ru (NPOAYKTOBbLIN KOHTYP).

KoMnoHeHTbl, o6ecneunsatome GpyHKLMOHANbHOCTb ayTeHTUPUKALUM C UCMO/Ib30BaHNEM
ECUA

KomnoHeHTbl RooX UIDM, o6ecneunBatowine pyHKLMOHaNbHOCTb ayTeHTUDMKaLMM € ucrnonb3osaHmem ECUA

® sso-server (OCHOBHOWM CEPBUC ayTEeHTUbUKALMM: BEINOMHAET ayTeHTUdMKaLMIO, NpedocTasnseT APl ans
ayTeHTUdMKaLMN, CaMOOBCTYXMBaHUS 1 aAMUHUCTPUPOBAHNS)

e federation-webapi (cepBuc AaHHbIX GeaepaTUBHOM ayTEHTUDUKALLN, XPaHUT MPUBS3KM MOMb30BaTENA K
CTOPOHHUM CepBMcaM 1 NpeaocTaenaeT API K HUM)


http://0.0.0.0:4000/webdocs/esia.html#data-model-documenttype
http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D1%82%D1%80%D0%B5%D0%B1%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F-%D0%BA-%D0%BA%D0%B0%D0%BD%D0%B0%D0%BB%D0%B0%D0%BC-%D1%81%D0%B2%D1%8F%D0%B7%D0%B8
http://0.0.0.0:4000/webdocs/esia.html#%D0%BA%D0%BE%D0%BC%D0%BF%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D1%8B-%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B8%D0%B2%D0%B0%D1%8E%D1%89%D0%B8%D0%B5-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

Tpe6oBaHu1A K coaep>XXMMOMY 6a3 AaHHbIX AN paboTocrnoco6HOCTU PYHKLUMOHANbHOCTHU
ayTeHTUdMKaLumM c ucnonblosaHueM ECUA

[na paboTocnocobHOCTH GYHKLMOHANBHOCTU ayTEHTUdMKALMK C ncnonb3oBaHreMm ECUA B 6a3e faHHbIX cepBuca
federation-webapi BTabnuue social_partner [OO/MKHa CylWeCcTBOBaTb 3aMNUChb CO 3HAYEHUAMM, YKa3aHHbIMK B
Tabnuue 3HayeHund noneun 3anucun Tabnuubl social partner 6a3bl gaHHbix cepBuca federation-webapi .

Tabnuua 4. 3HavyeHunsa nonen 3anucn Tabnuubl social partner 6a3bl AaHHbIX cepBuca federation-webapi ,
Heob6xoauMble ANa PYHKLMOHANbHOCTHN ayTeHTUdUKauum c ucnonb3osaHnem ECUA

MNone 3HaueHue
partner_id esia
application_id NoeHTndunkaTop ak3emnngpa RooX UIDM, npuceansaeMblii

B XO[e perncrpauun ero nogknoveHuns K ECUA

enabled true

iframe false (none sBnNAeTCA yCTapeBLUMM)

website true

request_scope PasneneHHbIM npobenamu nepeyeHb obnacTen JocTyna

(scope) ECVA u3 cnucka npenocTtaensembix ECUA
HabopOB laHHbIX O MoNb3oBaTesne (CM. Metoauueckue
yKasaHua no UCnonb3oBaHUIO EanHom cnuctemsol MﬂeHTM(DMKaLLMM n
ayTeHTuduKaumm). O6nacTv 4OCTyNa onpenensioT
cBefeHus, Bo3epallaeMblie ECUA (npv Hanuumnm
paspelueHus RooX UIDM Ha AoCTYyn K HUM)

social_network_id esia

api_url Apnpec ECUA, Ha KOTOPbIV BbINOMIHAETCSH Nepexon
nonb3oBaTtens And ayTeHTudukaumm

# HacTtpounku RooX UIDM, snusowme Ha pyHKLLMOHANbHOCTb ayTEHTUPUKALLUU C
ucnonb3osaHnem ECUA

HacTpoikn, Heob6xoanmble ans paboTbl PyHKUMOHaNbHOCTU UHTerpauunun UIDM c EguHon rocynapcTBEHHON CUCTEMOM
MaeHTUPUKaLUM M ayTEHTUPUKALIUMN

com.rooxteam.federation.esia.app.id

OnucaHne

NoeHTudukaTop ak3emMnnapa UIDM, BbiaaBaeMbli Npu ero peructpaummn B ECUA (BHYTPeHHUI MAeHTUdMKATOP
orpaHusaumum B ECUMA). 3HaueHre 3ToN HaCTPOMKM AOMXKHO COBMaaaTh CO 3HAaUYEHUEM HaCTPOMKM
com.rooxteam.sso.esia.clientId

com.rooxteam.sso.esia.users. scopes


http://0.0.0.0:4000/webdocs/esia.html#federation-webapi-db-social_partner-table
http://0.0.0.0:4000/webdocs/esia.html#%D1%82%D1%80%D0%B5%D0%B1%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8F-%D0%BA-%D1%81%D0%BE%D0%B4%D0%B5%D1%80%D0%B6%D0%B8%D0%BC%D0%BE%D0%BC%D1%83-%D0%B1%D0%B0%D0%B7-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%B4%D0%BB%D1%8F-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BE%D1%81%D0%BF%D0%BE%D1%81%D0%BE%D0%B1%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#esia-document-usage-guide
http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-roox-uidm-%D0%B2%D0%BB%D0%B8%D1%8F%D1%8E%D1%89%D0%B8%D0%B5-%D0%BD%D0%B0-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8-roox-uidm-%D0%B2%D0%BB%D0%B8%D1%8F%D1%8E%D1%89%D0%B8%D0%B5-%D0%BD%D0%B0-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

OnucaHune

Cnu1cok pa3fenéHHbix NpobenoM obnacTei aencteunsa (obnacTtel 4OCTyna, SCope), CBeAEeHWS U3 KOTOPbIX
3anpauwmsatotca B ECMA. ECUA ncnonb3ayeT obnacTn AENCTBUSA B KaYeCTBE yKa3aTernemn Ha 3anpalivBaemMble JaHHbIe

Bo3MoOXHble 3HaueHus

Cnucok npefocTaBnsemMblx ECVIA o6nacTtei nencteus (o6nacten 4OCTyNa, SCOpPe) COAepXMnTcs B MeToamueckmx
pekoMeHaaLmax Mo UCNoMb30BaHWIO EANHOM CUCTEMbI UOAEHTUPUKALMN 1 ayTEHTUPUKALLUK, Pa3MeLLEHHbIX Ha canTe
MuHUCTEepCTBa LMGPOBOrO Pa3BUTUSA, CBA3N M MACCOBbLIX KOMMYHMKaUun Poccunckon Penepaumm B pasgene B

pa3nene «[JokyMeHTbl» Mo HanpasneHuio EanHas cuctemMa naeHtudunkaummn n aytedtudukaumm (ECHA)

com.rooxteam.sso.esia.oauth2.authorization.request.url

OnucaHne

URL ECUA ans HanpasneHus kofda ayTeHTudukaumum 1 obMeHa ero Ha TokeH AocTyna (ans asTopusauum no
npoTtokony OAuth2)

com.rooxteam.sso.esia.clientId

OnucaHune

VioneHTudukaTop ak3emMnnspa UIDM, BblnaBaeMsi npu ero pernctpauum 8 ECUA (BHYyTpeHHUI naeHTudukaTop
orpaHm3auum B ECUA). 3HaueHWe 3TON HacTPOMKM JOMKHO COBMaaaTh CO 3HaUYEHUEM HaCTPOMKU
com.rooxteam.federation.esia.app.id

com.rooxteam.sso.esia.cert

OnucaHune

CepTnduKaT 3NeKTPOHHON NOAMMUCK, UCNONb3YeMbIN Ana noanucaHna 3anpocos K ECUA. Takon cepTtudumkaT
npensaputensHo pernctpupyetcsa B ECYA 1 npuBA3biBaeTCA K yHETHOWM 3anncu CUCTEMbI-KNneHTa B ECHIA

com.rooxteam.sso.esia.private.key

OnucaHne

3aKkpbIThI (MPUBATHBIN, HEMYBMMUHDIN) KoY KOYEBOW Napbl cepTudukaTa aNeKTPOHHOM MOANUCH, UCTIONb3YEeMOro
ana noanucu 3anpocos K ECUA

com.rooxteam.sso.esia.secretProvider

OnucaHune

OTtcyTcTBYeET

F£ OpOHTIHA-peanusauus ayTeHTUdUKaumm c ucnonbzosaHmem ECUA

[ns Havana cueHapusd ayTeHTUPUKALLMM UMK CO3aHUA YHETHOM 3anucu nonb3osaTensd RooX UIDM ¢ MOMOLLbIO yYeTHOWM
3anuncun ECUA Heobxoanmo obpatunteca K API RooX UIDM ¢ 3arnpocom TokeHa AocTyna. M3 nony4eHHoro oteeta
Heobxoanmo u3Bneus URL-agpec (none view.esiaRequestUri ), o KOTOPOMY NONMb30BaTENb AOMKEH ByOeT nepenTu
Ha canT ECUA onga ayTeHTudukaumm.

HAMOMUWHAEM

B cocTaBe oTBeTa Ha 3anpoc TokeHa focTyna RooX UIDM B none esiaRequestUri BO3BpallaeT peanbHbii agpec
TECTOBOIO WK NPOAYKTOBOr0 KOHTYypa ECUA. MNpu nokanbHOW pa3paboTke KNMEeHTCKOro NPUnoXeHNa MoXeT
notpebosaTbCcd noameHa agpeca ECMAn3 nona esiaRedirectUri Ha agpec NOKanbHOW «3arnyLwKm».


http://0.0.0.0:4000/webdocs/esia.html#esia-auth-token-request-init
https://digital.gov.ru/ru/documents/?directions=13
http://0.0.0.0:4000/webdocs/esia.html#%D1%84%D1%80%D0%BE%D0%BD%D1%82%D1%8D%D0%BD%D0%B4-%D1%80%D0%B5%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D1%84%D1%80%D0%BE%D0%BD%D1%82%D1%8D%D0%BD%D0%B4-%D1%80%D0%B5%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

[na oTkpbITA MofansHOro okHa ECYA MOXHO MCNONb30BaTb CNeAYOWY0 GYHKUMIO:

window.open(esiaRequestUri, 'Data', 'fullscreen=yes');

Ha cTpaHuue Hayana cueHapus ayTeHTUGUKaumm Heo6xoaAMMO NPUCBONTL NepemMeHHon window.esiaAuth @yHKUMO
(callback), koTopasi 6yaeT Bbi3biBaHa Nocre yCrnewHon aBTopmaaLmmn nonb3osatens B ECHA:

Mpumep

const encodeSocialParams = (params) => {
let result = '';
for (let param in params) {
if (params.hasOwnProperty(param)) 1
result += ${parami=$${params[param]}&;

result = result.substr(0, result.length - 1);
return encodeURIComponent(result);

const EsiaAuth = (code) =>
const socialData = Base64.encode(encodeSocialParams(3 code %), false, true);
// Danee MpoUCXOAUT BbISOB ACUHXPOHHOW (BYHKLMM, KOTOpPOM nepenaérca 0b6BbEKT
// “socialData’ B RooX UIDM BmecTe ¢ _eventId: 'esia'’' ana nepexoma Ha chnenywoumi
// war cueHapus

#£ CueHapuu ayTeHTUPUKaLUM c ucnonblosaHmeM ECUA

Monb3oBaTtenb, BbIMOMHAOLWMIA ayTEHTUGMKaLMIO C ncnonb3oBaHneMm ECUA, nonxeH obnagatb YY4ETHOM 3aMUChbIO B
RooX UIDM.

CueHapun ayTeHTUpUKaLUnUM ¢ ucnonb3osaHnem ECUA npeanonaraioT, UTO y Nofb30BaTENA CYLWECTBYeT yUYETHAdA 3anu1chb B
RooX UIDM, K KOTOpPOW BbINOMHAETCA NPUBA3Ka.

CosnaHve y4&THom 3anucu RooX UIDM (peructpaumm) B xoae CLeHapusa ayTeHTUGMKaLMK C ucnonb3osaHneM ECHIA He
npeaycMoTpeHo.

Bo Bpems BbINMOMHEHWs CLLeHapU1st MPU HanpaseHrn 3anpoCoB B KaxAOM NMocreayoleM lWare cleHapust He06xXoaMMo
nepenaBaTb KOHTEKCT Npenblayllero Wwara — napameTp execution .

CueHapuu ayTeHTUUKaLumm B RooX UIDM c ucnonbsosaHnem ECUA

Hauano cueHapus ayTeHTUdMKauum

3anpoc TokeHa gocTyna (Hauano cueHapva ayTeHTUdMKaumum)

POST https://example.com/sso/oauth2/access_token



http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%87%D0%B0%D0%BB%D0%BE-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/esia.html#%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0-2
http://0.0.0.0:4000/webdocs/esia.html#%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0-2
http://0.0.0.0:4000/webdocs/esia.html#%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D0%B9-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%B2-roox-uidm-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

client_id=mlk&
client_secret=password&

realm=%2Fcustomer&
grant_type=urn¥%3Aroox%3Aparams¥3Aocoauth¥3Agrant-type%3Am2m&
service=dispatcher

<client_id>

V|£leHTl/ICDl/IKaTOp NPUNOXEeHUA-KNneHTa. BO3MOXHble 3HaUeHWs 3aBUCAT OT KOH(‘.DI/lepaLLVIl/I.

<client_secret>

Maponb NpUNoxeHna-kNneHTa. BO3MOXHble 3HaYeHNA 3aBUCAT OT KOHOUIypaLm

<realm>

"pynna nonb3oBaTenen RooX UIDM. Bcerga ncnonb3dyeTcs 3HadeHne %2Fcustomer , KOTOpoe aBnaeTcs uri-encoded
3HayeHvneM /customer .

<grant_type>
Cnocob aBTOpM3aLmm NonNbL30BaTeNs
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd TokeHa goCcTyna, TOKeHa obHOBNEHUA OOCTyna, TOKeEHa aBTOMaTNU4YeCKOro exoaa.

client_credentials

Onga cueHapud nonyvyeHnda npunoxeHnemM-KnmeHToM CUCTEMHOI O TOKEHa.

<service>

Mcnonb3ayembiin cepBuc (Lenouka ayTeHTUDUKALLMN) .

OTBeT Ha 3anpocC TOKeHa focTyna (Hayano cLueHapus ayTeHTUOUKALLUK)

"execution": "<.>",
"form": 1§
"errors": [],
"fields": {
"password": {
"constraints": [

"attributes": §
"max": 1024,

"name": "Size"

"name": "NotNull"

"username": §




"constraints": [

d
"attributes": §
"enabledConfigurationKey": "com.rooxteam.sso.webflow
irealm}.simple_login_form.login.pattern_enabled",

"max": 10,
"min": 10,
"skip": "(A[79]+) | ([AG-9])"

} I

"name" :

“ConfigurableFilteredSize"

}l
1
"NotNull"

5
}l

"name":

"loginForm"

o
"serverUrl": "https://example.com:443/sso/auth/login-widget-router",
"step": "auth_form",
"view": 3
"autologin": "skipped",
"esiaAppId": "771F01",
"esiaRedirectUri": "/esia_callback.jsp",
"esiaRequestScopesAsArray": [
"http://esia.gosuslugi.ru/usr_inf http://esia.gosuslugi.ru/usr_avt"

1.

"esiaRequestUri": "https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?
state=17e66864-9202-4758-9£96-
bf0c212cbbda&client_id=0PG&response_type=code&access_type=offline&scope=http%3A%2F%2Fesia.
gosuslugi.ru¥2Fusr_inf&timestamp=2022.10.09+22%3A36%3A44+%2B0000&redirect_uri=https%3A%2F%
2Fexample.com9%3A443%2Fsso%2Fesia_callback.jsp&client_secret=<..>&display=popup",
"isBlocked": false,
"ssoUrl": "https://example.com:443/sso",

Ecnu nonb3oBaTtens HaxnmaeT kHonky Bxoa ¢ noMoubio ECUA, Heo6Xx0aO1MMO BbIMONHUTE NEPEXO Ha afpec, nepefaHHbIN
Bnone esiaRequestUri .

Mocne ayTeHTUOMKaLMM NoNb3oBaTens B y4€THom 3anncu ECUA ECUA Bo3BpaLlaeT Nonb3oBaTesio Koa aBTopusaL,mm
KOTOPbI JOMmXeH 6biTb nepenaH RooX UIDM.

3anpoc TokeHa AoCcTyna nocne BbiNoNHeHUsa ayTeHTudukauunm nonob3osatens B ECUA

3anpoc TokeHa focTyna rnocne BbiMNOMHEHUA NONb3oBaTeNM ayTeHTUudmKaumm B ECUA

POST https://example.com/sso/oauth2/access_token

client_id=mlk&
client_secret=password§

grant_type=urn¥3aroox9%3aparams¥3aocauth¥3agrant-typef%3am2m&
service=esiak
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execution=<..>§

socialdata=<..>

<client_id>

NOeHTUdUKaTOpP NPUNOXEHNA-KITMEHTE. BO3MOXHbIE 3HaUYEHNA 38aBUCAT OT KOHOUIypaLLmm

<client_secret>

Maponb NPUNOXEHUS-KIMEHTa. BO3MOXHbIE 3HaUEHUsI 3aBUCHT OT KOHOUIypaLLmy

<realm>

Mpynna nonb3oBaTenen RooX UIDM. Bcerga ncnonb3ayeTcs 3HadeHne %2Fcustomer , KOTOpoe aBnaeTcs uri-encoded
3HauyeHneM /customer .

<grant_type>
Cnocob aBTOpM3aLLMmM NoNb3oBaTens
urn:roox:params:oauth:grant-type:m2m

0nga clueHapuneB nony4vyeHnda TokeHa 0OCTyna, TOKeHa Ob6HOBNEHUA OOCTYyMNa, TOKeHa aBTOMaTn4eCKOoro Bxoaa.

client_credentials

Ona cueHapud nonyyvyeHnda npnnoxeHnemM-KnnmeHToM CUCTEMHOIo TOKeHa.

<service>

Vicnonb3yemblil cepBuC (LLenouka ayTeHTUdGMKaLmum).

<_eventId>

MﬂeHTVIq)VIKaTOp nencTena (nepexoua Kcnenywuwemy COCTOAHUIO CLI,eHapMﬂ). OﬂpeﬂeﬂﬂeTCﬂ oTAeNnbHO ANna Kaxaoro
COCTOAHMA.

<execution>

ioeHTudUKaTOp Npeaceccun ayTeHTUOUKaLLMK. B KaxkaoM KOHKPETHOM 3amnpoce A5 MPOAOIKEHWUS CLLeHapUsi 3TO
3HaueHWe JOMKHO 6bITb PABHO 3HAUEHMIO MOt execution W3 Mpenblayllero oTBeTa cepeepa Ha 3anpoc K API.

<socialData>

Pe3ynbTaT (CMMCOK NapamMeTpoB) NOMbITKY ay TEHTUOVKALLMM NMONb30BaTENS, NMOMyYEeHHbI OT CTOPOHHEro pecypca v
3aKOoAMPOBaHHbIV YCTAHOBIEHHbBIM CMOCOB0M.

CTOpOHHMI pecypc BO3BpPaLLaeT pe3yibTaT MNoMbITKK ayTeHTUGKUKaLMmM nonb3osatend B Buae JSON. [Ing nonyyeHns
CMnucKa napameTpoB B TpebyeMon Gopme He0H6XO0AMMO NPeACTaBUTb OTBET CEPBMCA B dopmaTte
x-www-form-urlencoded , npeAcTaBUTb MOMYYEHHYIO CTPOKY B Koamposke UTF-8, B3aTb BUTOBOE NpeAcTaBneHune
CTpokw B koanposke UTF-8, 3akoanpoBaTb 6UTOBOE NpeAcTaBneHne B Baseb4 (cM. npyMep koaa ans KNMeHTCKoro Be6-
MPUNOXEHUS).

OTBeT 06 ycnewHow ayTeHTUhMKALMK C BbIMYCKOM TOKEHOB

"access_token": "8db408d1-6a60-4a87-8ef2-5fb0649c53c0",
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"mpt": "65636054-bf02-41ea-889b-e18fc79df488",
"refresh _token": "8a3bedc0-7f4f-4cb9-8d57-052fcf47a4f6",
"mpt_expires_in": 59,
"refresh_expires_in":
"scope": [
“cn",
"externalIdpToken",
"impersonator"

599,

e
"claims": 3
"cn": "79876543210"
o
"token_type": "Bearer",
"old_token": "8db408d1-6a60-4a87-8ef2-5fbh0649c53c0O",
"expires_in": 59,
"IWTToken":
"eyJraWQiOiJwb2xpY31ib250ZXh0dG9rZW46andzIiwiY3R5Ij0iS1dUTIiwidHIwIjoiS1dUTIiwiYWxnIjoiSFMyN
TYifQ.eyJzdWIi0iJiaXNEX19£XzE50TkxMDAXNTQ50TgOMyIsImFtciI6ImR1dm1liZV9zdG9yZWREdGIxrZWAiLCIp)
c3Mi0iJtbGsilLCJIOb2t1bk5hbWUi0iJpZF90b2t1biIsImNuIjoiNzk4NzYINDMyMTAiLCIhdWQi0iJtbGsilLCIhdG
gi0JE2NjUzZNTUWNZzMsImF6cCI6ImlsayIsImNsYWltcyIbeydjbiI6Ijc50Dc2NTQzMFEWINOsINI1YWxtIjoiXC9j
dXNOb211ciIsInNjb3BlcyI6WyJIpbXBlcnNvbmFOb3IiLCIjbiIsImVAdGVybmFsSWRWVGI9TrZWAiXSwiZXhwIjoxNj
cWNTM5MDczLCJOb2t1blR5cGUi0iIFbWI1ZGR1IZEpXVFRva2VuIliwiaWFOIjoxNjY1MzUL1MDcz£Q. YbdAHAFENVVvq
OXh25d-0E8gzsaMemNWUQe8aTRFqs4™"
&

Pe3ynbTaT cueHapua ayTeHTUhMKaLNK

B pe3ynbTaTe ycrnewHoro BbiNOMHEHUS CLLEeHapus ayTeHTUdUKaLMmn ¢ ncrnonb3oBaHnem ECHIA BbinyLLeHb:

® TOKeH foctyna 8db408d1-6a60-4a87-8ef2-5fb0649c53¢0 ,
® TOKeH obHoBneHusa goctyna 8a3bedcO-7f4f-4cb9-8d57-052fcf47a4f6 ,
® MyNbTUNNATOOPMEHHbBIN TOKEH 65636054-bf02-41ea-889b-e18fc79df488 ,

e JWT TokeH

CueHapui nepB1MYHOMN ayTeHTMdMKauum B RooX UIDM c ucnonbsosaHmem ECUA (c
co3faHueM NpuUBA3KM yY€THoW 3anucu RooX UIDM k ugeHTuduKaTOopy nonb3osaTtensi ECUA)

Hauano cueHapus ayTeHTUdMKaLnm

3anpoc TokeHa focTyna (Hayano cueHapus ayTeHTUbHUKaLmm)

POST https://example.com/sso/oauth2/access_token

client_id=mlk&
client_secret=password§
realm=%2Fcustomer
grant_type=urn%3Aroox%3Aparamsf3Aocoauth¥%3Agrant-typel3Am2m&
service=dispatcher

<client_id>


http://0.0.0.0:4000/webdocs/esia.html#%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/esia.html#%D0%BD%D0%B0%D1%87%D0%B0%D0%BB%D0%BE-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-2
http://0.0.0.0:4000/webdocs/esia.html#%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D0%B9-%D0%BF%D0%B5%D1%80%D0%B2%D0%B8%D1%87%D0%BD%D0%BE%D0%B9-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%B2-roox-uidm-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0-%D1%81-%D1%81%D0%BE%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%BA%D0%B8-%D1%83%D1%87%D1%91%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-roox-uidm-%D0%BA-%D0%B8%D0%B4%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82%D0%BE%D1%80%D1%83-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F-%D0%B5%D1%81%D0%B8%D0%B0

MﬂeHTMCbV]KaTOp NPUNOXEHNA-KINeHTa. BO3MOXHble 3HaUYeHUda 3aBUCAT OT KOHCDMrypaLI.MVI.

<client_secret>

I'Iaponb NPUNOXEeHNA-KNneHTa. BO3MOXHble 3Ha4YeHNsa 3aBUCAT OT KOH(DVII'ypaLI,VIM.

<realm>

pynna nons3osaTenen RooX UIDM. Bcerpa ncnonb3yeTcs 3HadeHne %2Fcustomer , KOTOpoe aBnseTcs uri-encoded

3HayeHneMm /customer .

<grant_type>
Cnocob aBTOpM3aLLmMm Nonb3oBaTens
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd TOKkeHa AoCTyna, TOKeHa obHOBNEHUA OOCTymMna, TOKeHa aBTOMaTn4eCKOro exoa.

client_credentials

Ona cueHapud nonyyvyeHna npunoxeHnemM-KnnmeHToM CUCTEMHOIo TOKeHa.

<service>

Vicnonb3yemblit cepBuc (LLenouka ayTeHTUGMKaLmUK).

OTBeT Ha 3anpoc TOoKeHa focTyna (Hayano cueHapus ayTeHTUbUKaLMK)
B oTBeTe Ha nepBMYHbIN 3aMpoC TOKeHa AOCTyna BOo3BpallaeTcsd Gopma BBOAA NTOrMHa M nMapond

Mockonbky ayTeHTUudmnkauma ¢ ncrnonb3osaHnem ECHA TexHMYeCcKn naeHTUYHa ayTEHTUGUKALLMM C UCMONb30BaHNEM
no6oro opyroro nposanaepa noanmMHHocT no npotokonam OAuth2 n OpenlD Connect, B cocTase oTBeTa RooX UIDM
BO3BpaLLatoTCH NapaMeTpbl 1 Ana ApyruxX NnpoBanaepoB NOATUHHOCTY.

HTTP/1.1 200 OK

"execution": "f16011ef-4clc-4de2-ab6c3-45e4497023f8..",
"form": 3
"errors": [],
"fields": {
"password": {
"constraints": [

"name": "NotNull"

"attributes": $
"max": 1024,

"name": "Size"

"username": 1§




"constraints": [
d

"attributes": §
"enabledConfigurationKey": "com.rooxteam.sso.webflow
irealm}.simple_login_form.login.pattern_enabled",
"max": 10,
"min": 10,
"skip": "(A[79]+) | ([70-9]1)"

} I

"name":

“ConfigurableFilteredSize"

£,
i
"NotNull"

5
}l

"name":

"loginForm"

o
"serverUrl": "https://example.com:443/sso/auth/login-widget-router",
"step": "auth_form",
"view": 3
"autologin": "skipped",
"esiaAppId": "771F01",
"esiaRedirectUri": "/esia_callback.jsp",
"esiaRequestScopesAsArray": [
"http://esia.gosuslugi.ru/usr_inf http://esia.gosuslugi.ru/usr_avt"

1.

"esiaRequestUri": "https://esia-portall.gosuslugi.ru/aas/oauth2/ac?state=6d896d3a-
fla7-440a-9c0d-
2008260cfebe&client_id=0PG&response_type=code&access_type=offline&scope=http%3A%2F%2Fesia.
gosuslugi.ru¥2Fusr_inf&timestamp=2022.10.03+18%3A23%3A26+%2B0000&redirect_uri=https%3A%2F%
2Fexample.com9%3A443%2Fsso%2Fesia_callback.jsp&client_secret=<..>&display=popup",
"isBlocked": false,
"ssoUrl": "https://example.com:443/sso",

esiaRequestUri

ALpec, Ha KOTOPbLIN HEOBXOAMMO NepPeHanpaBnTb NONb30BaTENS AN BbINONHEHWA UM ayTeHTuduKauum B ECUA. B
COCTaBe CCbINkv NepeaaéTca napameTp agpeca ( redirect_uri ), Ha KOTOPbLIM HEO6XOAMMO BYAET NepeHanpaBUTb
nofb30oBaTens nocne 3aBeplleHns UM ayTeHTUOUKALLMK. Takxke B COCTaBe CChINKU yKa3blBaeTCs, Kakol 06bEM AaHHbIX (
scope ) 6yneT Bo3BpalléH U3 ECUA (B maHHOM cnyyae — nepcoHanbHble AaHHble nonb3osaTtens, usr_inf ).

Ecnu nonb3osaTenb HaxuMaeT KHorky Bxoa ¢ nomouibio ECUA, He06X0AMMO BLINMONHUTL Nepexo Ha afpec, nepenaHHbIN
Brnone esiaRequestUri .

Mocne ayTeHTUGUKauum nonb3osartens B y4éTHom 3anvcu ECUA ECUA Bo3BpalLaeT nonb30BaTeNio Ko aBTopy3aLumm
KOTOPbI JOMXeH 6biTb nepenaH RooX UIDM.

Co3paHune npmnBAaskn K ECUA

Mocne nonyyeHus nonb3oBaTeneM Kofda aBTopusaunm ECUA knneHTCKoe NpUIoXeHne HanpasniseT 3anpoc Ha Co3aaHne
NPUBA3KM y4ETHOM 3anmcu nonb3osatensd RooX UIDM k naeHTtuegukatopy nonb3osatens ECUA.

3anpoc co3gaHus npmessknM K ECUA
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POST https://example.com/sso/oauth2/access_token

client_id=mlk&

client_secret=password§

realm=%2Fcustomer&
grant_type=urn¥%3Aroox%3Aparams¥$3Acauth¥3Agrant-type%3Am2m&
service=esia&

| eventId=esia§

execution=<..>&

socialData=<..>

<client_id>

M,ﬂeHTMCDVIKaTOp NPUNOXEHNA-KNMNEHTa. BO3MOXHble 3HaUYeHUsa 3aBUCAT OT KOH(DMpraLLMVI.

<client_secret>

I‘Iapom: NPUNOXEeHNA-KNMneHTa. BO3MOXHble 3HaUeHWs 3aBUCAT OT KOHCDVII'ypaLLMVI.

<realm>

"pynna nonb3osaTtenen RooX UIDM. Bcerga ncnonb3dyeTcs 3HaveHne %2Fcustomer , KOTOpoe aBnaeTcs uri-encoded

3HayeHneMm /customer .

<grant_type>
Cnocob aBTopM3aLmm Nonb30BaTenNs
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd ToOKkeHa goCTyna, TOKeHa obHOBNEHUA 0OCTyna, TOKeHa aBTOMaTn4eCKOro exoa.

client_credentials

Ona cueHapud nonyyvyeHna npunoxeHnemM-KnneHToM CUCTEMHOIo TOKeHa.

<service>

Vicnonb3yemblit cepBuc (LLenouka ayTeHTUGMKaLMK).

< _eventId>
oeHTudukaTop AencTena (Nepexoa K cneaytolemMy COCTOAHMIO clieHapusa). OnpeaenseTcs oTaeNbHO AN KaxOoro
COCTOSHUSA

<execution>

MﬂeHTVICDVIKaTOp npegceccun aYTeHTM('DMKaLI,I/lM. B kaxaom KOHKPETHOM 3anpoce and npoao/keHnd CueHapmna 3T1o
3HaYyeHune JOMKHO 6bITb paBHO 3HaYeHUo Nona execut ion U3 npenbligylwero oTeBeTa cepBepa Ha 3anpocC K API.

<socialData>

PesynbTaT (CMMCOK NapaMeTpoB) MNOMbITKW ayTEHTUDUKALLMM NOMb30BaTENS, MOMYUYEeHHbI 0T CTOPOHHEr0 pecypca u
3aKOAMPOBaHHbLIN YCTaHOBIEHHBIM CMIOCOOOM.



CTOpPOHHMI pecypc BO3BpaLLaeT pe3ybTaT NomnbiTkWM ayTeHTUdMKaLMM nonb3osatend B suae JSON. [ing nonyyeHna
Cnn1cKa napaMeTpoB B TpebyeMon GopMe HeobxoanMo NpeacTaBnTb OTBET CepBuca B popmaTe
x-www-form-urlencoded , NpeACTaBUTb MOMYYEHHYIO CTPOKY B KoaMposke UTF-8, B3ATb BUTOBOE NpeacTaBneHne
cTpoku B koamposke UTF-8, 3akoanpoBaTb 6UTOBOE NpeacTaBneHne B Baseb4 (cM. npyMep koaa Ans KNMeHTCKoro Be6-
NPUNOXEHUS).

Kon aBTOpu3aumm, nonyyeHHbin nonb3osatenem ot ECUA n nepenarHbin RooX UIDM, obmeHunBaeTcsa RooX UIDM B ECHA Ha
TOKEH naeHTndurKaLmm nonb3osaTend. 13 TokeHa naeHTudukaunmm n3snekaTca ceefeHna 06 ayTeHTUdULMpoBaBLLeMCH B
ECWA nonb3osaTterne.

OTBeT Ha 3anpoc co3aaHua npuBA3kn K ECUA

HTTP/1.1 200 OK

1
"execution": "<.>",
"form": 1
"errors": [],
"fields": {
"password": {
"constraints": [
]
"name": "NotNull"
§o
1
"attributes": %
"max": 1024,
"min": 1
o

"name": "Size"

"username": §
"constraints": [
1
"attributes": 3§
"enabledConfigurationKey": "com.rooxteam.sso.webflow.realm.
{irealm}.simple_login_form.login.pattern_enabled",
"max": 10,
"min": 10,
"skip": "(~A[M9]+) | ([M0-9])"
%o
"name": "ConfigurableFilteredSize"
Fo
1

"name": "NotNull"

"name": "loginForm"

} I

"serverUrl": "https://example.com:443/sso/auth/login-widget-router"
"step": "auth_form",
"view": 3

"esiaAppId": "771F01",
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"esiaRedirectUri": "/esia_callback.jsp",
"esiaRequestScopesAsArray": [
"http://esia.gosuslugi.ru/usr_inf http://esia.gosuslugi.ru/usr_avt"
1.
"esiaRequestUri": "https://esia-portall.gosuslugi.ru/aas/oauth2/ac?state=d54b0ebb-
fecf-4b3a-8bf8-
e8ca865658ad&client_id=0PG&response_type=code&access_type=offline&scope=http%3A%2F%2Fesia.
gosuslugi.ru¥2Fusr_inf&timestamp=2022.10.03+18%3A23%3A38+%2B0000&redirect_uri=https¥3A%2F%
2Fexample.com9%3A443%2Fsso%2Fesia_callback.jsp&client_secret=<..>&display=popup",
"firstName": "WUma030",
"fullName": "WMma030 OT4yecTBOO3O dGammnunab®30",
"isBlocked": false,
"socialNetworkId": "esia",
"ssoUrl": "https://example.com:443/sso",

execution

NoeHTudukaTop Nnpeaceccun ayTeHTudunkamm

AyTeHTndUKaunsa nonb3osaTend B y4éTHon 3anmcn RooX UIDM ana co3gaHus npuBa3KM K 3TON
YYE€THOWM 3anmcu

3anpoc ayTeHTudMKaumm B y4éTHom 3anncn RooX UIDM ¢ uMeHeM yuyéTHoM 3anncn 9876543210 w naponem

password

POST https://example.com/sso/oauth2/access_token

client_id=mlk&
client_secret=password§
realm=%2Fcustomer&
grant_type=urn%3Aroox%3Aparams¥%3Acauth¥%3Agrant-type%3Am2m&
service=dispatcher§
_eventId=next&
username=9876543210&
password=password§
execution=<..>

<client_id>

MﬂeHTMCbV]KaTOp NPUNOXEHNA-KINeHTa. BO3MOXHble 3Ha4YeHUsa 3aBUCAT OT KOHCDMrypaLI.MVI.

<client_secret>

I'Iaponb NPUNOXEeHUA-KNMNeHTa. BO3MOXHble 3HaYeHNsa 3aBUCAT OT KOHCDVIl'ypaLLVIM.

<realm>

pynna nons3osaTenen RooX UIDM. Bcerpa ncnonb3yetcs 3HadeHne %2Fcustomer , KOTOpoe aBnseTcs uri-encoded

3HayeHneMm /customer .


http://0.0.0.0:4000/webdocs/esia.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F-%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F-%D0%B2-%D1%83%D1%87%D1%91%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-roox-uidm-%D0%B4%D0%BB%D1%8F-%D1%81%D0%BE%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D1%8F-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%BA%D0%B8-%D0%BA-%D1%8D%D1%82%D0%BE%D0%B9-%D1%83%D1%87%D1%91%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8

<grant_type>
Cnocob aBTOpM3aLmm NoNbL30BaTeNS
urn:roox:params:oauth:grant-type:m2m

Ona cueHapues nonyvyeHnd TokeHa goCcTyna, TOKeHa obHOBNEHUA OOCTyna, TOKeEHa aBTOMaTNU4YeCKOro Bxoaa.

client_credentials

Ona cueHapuda nonyyvyeHna npunoxeHnemM-KnneHToM CUCTeEMHOIo TOKeHa.

<service>

Mcnonbayembiin cepBuc (Lenouka ayTeHTUDUKALLUN) .

<_eventId>

MoeHTudukaTop aencTena (nepexona K cnefyoLlemy COCTOSHUIO cLieHapus). OnpeaensieTcs oTAENbHO AN KaX40ro
COCTOSHUSA

<username>

JlornH nonb3oBaTens.

<password>

Maponb nonb3osaTtens

<execution>

NoeHTudukaTop npeaceccun aytTeHTnomkaumm. B kaxaom KOHKPeTHOM 3anpoce A4 MPOAO/IKEeHUS CLLeHapus 31O
3HayeHWe OOMKHO BbITb PaBHO 3Ha4YeHWo Nona execution M3 nNpeablaywero oTBeTa cepBepa Ha 3anpoc K API.

OTBeT 06 ycnewHon ayTeHTudmMKaumm B y4éTHom 3anmcu RooX UIDM ¢ uMeHeM yuyéTHom 3annucn 9876543210 u

naponeM password wnpuBaske naeHTudukaTopa ECUA

HTTP/1.1 200 OK

"execution": "<.>",

"socialNetworkId": "esia",

"firstName": "UmaO30",

"fullName": "WmMaO®30 OTuecTBOO30 GPamnnnad30"
"step": "attach_form"

"form": 1§
"name": "attachForm",
"fields": 3%,
"errors": []

"serverUrl": "https://example.com:443/sso/auth/social-attach",
"step": "show_attach_form"




3anpoc TokeHa AocTyna nocrie BbiNoHEHNA NPUBA3KK YYETHOM 3anmcun RooX UIDM k
naoeHTnoukaTopy ECUA

3anpoc TokeHa focTyna

POST https://example.com/sso/oauth2/access_token

client_id=mlk&
client_secret=password§
realm=%2Fcustomer
grant_type=urn¥%3Aroox%3Aparams¥3Acauth¥3Agrant-type%3Am2m&
service=dispatcher§
_eventId=next&

OTBeT Ha 3anpocC ToKeHa aoocTyna

HTTP/1.1 200 OK

"access_token": "9eb8528f-90a5-41d8-8739-cfObc4ef9be8",
"mpt": "0cd7a297-c195-4cd3-9¢c8d-7d11f34a3ce3",
"refresh_token": "95d28a74-bd27-4cae-80f8-326c6d1e9246",
"mpt_expires_in": 59,

"refresh_expires_in": 599,

"claims": 3%
"cn": "79876543210"

"token_type": "Bearer",

"old_token": "9ebh8528f-90a5-41d8-8739-cfObc4ef9be8",
"expires_in": 59,

"IWTToken": "<..>"

Pe3ynbTaT cLeHapus ayTeHTUdUKaLUK

B pe3ynbTaTe ycrnewHOoro BbiNOMHEHUS CLLEeHapUs ayTeHTUdUKaLMmn ¢ ncrnonb3oBaHnem ECHIA BbinyLLeHb:
® TOKeH gocTyna 9eb8528f-90a5-41d8-8739-cfObc4ef9be8

® TOKeH obHoBMeHusa goctyna 95d28a74-bd27-4cae-80£8-326c6d1e9246 ,

® MynbTUNNATOOPMEHHbBIN TOKeH 0cd7a297-c¢195-4cd3-9¢c8d-7d11f34a3ce3 ,

e JWT-TOKeH.


http://0.0.0.0:4000/webdocs/esia.html#%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D0%BF%D0%BE%D1%81%D0%BB%D0%B5-%D0%B2%D1%8B%D0%BF%D0%BE%D0%BB%D0%BD%D0%B5%D0%BD%D0%B8%D1%8F-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%BA%D0%B8-%D1%83%D1%87%D1%91%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-roox-uidm-%D0%BA-%D0%B8%D0%B4%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82%D0%BE%D1%80%D1%83-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-2

YnpasneHue npMBsiskaMu y4€THOM 3an1cu nonb3osatens K ECUA

MonyyeHue cnnucka NpMBA3OK Y4ETHOM 3anucu nonb3oBaTtens K ECUA

3anpoc nouvcka npueaskm K ECUA

GET https://example.com/sso/federation-webapi-2.0/customers/@me/partnerMappings

@me

ﬂCGB,EI,OVIﬂeHTVICDVIKaTOp, YKaBbIBa}OLLI.MVI, 4YTO 3anpoOC BbIMNOJTHAETCA OT MMEHUN TEKYLLEro aBTOPM30BaHHOI O
nonb3oBartens. [lonb3oBaTesb onpependeTcd Ha OCHOBE TOKeHa [oCTyna.

3anpoc BO3BpallaeT CMMCOK BCeX CYLWeCTBYOWNX NPMBA30K y4éTHOM 3anncun RooX UIDM k ngeHTtudunkatopam B ECUA,
CcoLManbHbIX CETSX UMK cepBucax.

YcnewHbin oTBET 0 Hanuumnm npuesaskn K ECUA

HTTP/1.1 200 OK

"id": "sso 8a5f0c46-0fle-4a5a-a970-cdeb6a0fe3cO”,
"type": "social",

"partnerId": "esia",

"externalUsexrId": "1000321821",

"externalUser": 3%

"userId": "1000321821",

"userInfo": "
$\"firstName\":\"Uma030\",\"lastName\":\"dammunna030\",\"middleName\":\"0OTuecTB0030\",\"sni
1s\":\"000-000-600
30\",\"gender\":\"M\",\"citizenship\":\"RUS\",\"birthDate\":\"30.01.1998\",\"birthPlace\":
\"Obwas TecTtoBaa Y3! HE uameHsaAnTe paHHbie! HE wuameHanTe naponb!\"%",

"firstName": "WUma030",

"lastName": "®Oamnnnad30",

"middleName": "OTuyecTBO0O30",

“fullName": "MmaO30 OTtyecTBOO3O0 OGammnnabd3o",

"profile": "{\"snils\":\"000-000-600 30\"%"

5o
"auth": %

"clientId": "771F01",

"accessToken": "<.>",

"otpSentCount": 0,

"otpTryCount": 0

5o

"created": "2022-10-03T18:24:3872",
"customerId": i 1999160015499843",
"partnerDataAllowed": true,
"messagePostingAllowed": false,
"updated": "2022-10-03T18:24:38Z2",
"realm": "customer",

"enabled": true



http://0.0.0.0:4000/webdocs/esia.html#get-users-accounts-esia
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B kaxaoM 13 271eMEHTOB BO3BpPALLaeMOro Crmncka npmuBaA30oK:
® none id yka3blBaeT Ha naeHTUdMKaTop Npuesaskn B8 RooX UIDM,
® none partnerId ykasbBaeT Ha ECUA, coumanbHyto CETb UMW CePBUC,

e none externalUserId yka3sbiBaeT Ha MAeHTUGUKATOP Nonb3osaTtena RooX UIDM B ECUA, counanbHOM ceTu unm
cepsuce.

YpaneHue npueasku yyéTtHou 3anmcu RooX UIDM Kk ECUA

3anpoc yaaneHus npuesasok K ECUA 13 yuétHon sanncu nonb3osatens B8 RooX UIDM

DELETE https://example.com/sso/federation-webapi-2.0/customers/@me/partnerMappings?

ByayT yaaneHsl npuBA3KM TeKyLLero nonb3osatens ( @me ) k cepsucy ECUA.

YcnelwHbin OTBET Ha 3anpoc yaaneHus npmesasok K ECUA 13 yuétHowm 3anucu nonb3oaTtens B RooX UIDM

HTTP/1.1 200 OK

"id": " 8a5f0c46-0fle-4a5a-a970-c4eb66a0fe3cO",
“type": "social",
"partnerId": "esia",
"externalUserId": "1000303233",
"externalUser": 3%
"userId": "1000303233",
"userInfo": "
$\"firstName\":\"Oennc\",\"lastName\":\"damnnnat0e6\",\"middleName\" :\"OTuecTtB00O6\",\"snil
s\":\"000-000-600

E6\",\"inn\":\"335669961450\",\"gender\":\"M\" ,\"citizenship\":\"RUS\", \"birthDate\":\"13.
07.1985\",\"birthPlace\":\"YenaburHck\"¢",

"firstName": "[leHuc",

"lastName": "Oamnnnad0e6e",

"middleName": "OTuyecTBOOO6",

“fullName": "JleHnc OTuyecTBOOO6 Pammnnab®O6",

"profile": "{\"inn\":\"335669961450\",\"snils\":\"000-000-600 06\"}"

5o
"auth": §
"clientId": "771F01",
"accessToken": "<.>",
"secondFactorEnabled": false,
"otpSentCount": 0O,
"otpTryCount": 0
o
"created": "2022-10-09T22:37:35Z2",
"customerId": "bis 1999166015499843",



http://0.0.0.0:4000/webdocs/esia.html#%D1%83%D0%B4%D0%B0%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%BA%D0%B8-%D1%83%D1%87%D1%91%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-roox-uidm-%D0%BA-%D0%B5%D1%81%D0%B8%D0%B0

"messagePostingAllowed": false,
"updated": "2022-10-09T22:37:53Z2",
"realm": "customer",

"enabled": true

B pesynbTaTte 3anpoca BO3BpaLLlaeTCs CNMCOK YOaNEHHbBIX MPUBA3OK.

B cnyyae oTCyTCTBWSA NPUBA30OK K 3a4aHHbIMW XapakTepucTvkamu Bo3spatiaeTcs nyctom cnucok ( [ ).

MonyuyeHune nHpopMaLmmn o TokeHe (MHTpOCNEKLMUS TOKEHA)

HekoTopble cBeeHUst O TOKEHE JOCTyMNa MOXHO NMOMy4YnTb, HaNpPaBMB 3anpocC Ha AHAMOWHT /sso/oauth2/tokeninfo ¢
npenocTaBneHMemM ToKeHa, MHGOPMAaLLMIO O KOTOPOM HEOBXOOMMO MOMYUYNTD.

3anpoc CBeEeHUIN O TOKEHE C npenocrtaBneHneM TOKeHa

POST https://example.com/sso/oauth2/tokeninfo?access_token=9eh8528f-90a5-41d8-8739-

YcnelLwHbI OTBET Ha 3arnpoc CBeEHUI O TOKEHe

HTTP/1.1 200 OK

"ext_sub": "199910015499843",

"cn": "9876543210",

"token_type": "Bearer",

"client_id": "mlk",

"access_token": "9eb8528f-90a5-41d8-8739-cfObc4ef9be8",
"executionId": "4326ced9-5d03-40c4-9448-aed3abebceal",

"auth_time": 1664821479,

"realm": "/customer",

"authType": "social_esia",

"expires_in": 59,

"Jti": "9eb8528f-90a5-41d8-8739-cfObc4efobe8"



http://0.0.0.0:4000/webdocs/esia.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8-%D0%BE-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B5-%D0%B8%D0%BD%D1%82%D1%80%D0%BE%D1%81%D0%BF%D0%B5%D0%BA%D1%86%D0%B8%D1%8F-%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%B0

7 APl nonyuyeHus cBei€HMUI O NOJIb30BaTENAX U3 BHELWWHUX UCTOYHUKOB JAHHbIX

RooX UIDM nocpencteoM External [dentity Provider APl npenoctasngeT BO3MOXHOCTH NOUCKa

® y4yeTHOW 3anucy Nonb3oBaTens no ero ngeHTnoukaTopy B ECUA,

® yUyeTHOW 3anucK Nonb3oBaTeNs No NPpeaoCcTaBNEHHOMY MM TOKEHY A4OCTyna

Ecnn otBeT RooX UIDM 0 Hanuunm npmMBA30K YY4ETHOW 3anucK nonb3osartens K ECUA nonoxuteneH, To External Identity
Provider AP| MOXeT MCNONb30BaTbLCHA KITMEHTCKMM NPUMOXEHUEM AN NONYyUYEHUA AOMONHUTENbHbBIX AaHHbIX O
nonb3oBatene n3 ECUA.

# CobbiTusa, npoTokonupyeMbie B CYB/] ayauTa B Xoae cueHapusi ayTeHTUduKauum c
ucnonb3osaHnem ECUA

sso.auth.success

YcnelwHaa nonbsiTka ayTeHTuduKaLumm nonb3osatena 8 UIDM

sso.auth.fail

Heypnaunagda nonbiTka ayTeHTUdMKaLmum nonb3osaTensa 8 UIDM

sso.auth.revoke

MpUHYANTENBHOE 3aBEPLIEHNE CECCUM

sso.auth.logout

MHBannoauus ceccum nonb3oBaTens

sso.auth.auto.fail

HeyCI'IeLIJHaﬂ nonbITKa aYTeHTVl(Dl/IKaLI.l/IVI C MCnonb3oBaHMEM TOKEeHa aBTOMaTM4eCKOoro Bxoaa

sso.auth.autologin.token.created

YcnelHas ayTeHTUdUKaLMs C MCMOoNb30BaHWEM TOKEHa aBTOMaTUYeCKoro Bxoaa (C nocneayoLmm BbinyCKOM TOKEHa
LOCTYyrMa, TOKeHa 06HOBNEHWst AOCTYyna)

sso.auth.token.lifetime.end

3aBepLUeHne ceccum rno TanmayTy

sso.auth.increase.success

YcnelwHoe noBbllleHe YPOBHA AOCTYMNa B TEKYLLEN CeCCUmn

sso.auth.increase.fail

HeycneLUHaﬂ MOMbITKa NOBbILLEHNA YPOBHA OCTYMNa B TeKYLLlel;I ceccum

sso.api.session.delete.success

YnaneHue ceccun yepes APl ynpasnerus ceccusamn ( /sessionlist ) unu APM KoHTakT-LleHTpa

sso.api.session.delete.fail

HeycnewHoe yaaneHune ceccum yepes APl ynpasnenus ceccuamm ( /sessionlist ) unm APM KoHTakT-LleHTpa
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http://0.0.0.0:4000/webdocs/esia.html#%D1%81%D0%BE%D0%B1%D1%8B%D1%82%D0%B8%D1%8F-%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D0%B8%D1%80%D1%83%D0%B5%D0%BC%D1%8B%D0%B5-%D0%B2-%D1%81%D1%83%D0%B1%D0%B4-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B0-%D0%B2-%D1%85%D0%BE%D0%B4%D0%B5-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

sso.auth.preauth.success

MonbITKM ayTEHTUPMKALLMM NONb30BaTENEN C UCMONb30BaHWEM NTOr1Ha 1 napons B UIDM, KoTopble 3aBepLuniich
ycrnewHo (caM NpoLLecc NpoaoMKaeTCs; CNeayoWmnM WaroM MoXeTb 6biTb BBOA OAHOPA30BOro napons). ToKeH 4ocTyna
eLle He BbINyLLEH, Tak YTO 3TO COBbITUE MOXHO MCMONBb30BaTb TOMbKO ANA NPpeABapUTENbHbIX AeNCTBUI, HanpuMep
«nporpesa» Kela 6U3HeC-AaHHbIX.

webapi.social.mapping.create.success

YcnelwHoe co3aHne NpuBsa3ku

webapi.social.mapping.create.fail

HeycneluHoe co3aaHve NprBA3KK

webapi.social.mapping.delete.success

YcnelwHoe yaaneHue npuBsisku

webapi.social.mapping.delete.fail

HeycneluHoe yaaneHue npuBsisku

Bbi6opka u3 B[l ayauta co6biTbi, OTHOCAWMXCH K PYHKLUOHANBHOCTU ayTEHTUPUKALLUU C
ucnonb3osaHveM ECUA

Mpu noMowwm SQL-3anpoca MOXHO Npon3BecTH BbI6OPKY 13 B ayanta cobbITuin, OTHOCALLMXCH K YCNEeLIHON
ayTeHTUOUKaLUM UK OPYrUM COBLITUAM MOCNE 3adaHHbIX AaTbl U BDEMEHMU.

SELECT "authtype",
Count (%),
service,

To_char("timeend", 'YYYY-MM')
"operationaudit"
"name" = 'sso.auth.get_access_token.success'

AND "timeend" > '2022-08-01 00:00:00'
BY "authtype",
service,
url,
To_char("timeend", 'YYYY-MM')
To_char("timeend", 'YYYY-MM'),
"authtype",
service;

Bnone authType pesynbTaTa BbINOMHEHWSA Takoro 3anpoca byaeT ykasaHo Ha cnocob ayTeHTUdmKaLmm,
MCMNONb30BaBLUMIACA AN BbiNycka TOKeHa A0CTyna (ans cobbiTua sso.auth.get_access_token.success BnpuMmepe
OyayT BblI6paHbl B TOM YKUCTe CNOCobbl ayTeHTUduKaummn esia, login-by-esia, registration-by-esia, social-
esia, social-validate).

- MOHUTOPUHI U METPUKU GYHKLIMOHANIbHOCTU ayTeHTU(dUKaALMKU C UCNONb30BaHNEM
ECUA

Anpeca cé6opa MeTpuK


http://0.0.0.0:4000/webdocs/esia.html#%D0%B2%D1%8B%D0%B1%D0%BE%D1%80%D0%BA%D0%B0-%D0%B8%D0%B7-%D0%B1%D0%B4-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B0-%D1%81%D0%BE%D0%B1%D1%8B%D1%82%D1%8B%D0%B9-%D0%BE%D1%82%D0%BD%D0%BE%D1%81%D1%8F%D1%89%D0%B8%D1%85%D1%81%D1%8F-%D0%BA-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D0%BC%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3-%D0%B8-%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D0%BC%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3-%D0%B8-%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0
http://0.0.0.0:4000/webdocs/esia.html#%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0-%D1%81%D0%B1%D0%BE%D1%80%D0%B0-%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA

O6wui BMa 3anpoca MeTpuUK

POST https://isso_host}:{iprometheus_port}/{query}

{sso_host?
Nmsa xocTta nnu IP-agpec cepsepa RooX UIDM.

KoHeuHas Touka MOHUTOPWHIa He AOCTYMHa Ha 6anaHCUPOBLLMKE Harpy3Kku; UCMONb3yNTe BHYTPEHHME CEeTEBbIE aapeca

B kaxaom 3anpoce MeTpuk He06X0AMMO UCMOMb30BaTh Basic-aBTopu3aunio:

Authorization: Basic dGVzdGxvZ21uOnR1c3RwYXNzd29yZA==

Anpeca c6opa MeTpUK paboTbl CEPBUMCOB sso-server M federation-webapi (MOPTblykasaHbl MO yMOMYaHMIO)

Sso-server http://{sso_host}:15012

federation-webapi  http://{sso_host?:13212

isso_host} Nmsa xocTa nnu IP-agpec cepsepa RooX UIDM.

KoHeuHasa Touka MOHUTOPWHIa He 4OCTYMNHa Ha 6anaHCHMPOBLUMKE HAarpy3Ku; UCMONb3ynTe
BHYTPEHHWE ceTeBble aapeca

|_|OprI no yMOJT4aHWIO, MO KOTOPbIM AOCTYMHbI METPUKW, YKa3aHbl B CTaTbe O MOHUTOPUHIE M METPUKaX, N MOI'yT 6bITb

n3MeHeHbl HacTponkammn RooX UIDM.

MeTpuku pyHKUMOHaNbHOCTU ayTeHTUPMKauum c ucnonbosaHmem ECUA

Pa6oTa APl ayTeHTUdUKaumm

Uma MeTpuku

rx_authnz_endpoint

YcTapeBLee UM METPUKU

com.rooxteam.monitoring.filter.StatisticalMonitoringFilter...*

MeTpuka oTobpaxaeT Bpemsa oTeeTa APl ayTeHTUdMKALMU 1 aBTOPM3AaLLUM B MUNIMCEKYHOaX (MC).

Tabnuua 5. Cpesbl

Label Cpes MpuMepbl 3HauYeHUM

apigroup Tun API authentication, authorization

api Twun API oauthl , oauth2 , mlk


http://0.0.0.0:4000/webdocs/monitoring-metrics.html
http://0.0.0.0:4000/webdocs/esia.html#%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-api-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8
http://0.0.0.0:4000/webdocs/esia.html#%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D0%BA%D0%B8-%D1%84%D1%83%D0%BD%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D1%81-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC-%D0%B5%D1%81%D0%B8%D0%B0

status PesynbTaT onepaumm success , error



