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QMounck no AokyMeHTaumm

3awuTa oT MICNONMb30BaHUS CKOMMPOMETUPOBaHHbIX 3/IEKTPOHHbIX MOYTOBbIX
SILMKOB, Naposien U y4ETHbIX 3anucen

OrnaBsneHue

# 3almuTa OT UCMONb30BaHMSA OANHAKOBbIX YYETHbIX AaHHbIX B pa3HblX cepBucax
# 3almuTa OT UCMONb30BaHMA CKOMMIPOMETUPOBAHHOIO UMW MPOCTOro Napons
# CueHapum paboTbl C UICMONb30BaHMEM TEXHUYECKNX PELUEHWNI 3alUThl

AyTeHTUdUKaLMSA C UCMONb30BaHWEM UMEHUW YUETHOW 3anncK (NorvHa) U napons oCTaeTcs OAHUM U3 CaMblX MOMYAAPHbIX 1
BOCTPeB6OBaHHbBIX CNOCOB0B BXOa B YUETHYIO 3anuchb Nonb3osaTtens. Cam naposb Npy 3TOM SIBNSETCA paKTOPOM 3HaHUS.

YTOo6bI naponb 6bIno npoLle 3anoOMHNTb, NONb30BaTENN

® NpuayMbiBatOT AOCTATOYHO NPOCTbIE Naponu,

® JCNOMb3YIOT OAHU U Te Xe y4YeTHble JaHHble B pa3HbIX CepBUCaXx.

OT0 c034aéT ANS 3N0YMbILNEHHVUKOB AOMNOMHNTENbHbBIE BO3MOXHOCTW HEMPABOMEPHOIO AOCTYNa K AaHHbIM
nonb3osaTtenen. B3gas cnnucok Hanbonee pacnpocTpaHeHHbIX Naponen, 3M0yMblIEHHUKX MOTYT NPOboBaTh
ayTEHTUOULMPOBATLCS C 3TUMM MAPONSAMU B Ppa3fINUHbIE YYETHbIE 3aN1CK B pacyeTe Ha TO, UTO Y KOro-To 13
nonb30BaTenen oKaxeTcs OAWH U3 Napoien n3 cnucka. Ecnn nponsowna yTeuka AaHHbIX B KAKOM-TO CTOPOHHEM CepBHCe,
TO 3M0YMbIWAEHHWUKN MOTYT B3ATb TOMMHbI M MAPONK 13 yTEKLUNX AaHHbBIX M NOMbITaTbCS BOCMNONb30BaTLCA UMW ANA
ayTeHTudMKaLMKN B CepBurCe, ABASIOLLEMCS LLeNbo aTaku, pacCUMTbiBasd Ha TO, UTO MOMb30BaTe b UCMOMb3YIOT OAMHAKOBbIE
YYETHbIE JaHHbIe Ha 060UX CepBUCaX.

OnQHOW U3 caMblX YCMELLHBIX 3alLMT OT aTak Takoro poAa ABMNAeTCs UCMONb30BaHE MHOrOhakTOPHOW ayTEHTUdUKALLUN.

TeM He MeHee, onpaBAaHO co3faHne OONONHUTENbHbIX MEXaHU3MOB 3allMTbl, KOTOPbIE NCKMOYaT BO3SMOXHOCTb
MCNONb30BaHMA MPOCTbIX CNOBapPHbIX naponem nnun npenynpendat nonb3oBaTesia o BO3MOXHOW yrpo3e B3noMa npu
MCNOob30BaHNM OAMHAKOBbIX YY4ETHbIX aHHbIX B pa3HbIX CEpBUNCaX.

TakMM 06pa3oM, MOXHO BblAENUTb ABE Yrpo3bl 6€30MacHOCTM NOMb30BaTENbCKMX AaHHbIX (M ABa HanpaBneHs BO3MOXHbIX
aTak):

® MO/ib30BaTe/b UCNOMb3yeT TakMe Xe yd4eTHble faHHble, Kak 1 B CKOMI'IpOMeTl/IpOBaHHOVI YYETHOM 3aNMCU CTOPOHHEr 0
cepBuCa,

® 33aBaeMbI MOb30BaTeNneM naposb MOXeT 6bITb HEAOCTaTOYHO CAOXHbBIM UK ABAATLCS LUIMPOKO PACMPOCTPAHEHHbIM;

I'IpeunaraeMb|e peweHnd Nno3BoNAKT 3HaYNTENbHO CHU3NUTb 3HAUYMMOCTb TaknX yrpo3s.

3awuTa oT UCNONb30BaHUA OAMHAKOBbIX YYe€THbIX AaHHbIX B pa3HbiX cepBUcax

Ecnun yyeTHble faHHbIe CTOPOHHEr 0 cepBuca Bbliv CKOMMNPOMETUPOBaHbI, CYLLIECTBYET PUCK UCMOMNb30BaHNA
nonb3oBaTeneM TakhX Xe yYeTHbIX AaHHbIX B UIDM.

B AaHHbI MOMEHT AN naeHTUOUKaLMU CKOMNPOMETUPOBAHHbIX y4eTHbIX 3anuncen UIDM ncnons3yeT agpeca aneKTPOHHbIX
MOYTOBbIX ALLMKOB.

Mcnonb3ysa nokanbHbIM CpaBoYHUK CKOMIPOMETHUPOBaHHbLIX aapecos nnn APl cepuca haveibeenpwned.com , UIDM
MOXeT NPOBEPATb afpeca NOUTOBbIX ALLMKOB Ha NPeAMeT UX Hann4usa B CNpaBoYHUKE:

® Py BLINOTHEHUM MOMNb30BaTeNeM ayTeHTUOUKALLMM — aapeca 3NeKTPOHHOrO MOYTOBONO ALLMKAE, YKa3aHHOI 0 B yYETHON
3anuncuy Takoro nonb3oBaTens;
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® C yCTaHOBIEHHOM NepUOONYHOCTbLIO — BCEX CyluecTByowWwmx B UIDM agpecos.

Hannune agpeca SJ'IeKTpOHHOl;I NOYThbl B CNpaBO4YHMKE CKOMIMNPOMETMPOBaAHHbIX ajpeCcoB CaMO MNno cebe He 03HavaeT

KoMrnpomeTaumio y4éTtHon 3anucu UIDM. B 3aBucnMOCTH OT HacTpoek UIDM peakumen Ha nosiBNeHne agpeca 31eKTPOHHOM

NOYThbl MOIb30BaTENA B CripaBOYHMKE CKOMMNPOMETMPOBaHHbLIX afpeCoB MOXET 6bITb npegynpexageHne nonb3oBaTtend o
TOM, UTO ero ydyeTHad 3arnncCb MOXeT 6bITb CKOMMNpomMeTnpoBaHa, 1 pekoMeHaauma nm6o Tpe6OBaHVIe CMEHUTb Napo/ib.

3awmTa OT UCNOJIb30BaHUSA CKOMNPOMEeTUPOBaAHHOIO UM NPOCTOro napongd

Mpun ncnonb3oBaHWM NOMb3oBaTeNeM NPOCTOro UK PacnpoCTPaHEHHOr O Napond ANd BXOAa B YY4ETHYI0 3anuck B UIDM
3M0YMBbILLNEHHWK MOXET MoMy4nTb AOCTYN K NPOGUMIO MNOMb30BaTeNd 1 ero nepcoHanbHbIM JaHHbIM.

UIDM obecneunBaerT:

® MpPOBEPKY yCTaHaBNMBaEMbIX UMW U3MEHSIEMbIX MAPONel OT YUYETHBIX 3anu1cei Nonb3oBaTenen Ha MUHUManbHY
CMOXHOCTb, 06€CNeYMBaloLLYI0 TEXHUYECKYIO 3aTPYAHUTENBHOCTL Noa60pa Takoro Napons;

® MpOBEpPKY yCTaHaBNMBaEMbIX UMW U3MEHSEMbIX MAPONelt Ha NPeaMET UX Hannumnsa B CNoBapsax NONyAsapHbIX UM YacTo
yCTaHaBnMBaeMbIxX naporne;

® MpPOBEPKY yCTaHaBNMBaEMbIX NN U3MEHSAEMbIX MAPONEN Ha NPeAMET UX HaNMUMs B U3BECTHBIX CINCKaX
CKOMMPOMETUPOBAHHbBIX Maporew.

Peakuus UIDM Ha Hanvune napons B CNpaBoOYHUKe NPOCTbIX UMW PacipoCTpaHeHHbIX Maponen 3aBUCUT OT CLLeHapus 1

HaCTPOEK CUCTEMbI:

® B CLIeHapUsiX CMEeHbI UM YCTaHOBKM HOBOrO napons UIDM noTpebyeT oT nofnb3oBaTens npyMayMaTh HOBbIM Naporib;

® B cLeHapuax ayTeHTudukaumm UIDM nopekoMeHayeT unv noTpebyeT OT Nonb30oBaTens CMEHUTb Naporb.

CueHapuu pa6oTbl C MCNOIb30BaHUEM TEXHUUYECKNX peLUEeHU 3alUUTbI
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