RooX UIDM - -

QMounck no AokyMeHTaumm

NMopnucaHne nOKYMEHTOB NPOCTOMN 31EKTPOHHOW MOAMNUCHIO

OrnaBsneHue
# CueHapuu

# lNMopnucaHWe AOKYMEHTa Yepes NpoCTYo 3NEeKTPOHHYI0 noanunck Yyepes CMC
# Mopenb AaHHbIX

# SigningRequest - 3anpoc Ha noanucaHue
# Document - LoKyMeHT (coBepliaeMas onepaums B popMaTe 4OKYMEHTa)

# Signature - noanncb AOKYMeHTa
# OCOB6EHHOCTM M OrpaHUYeHuUs
# Anroputm OtpGost3411_2012_512DigestSigningStrategy

# Kak noaoTBepanTb, YTO KNTUEHT NENCTBUTENbHO BbIMOMHUN onepauuio

UIDM no3songaeTt noanvcoliBaTh OOKYMEHTbI 1 onepaunn KnmeHTa an4a Toro, 4YTOObI B NOCNEACTBUM MOXHO BbIN0 AOKa3aTb
BbINMOTHEHNE ONnepaLmnn.

[oKyMEeHTOM ABNAETCA Kak TPaAULMOHHbBIN "OOKYMEHT", HanpuMep, nnaTexHoe nopyyeHne, Tak 1 BoobLue nobasn onepaums
KNMeHTa B CUCTEMaxX CaMOOBCNYyXMBaHNS.

MpumMepbl:

1. Mepenucka knneHTa ¢ baHKOM - Kax[oe COObLEeHNe 3TO LOKYMEHT, COAEPXALLMM TEeNO COOBLLEHUS N BIIOXEHNA
2. Bkntouvenune Bxofa vepes 2 GpakTop - 370 "OOKYMEHT", TeNIOM KOTOPOro ABNAETCA HOBbI HOMepP TenedoHa

3. 3asBreHue Ha npefocTaBNeHne KpeanTa

4. CMeHal/Ha3HaveHue NMH-Ko4a KapThl

5. MNoaknioyeHne HOBOro Tapmda

6. CMeHa TMnoB noanucu

3AMETKA

UIDM He HaknafblBaeT OrpaHuyeHnin Ha To, YeM ABNAeTCH OOKYMEHT M KakMMU XapakTepucTukamu oH obnagaeT.

#£ CueHapum

NMoanucaHune noOKyMeHTa Yepe3 NpPoCTYIO 3N1eKTPOHHYI0 noanucb yepes CMC

1. KnueHT nHmummpyeT onepaumto B BE6 niv MOGUNbHOM NMPUNOXeHUM CaMmooBCnyXnsaHna

2. Backend npunoxeHuna camoobcnyxmBaHusg GopMUpyeT JOKYMEHT, COOTBETCTBYIOLEro onepauum [JJOKyMeHT COCTOUT U3
OCHOBHOMO COAEPXMMOro (HanpuMep, Tena 3asBneHns) U MeTagaHHbIX B GopMaTe Kioy-3HaueHme.

3. Backend 3anpawwuBaeT y UIDM noanucaHve OOKyMeHTa, nepeaaBas AOKYMEHT, TeKyLWuI access token knneHTa u
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yYeTHble faHHble Ceb, Kak MPUNOXeHUs
4. UIDM coxpaHgaeT B cBoto B[] Teno 1 MeTagaHHble, Ha3HavdaeT ngeHTudukaTop, Bo3BpatlaeT ero backend’y
5. UIDM reHepupyeT 0oHOpa30BbIv Maponb, otnpasnsgeT CMC-cooblieHme C HUM
6. KnueHT BBOAMT OQHOPA30BbIN Naponb, backend TpaHcnupyet ero 8 UIDM
7. UIDM cBepseT BBEAEHHbIV O4HOPa30BbIN Naposb

8. Ecnu ogHopasoBbiv Naporsb BBeAeH BepHO, UIDM npon3BoauT noanMcaHne 4OKyMeHTa n MeTafaHHbIX Mo 3a4aHHOMY
anroputMy. B anroputme 06a3aTenbHO y4acTByeT Teno AokyMeHTa (b0 ero xewcyMma, eciiv AOKYMEHT CIMLLKOM
BENUK AN coxpaHerus B B[1), MeTaaaHHble 4OKyMeHTa, HoMep TenedoHa, Ha KOTOPbIN 6bl1 0TNPaBeH 0HOPAa30BbIN
naposib, CaM 04HOPA30BbIM Maponb. BoluncneHHas NoANMUCb COXPaAHAETCH PAOOM C LJOKYMEHTOM.

9. UIDM Bo3BpallaeT 0[1IHOPa30BbIi access token, paspellatoLmnii BbiNonHeHe 3anpallrBaemMoi onepauum (TokeH nopa
onepamio)

10. Backend BbINONHAET onepaLmio, UCNonb3ys 0OAHOPa30BbIN access token

11. UIDM 3anucbiBaeT B TabnuLy ayanTa cobbiTME "A0CTYMNa K 3allmiiaeMoMy pecypcy”

3AMETKA

BO3MOXHO noanncaHne Heckomnbkmx OOKYMEHTOB OJH/M 3arnpocom

#£ Mopaenb AaHHbIX

SigningRequest - 3anpoc Ha noanucaHue

FpynnupyeT AOKYMEHTbI, MOANMUCHIBAEMbIE B paMKax OAHOMO NOMb30BaTENbCKOro AeNCTBIS.

Ecnu B paMkax nonb3oBaTeNbCKOro AeNCTBUA BbINOHAETCA BCErO Wb 0fHa onepalums, To SigningRequest Bce paBHO
cyllecTByer.

ColepXuT CCbINKY Ha NpuHumMnana (knneHTa, FK Ha Principal), MeaTaHHble 0 3anpoce Ha noanvcaHmne B opMaTe Koy-
3HauveHwe, gaTy co3gaHund. oeHTudukaTop aendeTca rnobanbHO YHUKaNbHbIM M Ha3HavaeTca UIDM.

NaoeHTUdGUKaTop 3anpoca Ha NOANUCaHNA KNaaeTCd B KNeNMbl TOKeHa MNoj onepauui W 3anucbiBaeTcs B ayamT. 3TO
BaXHbI U OEHTUOMKATOP, MO KOTOPOMY B AarbHENLEM NMPOM3BOANTCS CONOCTaBNEHNE OENCTBUN.

Document - LOKyMeHT (coBepliaemas onepauus B popMaTe JOKYMEHTA)

[MoanucelBaeMbIn OOKYMEHT Unn onepaund B ¢opMaTe OOKyMeHTa.

CoflepXuT nonesHole AaHHble (Teno), MeTafaHHbe B GopMaTe Ktou-3HauYeHne, CCbiNKy Ha poaMTEeNbCKUIA 3anpoc Ha
noAnvcaHve, BHELWHW MAEHTUGKKATOP AOKYMEHTa (HasHavyaeMblit CUCTEMON-BNaaenbLeM AOKYMeHTa), AaTy Co3aaHus,
MIME-Tun tena.

Kak popmupoBaTb Teno?

B cnyyae noanucaHust AOKYMEHTa - TeNIOM SIBNSETCA caMo GUHapHOe CoepXUMoe JOKyMeHTa. B Tene fokyMeHTa-
onepaLuu omKHa CoAepXkaTbCs BCS CyLLeCTBEHHas MHGOpMaLLMst 06 onepaLumun. B cnyyae nnaTexHoro nopyyeHns aTo
6yOyT PEKBU3WTLI MOMyYaTens, PEKBU3NTLI NaTenbLyKa, CyMMa, HasHauYeHve nnaTexa.

PeKOMeH,ElyeTCFI COCTaBNATb TeNno 0AMHaKOBbIM anroOprUTMOM AN1A BCeX onepaumﬁl, HanpuMmep, BbICTPOUTb BCE 3Ha4YMMble
OaHHble B andaBUTHOM nopanke n CKOHKaTeHMpoBaTb B O4HY CTPOKY. I'Iepe,u I'IOJ'Iy‘-IVIBLuel;ICFl CTpOKOlZ nnn B MeTagaHHble
no6aBuTh BEPCUIO anropmnTMa, NOCKOJIbKY B fanbHenLweM Bbl MOXETE ero U3MEHUTb.
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YTto COXpPaHATb B ME€TadaHHbIX

MeTagaHHble 3TO Nnapbl KNoY-3HaUYEeHNe, KOTOPbIE TaK Xe MOryT COAePXaTb CYLLECTBEHHYIO MHOPMaLMIO 06 onepaLLmmn nnm
AOKyMeHTe. MeTaZaHHble y4acTBYIOT B GOPMUPOBaHMM MOAMMCY, U MO HAM Takxke 06ecrneynBaeTcs He0TKasyeMoCTb.

Tenom fOKyMeHTa MoXeT 6blTb GBUHapHOE COAEePXUMOe, a KMoy U 3HaYeHne MeTaaHHbIX - BCerfa CTpoka.

TekcT CMC-coobLeHnd MOXET 6bITb WabnoHU3NPoBaH C NOACTaHOBKOW 3HAYEHUIN U3 MeTa[aHHbIX 3anpoca Ha NoAMUChH.

Signature - noanucb AOKyMeHTa

ConepXuT CChinky Ha noAnucsiBaemMbli Document, ccbinky Ha npuHLMnana (KnveHTa), HaMMeHoBaHWe anropuTMa, AaTy
MOAMNMCaHWS, BbIYMCNEHHOE 3HaYeHWe NOAMUCH, yYeTHble faHHble, cCneunduyHbie ANa anroputMa.

#£ Oco6eHHOCTU U OrpaHUYeHuUs

1. NS AOKYMEHTOB C pasMepoM Tena 6onble, yem 2000 6aiT, BMECTO Tena COXpaHsieTCs XelcyMMa (CornacHo
BbI6PaHHOMY B KOHOUIypaLmMmn anroputMmy). 3To paboTaeT Npo3padHo BHyTpr UIDM.

2. MeTafaHHble coxpaHsatoTca B none ¢ popmatom JSON. Mpu npumeHeHmnn JSON-UHOeKca BO3MOXEH MOMCK Mo KoyaM (no
YMOMUYaHUIO HEe MPUMEHEH)

3. MNowck no Teny JOKyMeHTa He npedycMaTprBaeTcs

4. O6las AnvMHa MeTafaHHbIX He MOXeT 6biTb 60/bLe 2000 6anT (OrpaHUUeHUEe MOXHO YBENUUUTb; 3HAYEeHKe No
YMOYaHMIO BbIGpaHO C y4eToM, YTO6bl AaHHbIe He nonanu B LOB)

5. B Tekyuwen Bepcun UIDM API nogaepxuBaeT HanoxeHre ToMNbKo OAHOW NOoANUCH, HO MoAenb faHHbIX B noaaepxvsaeT
LLenoyKy noanuncem

6. UIDM He onpenenseT, KakvM Nonb30BaTeNs M pa3peLlleHo NoAnuchiBaTh JOKYMEHTbI, MOMb30BaTe b C TEKYLLIMM access
token MoXeT noanunchiBaTb N06bIe JOKYMEHTbLI Cpean TexX, KOTOpPble OH co3fan cam

Anroput™M OtpGost3411_2012_512DigestSigningStrategy

OT0 NpocTas anekTpoHHaa noanuce - N3N, O4HOPa30BbIN KOL reHEPUPYETCA reHepaTOPOM ClyYanHbIX YMCEN Ha cepBepe
UIDM, onvHa Kofa HacTpavBaeTCH, KOL4 UMEET BPeMS XN3HW, Kaxdoe COObLeHne NPpoHyMepoBaHo, CHETUMK copacbiBaeTCA
B MOJIHOYb.

YUeTHbIMK AaHHbIMKY, YYaCTBYIOWMMM B pacyeTe NoAnMcKu MOMMMO AOKYMEHTa 1 MeTafaHHbIX ABMATCS:
1. HoMmep TenepoHa (HopManM3oBaHHbIN CornacHo E.164 6e3 3Haka +, Hanpumep 79001234567)

2. BBeAeHHbIn OTP-koa (Hanpumep, 12345)

3. nopsaakoBbii Homep CMC-coobuieHns (Hanpumep, 12)

Moanuck NpeacTaBnaeT cob6om XeWwcyMMmy, paccunTaHHyto no anroputMy FOCT 34.11-2012, annHa 512 6uT.

F#£ Kak noaTBepauTb, YTO KIIMEHT AEACTBUTENbHO BbIMOJIHUA ONepauumio

CnepnyeT BbIrpy3uTb U3 Tabnuubl ayanta OperationAudit crnenytoLlyto Lenoyvky cobbITUN:

1. AyTeHTudwMKaLmsa (BXon NONb30BaTENs MO NOrMHY Naposo UMK ApyroMy MeToay) - sso.auth.success . MckaTb no
nate u principalld.

2. ABTOpu3auud 3anpoca Ha noanucaHne sso.auth.protected.resource.success.access .Bnonedatasxml-
dopmMaTe NexuT naeHTuduKaTop 3anpoca Ha NnoanucaHune sign_req_id=sso_7264abba-72e9-47f8-b591-9ecb9ed3f3e9
“noanuchb
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sign=YmdFg+rzcwVWDBbOHU095HKOWYOm2czXSCzBQox4D8v38asPOTTHijTcoeMSizpDxFlwJCT6+DbZ39eu0Qs+6A==
3. Mo sign_req_id HanTu Document, 3aTem 1x Signature
4. BblYMCnnUTb NOAMNUCH 3aHOBO COMMacHO anropuTMmy

5. CpaBHMTb MNOMY4YMBLLYOCA NOAMUCH U COXPaHeHHYo B Signature

MpouTuTe Takxe

® COOTBETCTBMWE MPOCTOM anekTpoHHoM noanucu UIDM TpeboBaHWAM 3akoHOoAaTeNsCTBa
® PyKOBOACTBO MO GUHAHCOBbLIM OMepaLmsaM U INEKTPOHHOM MOAMUCH °


http://0.0.0.0:4000/webdocs/simple-esignature-otp-regulations.html
http://0.0.0.0:4000/webdocs/financial-operations-guide.html

