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Pa6oTa c reonokaumeu nonb3oBaTens

OrnaBsneHue
# OnpepeneHue reonokauumn KNneHTa

# 3anucb reoflaHHbIX B ayauT U Nepejaya B NOTOYHOM ayauTe

# [NonyuyeHue reogaHHbix B M2M API
# PaboTa Cc XxapakTepucTpuKammn 6paysepa u yCTPOMNCTBa

# 3anucb AaHHbIX 06 YCTPONCTBE B ayaAuT M Nepeaayva B NOTOYHOM ayauTe

UIDM cobupaeT nHhopMaLumio o KnneHTe (Monb30BaTENbCKMI KOHTEKCT), KOTOPbIM MPOX0AUT ayTEHTUDUKALMIO UK
BbI3biBaeT Apyrue APl MHdopMaLmsa COCTOUT U3 reonpoCTPaHCTBEHHBIX AaHHbIX, CBEAEHWI 0 bpay3epe, onepaLmoHHOM
cucTeme, ceTeBblX agpecax. OCHOBHbIMW MOTPEBUTENSMU COBPaHHOM MHPOPMaLLMK SBASIOTCH CUCTEMbI aHTUOPOAA,
OTYEThl O NOBEAEHUN NONb30BaTENEN, OXBaTe 1 reorpadum ycnyr, cnyxbda aKcnnyatauuu.

7£ OnpepeneHue reonokauuu KNMeHTa

UIDM nognepxuBaeT crnegytowme cnocobbl onpeneneHns reonokawumm:

1. Mo IP appecy knuneHTa, 6a3a http://ipgeobase.ru. 3to 6ecnnatHaa 6a3a, KOTopad TOYHO Onpeaensna agpeca u3
Poccuinckon Pefepaumm n YkpauHbl, Ho ¢ 2018 rofa He o6HoBRseTCA. MNpakTuyeckn He onpedensdeT agpeca nu3 apyrux
CTpaH.

2. Mo IP agpecy knueHTa, 6a3a Maxmind Cities (https://www.maxmind.com). 3To nnaTHas 6a3a, TOYHOCTb ONpeaeneHns
agpecos 13 Poccunckon Pegepaunn HUXe, Yem y Ipgeobase, Ho 6a3a 06HOBNAETCH M TOYHOCTb OrnpeaeneHns
NnoBbILAETCA C KaxabiM roAoM. [le-pakTo cTaHaapT B VIHTepHeTe.

3anucb reogaHHbIX B ayouT unepepavya B noToyHOM ayauTe

Monsa Tabnuupl OperationAudit
ipAddress

IP agpec, yyacTBOBaBLLIMI B ONpeaeneHuu, B suae integer.

ipAddressString

IP agpec, y4acTBOBaBLWWIA B onpeaeneHunu, B Buae cTpokmn ( 8.8.8.8 )

geoIPCountry

CTtpaHa, onpefneneHHada no texHonorum GeolP

geoIPRegionId

NoeHTudunkaTop pervoHa, onpeneneHHoro no rexHonorunu GeolP


http://uidm.ru/
http://ipgeobase.ru/
https://www.maxmind.com/
http://0.0.0.0:4000/webdocs/detection.html#%D0%A0%D0%B0%D0%B1%D0%BE%D1%82%D0%B0%20%D1%81%20%D0%B3%D0%B5%D0%BE%D0%BB%D0%BE%D0%BA%D0%B0%D1%86%D0%B8%D0%B5%D0%B9%20%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D1%8F
http://0.0.0.0:4000/webdocs/detection.html#%D0%BE%D0%BF%D1%80%D0%B5%D0%B4%D0%B5%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B3%D0%B5%D0%BE%D0%BB%D0%BE%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D1%8C-%D0%B3%D0%B5%D0%BE%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%B2-%D0%B0%D1%83%D0%B4%D0%B8%D1%82-%D0%B8-%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B0-%D0%B2-%D0%BF%D0%BE%D1%82%D0%BE%D1%87%D0%BD%D0%BE%D0%BC-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B5
http://0.0.0.0:4000/webdocs/detection.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B3%D0%B5%D0%BE%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%B2-m2m-api
http://0.0.0.0:4000/webdocs/detection.html#%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-%D1%85%D0%B0%D1%80%D0%B0%D0%BA%D1%82%D0%B5%D1%80%D0%B8%D1%81%D1%82%D1%80%D0%B8%D0%BA%D0%B0%D0%BC%D0%B8-%D0%B1%D1%80%D0%B0%D1%83%D0%B7%D0%B5%D1%80%D0%B0-%D0%B8-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D1%8C-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%BE%D0%B1-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B5-%D0%B2-%D0%B0%D1%83%D0%B4%D0%B8%D1%82-%D0%B8-%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B0-%D0%B2-%D0%BF%D0%BE%D1%82%D0%BE%D1%87%D0%BD%D0%BE%D0%BC-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B5
http://0.0.0.0:4000/webdocs/detection.html#%D0%BE%D0%BF%D1%80%D0%B5%D0%B4%D0%B5%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B3%D0%B5%D0%BE%D0%BB%D0%BE%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D0%BE%D0%BF%D1%80%D0%B5%D0%B4%D0%B5%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B3%D0%B5%D0%BE%D0%BB%D0%BE%D0%BA%D0%B0%D1%86%D0%B8%D0%B8-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D1%8C-%D0%B3%D0%B5%D0%BE%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%B2-%D0%B0%D1%83%D0%B4%D0%B8%D1%82-%D0%B8-%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B0-%D0%B2-%D0%BF%D0%BE%D1%82%D0%BE%D1%87%D0%BD%D0%BE%D0%BC-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B5

geoIPRegionNameNat

M@ pernoHa, onpeneneHHoro no texHonorun GeolP

geoIPCityId

NoeHTndunkaTop ropoaa, onpeneneHHoro no texHonorun GeolP
geoIPCityNameNat

Mg ropogda, onpeneneHHoro no texHonorum GeolP

NMonyuyeHue reogaHHbix B M2M API
CobpaHHble reofaHHble MOXHO NoCcMOTpeTb BNnone view.geolocation .

®opmar:

"lat": "60.123456",

“lon": "30.123456",
"height": 10

7 Pa6oTa c xapakTepucTpukamMm 6paysepa v ycTpomucTBa

UIDM nognepxuBaeT crnefytoLme crnocobbl onpeneneHns yCTponcTaa

1. Mo cTpoke User-Agent n 6a3e https://51degrees.com. basa nokasana Hanny4dmne pesynbtaTthl B XOAE BHYTPEHHENO

TecTupoBaHus. [naTHas.

2. MNepepnaya MHGOPMaLLMM U3 MOBUNBHOMO NPUNOXEHUA CaMUM NPUNOXEHUEM.

3anucb AaHHbIX 06 YCTPOWCTBE B ayAUT U Nepefaya B NOTOYHOM ayauTe

Monsa Tabnuupl OperationAudit
userAgentDeviceType

Tun ycTtponctea: PC, tablet

userAgentDeviceBrand

MponsBoauTens yCTponcTBa

userAgentDeviceModel

Mopgenb ycTponcTsa

userAgentOSFamily

Cemencteo OC

userAgentOSNameVersion

Nma c Bepcren OC


https://51degrees.com/
http://0.0.0.0:4000/webdocs/detection.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B3%D0%B5%D0%BE%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%B2-m2m-api
http://0.0.0.0:4000/webdocs/detection.html#%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-%D1%85%D0%B0%D1%80%D0%B0%D0%BA%D1%82%D0%B5%D1%80%D0%B8%D1%81%D1%82%D1%80%D0%B8%D0%BA%D0%B0%D0%BC%D0%B8-%D0%B1%D1%80%D0%B0%D1%83%D0%B7%D0%B5%D1%80%D0%B0-%D0%B8-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-%D1%85%D0%B0%D1%80%D0%B0%D0%BA%D1%82%D0%B5%D1%80%D0%B8%D1%81%D1%82%D1%80%D0%B8%D0%BA%D0%B0%D0%BC%D0%B8-%D0%B1%D1%80%D0%B0%D1%83%D0%B7%D0%B5%D1%80%D0%B0-%D0%B8-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B0
http://0.0.0.0:4000/webdocs/detection.html#%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D1%8C-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-%D0%BE%D0%B1-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B5-%D0%B2-%D0%B0%D1%83%D0%B4%D0%B8%D1%82-%D0%B8-%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B0-%D0%B2-%D0%BF%D0%BE%D1%82%D0%BE%D1%87%D0%BD%D0%BE%D0%BC-%D0%B0%D1%83%D0%B4%D0%B8%D1%82%D0%B5

userAgentBrowserType

Tun 6pay3epa: mobile app, desktop browser, mobile browser

userAgentBrowserFamily

CemencTBO 6pay3epoB

userAgentBrowserNameVersion

Nms 6paysepa Cc Bepcuen

MpouTuTe Takxe

® [loTokoBas 0bpaboTka CObbITUM ayanTa
® CnpaBOYHMK COBbITUIM ayanTa


http://0.0.0.0:4000/webdocs/streaming_audit.html
http://0.0.0.0:4000/webdocs/audit-events.html

