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QlMownck no oKyMeHTaLum

APl npoTMBOAEMCTBUA MOLWEHHUYECTBY (aHTUdpoaa)

OrnaBsneHue

# 06wme 0603HaYEHNA 1 JOrOBOPEHHOCTU
# MeTonbl API

# BNOKMPOBKa OOCTYMa y4eTHO 3anncu K 3afaHHOMY NPUMIOXEHUI0 (BapuaHT agpecaLvm yueTHOM 3arucu rno
HoMepy TenepoHa)

# BNIOKMPOBKa [OCTYMa yYeTHOW 3anucK K 3alaHHOMY NPUMOXEHMIO (BapvaHT agpecaLlmmn yueTHOW 3anmcy no ero
naeHTuduKaTopy)

# Pa36M0KMPOBKa JOCTYNa YYeTHOM 3anncu K 3agaHHoOMy NpuioxXeHuio (BapuaHT agpecawmmn yueTHOM 3armcu rno
HoMepy TenedoHa)

# Mony4yeHue cnucka 3abnokmpoBaHHbIXx WebSSO OAuth KNMeHTOoB ANs yueTHOM 3anvcK (BapuaHT agpecauunm
y4YeTHOW 3anucu no Homepy TenedoHa)

# BnoknMpoBka/Pa36/10KMpOBKa y4eTHON 3arnncu
# MNOHUXEHNE YPOBHSA aBTOPMU3aLLUKN AN CECCUM YYEeTHOM 3anucu aboHeHTa no WebSSO OAuth knneHTy
# bnokmpoBaHue OAuth knneHToB ¢ nomoubtio OpenAM REST API

# O6paboTka oWwnboK

# CCbINKn

#f£ O6wme 0603Ha4YEHUNA U LOrOBOPEHHOCTH

o {{sso_host}} - 6asoebit anpec cepBepa SSO, HanpuMep https://sso.rooxteam.com

® B cnyuJae ycnewHoro BeinoneHuns 3anpoca, HTTP ctatyc oTBeTa 6yaeT 20X, B cnyyae npobnem, KoA ctaTyca 6yner -
4LXX-5XX, B Tene oTBeTa 6yaeT onncaHne oWwnbKu.

® [pu 3anpocax k APl owmnbku co ctatycom 503 Bceraa npuxoddat B Buae HTML.

® [Ipn KaxaoM 3anpoce HeobxoanMMO NCMONb30BaTb Basic aBTopu3aumio, Hanpumep:

Authorization: Basic dGVzdGxvZ21luOnR1lc3RwYXNzd29yZA==

o Kaxabin cepsuc 3awmiiaembin WebSSO npefcrasngeTcd kak oTaenbHbI OAuth knneHT

£ MeTopabi API

Bnokupoeka focTyrna yueTHOMW 3anucu K 3agaHHOMY NpUoXeHuto (BapuaHT agpecauumm
YyUYeTHOM 3anuncu no Homepy TenegpoHa)


http://uidm.ru/
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#API%20%D0%BF%D1%80%D0%BE%D1%82%D0%B8%D0%B2%D0%BE%D0%B4%D0%B5%D0%B9%D1%81%D1%82%D0%B2%D0%B8%D1%8F%20%D0%BC%D0%BE%D1%88%D0%B5%D0%BD%D0%BD%D0%B8%D1%87%D0%B5%D1%81%D1%82%D0%B2%D1%83%20(%D0%B0%D0%BD%D1%82%D0%B8%D1%84%D1%80%D0%BE%D0%B4%D0%B0)
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B8-%D0%B4%D0%BE%D0%B3%D0%BE%D0%B2%D0%BE%D1%80%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B-api
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BA-%D0%B7%D0%B0%D0%B4%D0%B0%D0%BD%D0%BD%D0%BE%D0%BC%D1%83-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8E-%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BA-%D0%B7%D0%B0%D0%B4%D0%B0%D0%BD%D0%BD%D0%BE%D0%BC%D1%83-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8E-%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BF%D0%BE-%D0%B5%D0%B3%D0%BE-%D0%B8%D0%B4%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82%D0%BE%D1%80%D1%83
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D1%80%D0%B0%D0%B7%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BA-%D0%B7%D0%B0%D0%B4%D0%B0%D0%BD%D0%BD%D0%BE%D0%BC%D1%83-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8E-%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D1%81%D0%BF%D0%B8%D1%81%D0%BA%D0%B0-%D0%B7%D0%B0%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-websso-oauth-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D0%BE%D0%B2-%D0%B4%D0%BB%D1%8F-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0%D1%80%D0%B0%D0%B7%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BF%D0%BE%D0%BD%D0%B8%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8-%D0%B4%D0%BB%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%B0%D0%B1%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D0%B0-%D0%BF%D0%BE-websso-oauth-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D1%83
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-oauth-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D0%BE%D0%B2-%D1%81-%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D1%8C%D1%8E-openam-rest-api
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BE%D0%B1%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%BA%D0%B0-%D0%BE%D1%88%D0%B8%D0%B1%D0%BE%D0%BA
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D1%81%D1%81%D1%8B%D0%BB%D0%BA%D0%B8
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B8-%D0%B4%D0%BE%D0%B3%D0%BE%D0%B2%D0%BE%D1%80%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BE%D0%B1%D1%89%D0%B8%D0%B5-%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B8-%D0%B4%D0%BE%D0%B3%D0%BE%D0%B2%D0%BE%D1%80%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B-api
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BC%D0%B5%D1%82%D0%BE%D0%B4%D1%8B-api
http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0-%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF%D0%B0-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BA-%D0%B7%D0%B0%D0%B4%D0%B0%D0%BD%D0%BD%D0%BE%D0%BC%D1%83-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8E-%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82-%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%BF%D0%BE-%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D1%83-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0

BnoknMpoBaHve y4eTHOI 3anmcy NPOMCXOANT N0 HOMepPY TenedoHa NoNb30oBaTeNs NyTem Co34aHms 3anmcu 610KMPOBKN C
ykazaHneMm WebSSO OAuth knveHTa.

Cnucok OOCTYMHbIX OAuth knneHTOB npegoctaBnAdAeTCd B JOKYMEHTaALUWM MO BHEOPEHUIO.

MpuMep 3anpoca

POST /sso/antifraud/blockedResourceService?msisdn=9211234567

application/json
application/json

"resourceServiceId": "selfcare",
"blockedTo": "2015-02-18T12:00:00.000+00:00"

® msisdn - CTPOKOBOE Morse, C HoMepoM TenedoHa AnvHown 10 CUMBONOB, TOMBKO LIMOPLI
® resourceServiceld - cTpokoBoe rnone, Mg oauth knveHTa

® plockedTo - nata, Bpems B popmaTe ISO, 6e3 BpeMeHHOW 30HbI - ornpefensieT CPOK 6/10KMpPOBKK. Pa3brnokmpoBka
NPOUCXOAUT aBTOMaTUYECKW Mo AOCTUXEHUIO YKa3aHHOro BpeMernu. Ecnv nepegatb gaty “9999-01-01" nnu nycrtoe

3HadeHue ("), To yueTHas 3anmcb CMOXeT 6biTb Pa3bIoKMpOBaHa TOMbKO aAMUHUCTPATOPOM CUCTEMBI.

BnokupoBka focTymna yueTHOM 3anucu K 3agaHHOMY NpUoXeHUIo (BapuaHT agpecauum
YU€THOM 3anu1cu no ero naoeHTUpuKaTopy)

BroknpoBaHue yu4eTHOM 3anmncu NPOUCXOANT NyTEM CO34aHMs 3anmMcu 610KMPOBKK C ykasaHueMm WebSSO OAuth knneHTa u
MOEHTUUKATOPOM NoMnb3oBaTens.

Cnucok gocTynHbix OAuth KNMEHTOB NPeaoCTaBNSETCA B AOKYMEHTALMM MO BHEAPEHWIO.

MpumMep 3anpoca

POST /sso/antifraud/blockedResourceService

application/json
application/json

{

"resourceServiceId": "selfcare",
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"blockedTo": "2015-02-18T12:00:00.000+00:00",
"principal": {
"id": "sso__ 1918181789261"

® principal.id - cTpokosoe none, ¢ MAEHTUHUKATOPOM YUETHOW 3anmcu nonb3oBaTend
® resourceServiceld - cTpokoBoe rnone, Mg oauth knveHTa

® blockedTo - paTa, Bpemd B popmaTte ISO, 6e3 BpeMeHHOW 30HbI - OnpeenseT CPok 6/10KMPOoBKU. Pa3brnoknposka
NPOUCXOAUT aBTOMaTUYECKW MO AOCTUXEHMUIO YKa3aHHOro BpeMenu. Ecnv nepegats gaty "9999-01-01" nnm nycrtoe
3HayeHue ("), To ydeTHas 3anmMcb CMOXET 6bITb Pa36/10KMPOBaHa TOMbKO aAMUHUCTPATOPOM CUCTEMDI.

Pa36n0oKMpoBKa OCTyNa yUeTHOM 3anNncK K 3afjlaHHOMY NpUIoXXeHuto (BapuaHT agpecaumm
YU€THOMI 3anuncu no HoMepy TenegpoHa)

PasbnoknpoBka y4eTHOM 3anmcu NponcxoanT Takxe no HoMmepy TenedoHa aboHeHTa 1 Ha3eaHWo WebSSO OAuth knveHTa

[MpnmMep 3anpoca

DELETE /sso/antifraud/blockedResourceService?resourceServiceld=selfcare&msisdn=9211234567

® msisdn - CTPOKOBOE Mose, C HOMepoM TenedoHa AnmHon 10 CUMBOOB, TOMbKO LOPSI

® resourceServiceld - cTpokoBoe none, Mg OAuth knnenTa

MonyueHune cnucka saénoknposaHHbix WebSSO OAuth knueHTOB ANA yueTHOM 3anucu
(BapuaHT appecaummu yueTHOM 3anucu nNo HoMepy TenedoHa)

MonyyeHne crnvcka 3abnokMpoBaHHbIX naeHTUdMKaTopos OAUth KNMEHTOB NPONCXOAUT NO HOMepPY TenedoHa aboHeHTa.

MpuMep 3anpoca

GET /sso/antifraud/blockedResourceService?msisdn=9211234567

{3sso_hostt?
Content-Type: application/json
Accept: application/json

Mpumep oTBETA:

"resourceServiceId": "selfcare",
"blockedTo": "2015-02-18T12:00:00.000+00:00"
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® msisdn - CTPOKOBOE Mnorse, C HoMepoM TenedoHa AnmHon 10 CUMBOOB, TOMbKO LUOPHLI

Bnokuposka/Pa36nokupoBka yueTHOW 3an1cu

BroknpoBaHue yyeTHOM 3anmncm NnponcxoamT NyTeM cosfanna obbekTa Block ¢ nonem blockedTo
PasbnoknpoBaHune y4eTHOM 3anMcu NponcxXoanT nyTeM yaaneHna obbekTa Block

MpuMep 3anpoca Ans 610KMPOBKU MONb30BaTENS

POST /sso/antifraud/blocks?msisdn=9211234567
Host: {{sso_hostt?

Content-Type: application/json

Accept: application/json

"blockedTo": "2015-02-18T12:00:00.000+00:00"

® msisdn - CTPOKOBOE Mnorse, ¢ HoMepoM TenedoHa AnmHon 10 CUMBOMOB, TOMbKO LMOPbI

® blockedTo - paTa, Bpemd B popmaTe ISO, 63 BpeMeHHOW 30HbI - OnpedenseT CPok 6/1oKMpOoBKU. Pa3broknposka
NPOUCXOAUT aBTOMaTUYECKW MO AOCTUXEHMUIO YKa3aHHOro BpeMernu. Ecnv nepegats gaty "9999-01-01" nnm nycrtoe

3HadeHure ("), TO yyeTHas 3anmncb CMOXET BbITb Pa3610KMPOBaHA TOMNbKO aAMUHUCTPATOPOM CUCTEMBI.

MprMepbl 3anpoCcoB ANA “Be4YHOM" 6/TOKMPOBKM NONb30BaTeNsd

POST /sso/antifraud/blocks?msisdn=9211234567

application/json
application/json

"blockedTo": ""

® msisdn - CTPOKOBOE Mnorse, ¢ HoMepoM TenedoHa AnmHon 10 CUMBOMOB, TOMbKO LMOPHbI

® plockedTo - nata, Bpems B popmaTe ISO, 6e3 BpeMeHHOW 30HbI - ornpefensieT CPOK 6/10KMpOBKK. Pa3bnokmpoBka
NPOUCXOANT aBTOMaTUYECKW Mo AOCTUXEHUIO YKa3aHHOro BpeMenu. Ecnv nepegatb gaty “9999-01-01" nnu nycrtoe
3HadeHwue ("), To yueTHas 3anmcb CMOXeT 6biTb Pa3bIoKMPOBaHa TOMbKO aAMUHUCTPATOPOM CUCTEMBI.
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POST /sso/antifraud/blocks?msisdn=9211234567

application/json
application/json

"blockedTo": "9999-01-01T00:00:00.000+00:00"

® msisdn - CTPOKOBOE Mnose, ¢ HoMepoM TenedoHa AnmHon 10 CMMBOOB, TOMbKO LMPSbI

® plockedTo - nata, Bpems B popmaTe ISO, 6e3 BpeMeHHOW 30HbI - ornpefensieT CPOK 6/10KMpOBKK. Pa3bnokmpoBka
NMPOUCXOANT aBTOMaTUYECKW Mo AOCTUXEHUIO YKa3aHHOro BpeMenu. Ecnv nepegdats aaty “9999-01-01" nnm nycrtoe
3HadeHue ("), To yueTHas 3anmMcb CMOXeT 6biTb Pa36Io0KMPOBaHa TOMbKO aAMUHUCTPATOPOM CUCTEMBI.

MpumMep 3anpoca Ans pa36roKMpoBKy

DELETE /sso/anti-fraud/blocks?msisdn=9211234567

{3sso_hostt?
Content-Type: application/json
Accept: application/json

® msisdn - CTPOKOBOE Morse, C HoMepoM TenedoHa AnvHon 10 CUMBOMNOB, TOMBKO LMOPLI

® blockedTo - nata, Bpemd B popmaTte ISO, 63 BpeMeHHOW 30HbI - OnpedenseT CPok 6/10KMpoBKu. Pasbrnoknposka
NPONCXOANT aBTOMaTUYECKM MO AOCTUXEHMIO YKa3aHHOI 0 BpeMeHu. Ecnun nepefaTb faty "9999-01-01" nnu nycTtoe

3HaueHure ("), TO y4eTHas 3anmncb CMOXET 6bITb PAa36/10KMPOBaHA TOMbKO aAMUHUCTPATOPOM CUCTEMBI.

MoHnXeHWe ypoBHS aBTOpPU3aLIMK ANl CECCUU YYETHOM 3anucu aboHeHTa no WebSSO
OAuth knueHTy

Onsa nonyyeHmna Crnnmcka BCex TOKeHOB A4 aboHeHTa no auth KITMEHTY HY>XHO BbIMOMHNTbL 3arpoc

GET /sso/antifraud/tokens?principal.msisdn=9211234567&clientId={{client}?

{$sso_hostt?
application/json

® principal.msisdn - cTpokoBOe€ nose, c HoMepoM TenedoHa AnnHon 10 CMMBOMNOB, TOMbKO LIPS

e clientld - noaeHtTuodunkatop OAuth knneHTa

KOTOpbI BEPHET CMMCOK BUAA



http://0.0.0.0:4000/webdocs/custom-antifraud-api.html#%D0%BF%D0%BE%D0%BD%D0%B8%D0%B6%D0%B5%D0%BD%D0%B8%D0%B5-%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F-%D0%B0%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D0%B8-%D0%B4%D0%BB%D1%8F-%D1%81%D0%B5%D1%81%D1%81%D0%B8%D0%B8-%D1%83%D1%87%D0%B5%D1%82%D0%BD%D0%BE%D0%B9-%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B8-%D0%B0%D0%B1%D0%BE%D0%BD%D0%B5%D0%BD%D1%82%D0%B0-%D0%BF%D0%BE-websso-oauth-%D0%BA%D0%BB%D0%B8%D0%B5%D0%BD%D1%82%D1%83

"tokenId": "ech28a80-c5be-4a00-8c8a-446242637b23",
"authLevel": 5

e tokenld - naeHTUGMKaTOP TOKEHA

® authlevel - HazaHa4YeHHbIN YPOBEHb aBTOPU3aLLMM AN TOKEHA

[na noHuxeHns YPOBHA aBTOPU3aLLMN MO TOKEHY HY>XHO BbIMOTHUTL 3anpocC

PUT /sso/antifraud/tokens/{{tokenId??
Host: {{sso_hosti?

Content-Type: application/json

Accept: application/json

"authLevel": 3

o tokenld - noeHTUGUKATOP TOKEHA, MONYYEHHbIM Ha NpeablayLLeM Wware

® authlevel - TpebyeMblin ypoBEHb aBTOPU3aLIUK

B cnyyae, ecnv nepefaHHbI YPOBEHD aBTOPU3aLIMK Bhllle AencTBYoWwero, To Meto BepHeT 400 co cneumanbHbIM KOOOM B
Tene oTeeTa

"error": %
"code": -1101,

"message": "RX_SSO_PROVIS_9016: Unable to decrease authlLevel because current authlLevel
is less than required '5'."

BnoknposaHue OAuth knneHToB ¢ noMoulbio OpenAM REST API

B naHHOM Bepcum NpoayKkTa aTOT QYHKLUMOHAN TPebyeT AONONMHUTENBHOM KOHOUIYpaLmum

ABToOpu3auusa

[na 6noknposkn/pa3bnoknposkn OAUth KNIMEHTOB HYXHO NoMy4nTb token gocTyna

Mpumep nonyyeHns token gocTyna
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POST /sso/json/authenticate HTTP/1.1

application/json
Accept: application/json
X-OpenAM-Username: {iusername}}?
X-0penAM-Password: {ipasswordi}}

"tokenId":
"AQIC5wM2LY4StcwN9407g8QmnOhGEudO7elLYtB2wFcuK73A.*AAJTSQACMDIAAINLABQtMzQOMjQzMDg5MTUGNDI3
MzYXMWACUZEAAjAXx*",

"successUrl": "/sso/console"

® username - Mg Nosib30BaTeNd

password - naponb Nonb3oBaTensd

tokenld - aBTOpM3aLMOHHbIN token

e successUrl - agpec KOHCONM yrnpasneHus

MonyuyeHune cnnucka OAuth knneHTOB

GET /sso/json/customer/agents/?_queryID=x HTTP/1.1]

Mpumep oTBETA:

"result": [
"provision",
"antifraud"

"resultCount": 2,
"pagedResultsCookie": null,
"remainingPagedResults": -1

® result - cnncok gocTtynHbix OAuth knMeHToB

tokenld - aBTOpM3aLMOHHbIN token
® pagedResultsCookie - kyky Ansg NOCTpaHUYEHOr O BbIBOA4A pe3ynbTaTa 3anpoca

® remainingPagedResults - ocTaBleecsa KONMYeCTBO CTPaHWL, pe3ynbTaTa 3anpoca
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BnokupoBaHue 1 pa3bnokMpoBaHue KIIMEHTOB

Mpumep 3anpoca 6noknposku/pasbnokmposkn OAuth knneHTa.

BnokupoBka 1 paszénokunposka OAuUth KTMEHTOB MOXeT 6bITb MPUMEHEHA He cpa3y. MakcuManbHOe BpeMs peakumnm
3aaeTCcs HaCTPOMKOM 1 MO YMOYaHWio cocTaBnseT 60 cekyHa

PUT /sso/json/customer/agents/{{iclient$} HTTP/1.1
{$sso_host}?

Content-Type: application/json

Accept: application/json

st: {itokenIdi}?

"sunIdentityServerDeviceStatus":
“Inactive"

® tokenld - aBTOpU3aLMOHHbIN token

e sunldentityServerDeviceStatus - ctatyc OAuth knmeHTa, ["Active”, "Inactive”]
BpeMeHHaa 6nokMpoBaHue KIMEHTOB

Mpumep 3anpoca 6noknposku/pasdnokmposkn OAuth knneHTa.

Brnokunposka 1 pasbnokuposka OAuth KNMEHTOB MOXET GblTb MPUMEHEHa He cpa3y. MakcuMarnbHoe BpeMs peakLm

3ajaeTCcs HaCTPOMKOW M Mo yMonyaHuio cocTasnsgeT 60 cekyHn

PUT /sso/json/customer/agents/iiclientt} HTTP/1.1

application/json
st: $3tokenId??

"sunIdentityServerDeviceStatus": [
"Active"

"blockedTo": [
"2015-02-18T12:00:00.000+00:00"
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® tokenld - aBTOpU3aLMOHHbIN token
® sunldentityServerDeviceStatus - [1ns BpeMeHHOW 6110KMPOBKM HYXHO MCMONb3oBaTh cTaTyc Active.

® DblockedTo - nata, Bpems B popmaTe ISO ¢ BpeMeHHOW 30HOM - onpefensaeT Cpok 610kMpoBku. Pasbnokmposka
NMPOUCXOAUT aBTOMaTUYECKW Mo AOCTUXEHUIO YKa3aHHOro BpeMenu. Ecnv nepenats aaty “9999-01-01" nnu nycroe
3HaueHue ("), TO ydeTHas 3anmcb CMOXET 6biITb Pa361oKMpPoBaHa TOMNbKO aAMUHUCTPATOPOM CUCTEMBI.

3AMETKA

Ncrnonb3oBaHue MaccrBos B REST API asnsetca getanbto peann3aumm ForgeRock OpenAM.

MonyyeHue ctatyca OAuth knneHTa

MpuMep 3anpoca nonyyeHud ctatyca OAuth knnenTa.

GET /sso/json/customer/agents/{iclient}$?_fields=sunIdentityServerDeviceStatus HTTP/1.1

MpuMep oTBeTa:

"sunIdentityServerDeviceStatus":

"Active"

e tokenld - aBTOpU3aLMOHHbIN token
o client - ngpeHtndunkaTop OAuth KnneHTa

e sunldentityServerDeviceStatus - ctatyc OAuth knveHTa, ["Active”, "Inactive”]

O6paboTka oWwn60K

Ecnu onepaums 3aBepLunnach HeycnewHo - 6yaeT BO3BpaLleH COOTBeTCTBYOWMIM HTTP cTaTyc 1 onncaHne owmnbku
cnepyoulero suia B tene oteseta. Bce HTTP koabl kpome 20X criefyeT pacLeHnBaTb Kak OLWMbKM provisioning-a,
NOrMpoBaTh KO.

MpuMep Tena oTeBeTa C OLUNOKON

"error": %

"code": 404,
"message": "RX_SSO_PROVIS_9001: User with msisdn '9211234567' not found"
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"error": %
"code": 404,
"message": "RX_SSO_PROVIS_9002: Resource 'wrong_resource' not found"

"error": 1§
"code": 400,
"message": "RX_SSO_PROVIS_9002: Object block already exists"

® code - koA oWwnbKm

® message - on1canHe oWnbKM

F£ Ccbinkun

E.164 popmaT - http://www.itu.int/rec/dologin _pub.asp?lang=e&id=T-REC-E.164-200502-S!!PDF-R&type=items
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