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MexaHn3mM ob6beMHeHWs Nonb3oBaTenemn B rpynnbl. MexaHn3m peanMoB No3BONAET B pamMkax o4HoOro pelweHus UIDM
OpraHn3oBaTb 06CNYXMBaHWE Pa3HbIX KaTeropumn Nonb3oBaTenen ¢ pa3HbiIMU CLLEHAPUSMU, UCTOYHUKAMW LaHHbIX U
npunoxeHun. NMonb3oBaTenn B pa3HblX pearMax MoryT UMeTb OAMHaKOBbIE NTOMVH U MOAEHTUOUKATOPSI, MPW 3TOM OHU By Ay T
ABNATLCH PA3HbIMU MNOSb30BaTENAMM C TOUKM 3PEHUA CUCTEMbI. B 4aCTHOCTW, ANd KaXA0oro peanma He3aBncrMo
HacTpauBaloTCH:

® ICTOYHWKM YYeTHbIX 3anncew nonb3oBaTenen, B T.4. CO CBOEW aTpMbyTHOM MOAeNbo Npoduna nonb3oBaTens
® noadepxvBaeMble Cnocobbl ayTeHTUbUKaLUm

® CclLeHapuun ayTeHTUduKaLmm

® [PUNOXEHUS, B KOTOPbIE BLINMOMHAET ayTEHTUOUKALIMIO MONb30BaTe b

® NOMNTUKN aBTOPU3aLLMK

MpuMepbl

Peanm Customers

® BkntoyaeT Nonb3oBaTenen-euanyeckmx nuL,.
e [laHHble Nnonb3oBaTtenen xpaHaTtcsa B b cepsepa UIDM
e [Ing nonb3oBaTenen NoaaepXnBaeTcsa BXOA No NornHy-naposnto, no OTP, Yepes coL.ceTu

e CueHapwuu npeanonaratT BX0O4 OAHUM 13 NepeyuncneHHbIX CnocoboB + onuuoHarnbHbi BBo4 OTP B COOTBETCTBUM C
HacTponKamu Nonb3oBaTens.

e [10Mb30BaTENM MOTYT BbIMOMHATL BXOA B MPUNOXEHUs A8 GU3NYECKUX NULL (MMYHbBIA KaBUHET G13NYeckoro nuua,
CepBVChl pa3BriekaTenbHOro KOHTEHTA)

Peanm B2B
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® BknioyaeT nonb3oBaTenen, AENCTBYIOWMUX OT NULA KOPUONYECKUX NULL.

® [laHHble nonb3osaTenem xpaHatcd B b1 cepsepa UIDM, a TakxXe B UHTErpUPOBaHHbIX CepBUCaXx, Fae XPaHATCA
yHacneaoBaHHbIe yYeTHble 3anumcu.

o [Ing nonb3oBaTenen NoAaepXnBaeTCsa BXOL MO NOrMHY-Naposto, No yHacneOBaHHOW YYETHOW 3anuncu npuknagHomn
nnat@opmsbl, Yepes cuctemy ECUA

e CueHapwuv npeanonaralT BXOA OAHUM U3 MepPeYnCeHHbIX CNoCOob0B + 06593aTe bHY0 PerncTpaLmio eanHon y4eTHON
3anucu, ecnuv BbINOMHANCH BXOA MO yHAacne40BaHHOM y4eTHOM 3anmMcu NpoayKTOBOW NNaTdOpPMbI.

® [lonb3oBaTenu MOTYT BbIMOJIHATL BXOL B NPUTOXEHUA ONA tOPpUOANYEeCKN NnL (J'II/IL-IHbIl;I KabuHeT ropnan4eckoro nuua npu
Hann4nn COOTBETCTBYHOWErO YPOBHA NOMb30BaTeNA, KOPNopaTuBHbIE CepBVICbI)

Peanm employee

® BkntovaeT Nonb3oBaTenen - COTPYOAHNKOB OpraHu3aLmm,

® [laHHble Nonb3oBaTenen xpaHaTcd B Active Directory opraHusauun.

e [1nd nonb3oBaTenen NnoanepXxmBaeTcs BXo4 no AJOMEHHOMY NOrnHY-Naporto, a Takxe Yepes Kerberos
o CueHapuv npegnonaratoT BXOL TOIbKO MO ALOMEHHOW YYeTHOM 3anmcu.

e [lonb3oBaTenu MOrYT BbIMOJIHATb BXO[ TOJIbKO BO BHYTPEHHWE NPUNOXEHNA OpraHn3aunn, pa3MelleHHble B UHTpaceTu.

#£ Knenwmbl (claims)

KnewmMbl (claims)

Knenm - a1o yTBEpPXAEHME 06 ayTEHTUPULIMPOBAHHOM MOMb30BaTENE UMW €0 CECCUN NN OKPYXEHUK, B KOTOPOM OH
paboTaer.

Knenmbl 3anucbiBatoTca cepsepom UIDM B TOkeH BO BpeMs ayTEHTUDMKALLUK U XPaHATCA TaM [0 OKOHYaHUHA BDEMEHN XN3HM
TOKeHa.

UIDM 3a6urpaeT Knenmbl 13 crefyoLwmx nposannepos:

e ceccus npeanornHa (ee6dnoy)

® VHOOpMaLLWs 06 YCTPOMCTBE Nonb3oBaTens (3anoMmnHaeTcs MHGOPMAaLLUS 13 NMepBOro Wara CLeHapus B cryJyae
MHOTOLIaroBbiX cLieHapues): User-Agent, reonokaums, ...

® npodub NONb3oBaTenNs, 3arpyxeHHbin n3 RooX IdRepo
® npodub NONb30BaTENS, 3arpyXeHHbIV 13 BHelwHero [dRepo, ecnun npumMeHUMo

® npoduib NoNb3oBaTeNs, 3arpyXeHHblt 3 couceTn unu IDP, ecnn npuMeHnMOo

MpumMepbl

® yAeHTUdKMKaTop Nonb3oBaTens

® 1ICMOJIb30BaHHbIN NOrMH

® BpeMda ayTeHTUdbukauum

® |Pagpec, C KOTOPOro nponsoLwna aytTeHTndukauma
® Homep TenedoHa ang OTP

e ONO
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MNonyuyeHue goctyna K KnenMam

CepBepHoe npunoxeHne 6U3HeC-10rmk1 MoOXeT MonyyYnTb Knenmbl n3 oteeTa APl /tokeninfo. HekoTopble Krenmel
ABMAIOTCA BCTPOEHHbBIMU M OTAAOTCHA BCEra, a HeKOTopble OTAATCH TOMNBKO NPWY HAaNM4umn y NpunoxeHUs 3agaHHoro
scope. B Tabnuue Huxe ykasaHo, Kakme CKOYMbl TPEBYIOTCA AN KakMUX KIeNMOB.

Mo6unbHOe NPUNoXeHue GU3HEC-T0rMKM MOXET NMOMYyYnTb KNnenmMbl Yepes Mobile SDK (koTopoe BHYTpM B CBOIO ouepelb
nonydyaeT knenmbl 3 JWT Identity Token).

Ta6nuua KneMMoB

Tabnuua 1. BCTpOEHHbIE KNelMbl, BO3BPaLLAOTCS BHE 3aBUCMMOCTH OT 3anpOLIEHHOrO U pa3peLleHHOro scope

HasBaHue OnucaHune Twvn gaHHbIX Mpumep

sub NpoeHTudukaTop NnpuHUmMnana, string c NnpedrKComM MMeHn sso__ 123123123
YHVKanbHoe CUCTEMbI

ext_sub NpoeHTuoukaTop npuHUmMnana string 123123123

6e3 npedwkca (1)

jti NoeHTuoukaTop TokeHa string, uuid 54732921-86¢cc-49e7-af67-
[ocTyna 19f61b453ad1

auth_time Hata v Bpemda ayTeHTudmKaumm  integer, unixtime 1594634014

authType Mcnonb3oBaHHbIM CNOCO6 string, enum login_password

ayTeHTUduKaumm (2)

roles Cnvcok ponen nonb3osaTens string array ['CUSTOMER','VIP']
(3)

auth_level YpoBeHb ayTeHTUdUKaLmm, string, HO BHYyTpu integer "5"
3HaYeHue 3aBNCKUT OT HaCTPOEK
n cnocoba

1. MOCKOMbKY NPOTOKON TpebyeT yHukanbHocTu sub (OIDC 5.7. Claim Stability and Uniqueness), a UIDM o6ecrneunBaeT
YHUKanbHOCTb TOMBbKO C NpeduKcom, Tak kak B UIDM MOryT 6bITb NOAKMOUEHBI MHOXECTBEHHbBIE UCTOUYHUKM YUETHbIX
3anucen, To BBOANTCHA OTAENbHbIN Claim "ext_sub”, KOTopbIn pa3pellaeTcq MCMOb30BaTb TOMbKO MNPW YBEPEHHOCTH, YTO B
KOHKPETHOW MHCTanNNALMm nepeceyeHnit 6olTb He MoXeT

2. login_password, apitokens. Crnvcok 6yaet paclmpeH

3. ponn nonb3oBaTend B OpraHn3aumnm npn MCnonb3oBaHUN My}'IbTVIOpFaHl/BaLLVIOHHOl;l Modenu Croga He BXoOAT

Ta6nuua 2. KnewMbl, 4OCTYN K KOTOPbIM onpeAenseTcs paspeleHnsamMm cepeuca

HasBaHne OnucaHune Twvn faHHbIX Mpumep
externalldpToken TOKeH BHeLHen cnuctemsl, ecnn  string "XjhlTh1hgdui.1j23loidsd"
MCNonb3oBanach BHEWHSA
cuctemMa
preferred_username JloruH nonb3osatens (He string "usernamel”

noeHtTudukaTop!)
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name OWVO nonb3oBaTens (bopmat string "MBaHoB MBaH ViBaHOBUY"
onpeaenseTcs BHeLWHeN

cucTemMonm)

#£ YpoBHu aBTOpUM3aumu (auth_level)

YpOBeHb aBTOPM3aLLMn - YACIOBOE 3HaUYEHWe, onpefensioLlee MHOXeCTBO onepauui, AOCTYMHbIX 3aLimllaeMoMy CePBUCY
AN BbIMONHEHMS OT NnLa nonb3oBaTens. Onepauns 3almLaeMoro CepBMCca MOXET UMETb MUHUMAalbHbLIN TpebyeMbli
YPOBEHb aBTOPU3aLMKN U BLIMOMHATLCH TONbKO €CMY TEeKYLLMN YPOBEHb aBTOPU3aLLMM NOoMb30BaTeNns 60blLle Unmn paseH
MUHWMaNbHOWN.
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