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# CueHapui co3faHUs NPUBA3KU

HasHaueHue

CueHapun ncrnonb3yeTca master-akkayHTOM A5 CO30aHNSA NMPUBA3KM CO Slave-akkayHTOM.

MNMpeaycnosus

1.

2.

3.

Master-akkayHT fO/mkeH 6biTb ayTeHTuguumposaH B WebSSO 1 nMeTb He MpocpoYeHHbIn access token.
N3BecTeH HOMep TenedoHa slave-akkayHTa

Slave-akkayHT MOXeT nonyunts CMC-cooblieHne

PesynbTaT pa6oTbl CLleHapus

1.

CospfaHa npvBsA3ska Mexay master-akkayHToM U slave-akkayHTOM

O6Lwue 3aMeyaHuda

3AMETKA

B kax bt 3anpoc kpome N1 Hy>XXHO NoACTaBNATb TEKYLUMI execution ceaHca - naeHTndukaTop npeaceccum
ayTeHTudumKaumm, nonyyeHHsn or WebSSO B npefbiayLiem 3anpoce.

LWaru cueHapus

KnueHT oTnpasnsaeT 3anpoc N21, nepenaBas access token master-akkayHTa

CepBep npoBepsAeT nepenaHHbI access token, He 3a6NoKMPOBaH N master-akkayHT U UMeeT 1 OH BO3MOXHOCTb
co3/71aBaTb NMPUBA3KK

CepBep Bo3BpallaeT "hopMy” BBOAA HOMEP TenedpoHa slave-akkayHTa U UMA MPUBA3KM MO0 OLINBKY, eCnn co3aaHme
NPVBA3KK ONA TeKylwero master-akkayHTa HEBO3MOXHO NMB0 TOKEH He BanuaeH

KnuneHT 3anpawmnBaeT HoMep TenedoHa y KOHeUYHoro nonb3osaTens (Cnoco6 nonyyeHust Ha yCMOTPEHUE KIIMEeHTa).
KnueHT HopMmanuayeTt HoMmep TenedoHa kK popmaTy E.164. OnumoHanbHO nepefaeTcs UMs NPUBA3KK, eCriv Nob3oBaTerb
BBEN ero

Monb3oBaTernb BBOAMT HOMEpP TenedoHa slave-akkayHTa

KnuneHT oTnpaBnsieT 3anpoc N22, nepenaBasi HoMep TenedoHa slave-akkayHTa 1 OMnLUMOHanbHO MMS CO3aBaeMol
MPUBA3KM

CepBep ULeT akkayHT No HoOMepy TenedoHa, NpoBepsaeT 610KMPOBKN Ha akKayHTe

Cepsep renepupyet OTP-kog v otnpaenset CMC-coobuweHne ¢ OTP-ko4oM Ha HOMep TenedoHa slave-akkayHTa
Cepsep Bo3BpalLaeT "dpopmy” BBoAa OTP-kofa unu cooblieHne 06 ownbke, ecnm akkayHT He HanaeH 1nu 3abrnoknposaH
KnueHT 3anpawunsaet OTP-KOA Y KOHEYHOrO Nosb3oBaTens (Cnocob nonydYeHns Ha YCMOTPeHWe KNneHTa)
MNonb3oBaTenb BBOoAMT OTP-Ko4

KnueHT oTnpasnsaeT 3anpoc N23, nepenasas BBeAeHHbIV nofb3osaTeneMm OTP-koa

Cepsep nposepseT OTP-koA
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19.

20.

. CepBep otnaet "dopMy” NoaTBEPXKAEHNSA CO34aHNA NMPUBA3KM NMBO OWNBKY, eCcnv Ko BBeeH HeBepHO. C popmMon

nepenaeTcs MHGOPMaLLMs 0 CO3AaBaEMoi NpMBsA3Ke (HoMepa TenedoHoB, Npoyee)
KnueHT 3anpalwmBaeT y nonb3oBaTens noaTeepxaeHve (cnocob nonyyeHus Ha yCMOTpPEeHUe KNveHTa)
Monb3oBaTerb NOATBEPXAAET CO3AaHNE NPUBA3KM

KnueHT oTnpasnseT 3anpoc N24

. CepBep co3pfaeT NpmBA3KY

CepBep BO3BpaLLlaeT OTBET, CUrHANM3MPYHoLWMit 06 YCrelwHOM OKOHYaHWK cLieHapusa 1 nepegaeT access token slave-
aKkkayHTa

KnneHT oTobpaxaeT nonb3oBaTento MHOOPMaLLMIO O CO3LaHHOM MPUBA3KE

B cnyyae HeBepHo BBeaeHHoro OTP-koaa waru 10 - 13 NOBTOPSAIOTCA BM/IOTh A0 MCHEPMaHWS MOMbITOK BBOAA.

Monb3oBaTeslb MOXET 3anpocuTb HOBbIM OTP-KOA, ecv OH He NOoNy4Ynn NpeabliayLwmim, B TakoM criyyae warn 6 - 9
NMOBTOPSOTCS.

CueHapun MOXeT BbITb MpepBaH Mosb3oBaTeneM Ha nboM aTane. KnueHT oTnpasnseT 3anpoc "OTMeHa", ecnv umeeT
TEXHMYECKYI0 BO3MOXHOCTb ONpeaenuTb NpepbiBaHNe CLeHapus Nonb3oBaTeneMm.



®opmMmart 3anpoca N21 - cTapT cueHapus

3ar|poc Ha4yMHaeT BbIMO/THEHME HOBOIO CLLleHapua.

POST /sso/oauth2/access_token
<sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>&

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&

service=multiaccount_create&
accessToken=<accessToken>

MapaMeTpbl 3anpoca

® sso_host - 6a3oBbit agpec cepsepa WebSSO, Hanpumep sso.rooxteam.com, MOXET COAEPXaTb MOPT, HaNpuMep
sso.rooxteam.com:8080

e client_id - naeHTndukaTop KNMeHTa, Hanpumep selfcare, BO3MOXHbIE 3Ha4YEHNUSA 3aBUCAT OT KOHOUIypaLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAaUYEHUS 3aBUCAT OT KOHOUTypaLLmm
® scope - CMUCOK 3anpaLlrBaeMbix scope Yepes npoben B koanposke UTF-8. onunMoHanbHO, perucTpo3aBucUMoO

® grant_type - cnocob aBTOpK3aLIMm NOMb30BaTeNd, BCEra UCMoMb3yeTCsa 3HaYeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapus, 414 AaHHOr o cueHapua Bcerga multiaccount_create

® realm - rpynna nons3osaTtenen WebSSO, Bceraa ncnonb3yeTcd 3HaueHne %2Fcustomer, KoTopoe aBnseTcd uri-
encoded 3HayeHneM /customer

® accessToken - access token master-akkayHTa

Pe3ynbTaToM BbiNONHEHMS 3anpoca 6ydeT Banmaaumns CyLeCcTBYIOWeEro TOKeHa 1 0TobpaxeHne “"dopmbl” BBOAa HOMepa
TenedoHa slave-akkayHTa.
®dopmMaT ycnewHoro oTeeTa

Mocne nonydyeHus pesynbTata Hago 0To6pasnTb NoNb3oBaTento GopMy ANg BBOAA HOMepa TenedoHa slave-akkayHTa 1
OMLMOHAaNbHOIr 0 MMEHU NMPUBASKM.

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"step": "choose_slave",
"execution": "bedd093e-leeb6-410a-bd9b-
075aded0f096_AAABFQAAAQBWAFw1Livr4jJundzBnhjuj59nRdWB1k6+N68EOISECNZTMWISVIWUHSe5EY1Xtlt/qq



http://0.0.0.0:4000/webdocs/common-multiaccount-m2m-api.html#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0
http://0.0.0.0:4000/webdocs/common-multiaccount-m2m-api.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D1%83%D1%81%D0%BF%D0%B5%D1%88%D0%BD%D0%BE%D0%B3%D0%BE-%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D0%B0
http://0.0.0.0:4000/webdocs/common-multiaccount-m2m-api.html#%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82-%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%B0-1-%D1%81%D1%82%D0%B0%D1%80%D1%82-%D1%81%D1%86%D0%B5%D0%BD%D0%B0%D1%80%D0%B8%D1%8F

6gjyBCtuCSknqdBunoe255w+PHOE2h7bT5pLjTNX7Gd/BvubY2s9xp4x1qEucpHKA7H24bEv2xzh8Ch0+AgkXysVhz
970Xpz0pii0kxTmgOXYc072sAQ8x/vUCrAaF5uwOpOMpPOxng38VouNYpNiAXxqgrQKjOxpn9Dz5Gs5neIBh8areZx
BiOxjtIxP5P6y4uV2vZ8eorvnYsYlaFxebo3omEFAbtciVXGx+6AjQ5V0dZ9BXOHs5DcC3£94MHLNOjvZvL1crNsdd
kggx1AAAACWVAZWNL1dGlvbjoIbhXoS3iibP/tHiQWPEm1bZPQfaXDHBhRFjdAdUXuuqtlXIgOkziwuAMwoBa+43VWH
NHONPL962J+d4kscmZgiLI9T2GQtASNIT2GWSEPPYNYdIC543tN/HFWGNeJ1qEGFwAIQwlapg9aTPzUpYgrok4KxGbY
VPPOW1ShpSmb5K3D21£h2VFIQQMtB40OnZxrYsxiaR2Bzhq3jyelLYaPim8cof1tGB34Hx3G3F2FPbhEiB5UQpLhKWNIa
frM20YzNEstyyaDMw+yV5RV3AdjodxFnE20Q6MOy8c1G8Cqe700E0Y1B4pA4gWNNUIAIHE3TZYicT6LZhE6GXZIOSh
Auzrhgmq3Uo8Xe5N8/ezDabGC8DzNS/IcjLFA2coQIgFXaydJ5DS/msOIMRxuLowBRQvo5G8HKPXxyCsSGivMe8300c
Bdmi®+UOfYXxZ7uxrzx430q2+meZgbeFxYFOCqxCyLiinQiYQaZ4EPLGVYIM8tI2L/ItXRDOUMOCOTIcsGlYHgNFNJQN
gc/BZH9nal24I6A+duiX5Z2SmCBJ312s206QklozYgHzsHhoKyykB+wH+zd8azZhelviMpmuOOzmnNWQ1kL /S+afqJCD
hNx7F5vnp50xP+V34HTxgb6cB+dnCOVdpucNDkZRcr63EHeDWhuHWgTAFH1gK72zZ36n61K9Y2xMMv /xNthimX70iv0a
t7kybDLURWRP5xei10J4Msz1sThWC+3KF400Y /weeDYDalLk8Hv4+yAo4UqO+0y1Re3ncYDSqdaF12fYBVrHeVIIKPBY|
068H732ShoOCRHPalwNbWX3T4XeoqUTNtwC6U8i0sqYZ0310eghIN+HVIRSDRXx8EGKQYVhE6MLUR]Yg2VZPUB6MATE
Fzncs43bHAGHY9ruCpqJlQvxSsy/Fb2voDPqC6C10FHtZZ12MUi0z6Yi6XaAZ/Cp3SIimlo7 /AGyfLUHgYnvnKuBGve
ztxFTlaUpgmkI60wSSFgQe012xYj2BGsD9£zIL83S5P7S5TyWFCr6SvvSRiIRKmuhLgRympO3U4H6ON96PVETWQLEXB
vxg9XallKu/+KtQsByCdfmfddTtYtExsMP7Nyr410dixXVFCO3iWwz70vV3tqk55QrqE3Yghqj/iJsq/4jHL1zPWzy
Qtm6h36WItX1jVPBbicLI00d59IwhuX11bB/aEKHzD5bn4BIZnJf0me3hhb6d80Rd3pd7/sQpU/GgA7iQo3YaZ96Ed
yRiuzPytqdvlqIUnSqtrzrNh8YyLhio4d9bf5vE/W7VODbFMFhSCrSEEQHFpmXCIVTF+2eZNYbxXwv+f9E2J1gCgry
00h4m/sQL2u+cWgpebwRLDLaHEXF3FPt6dPctO8FKprkLO10tU46TiF1sV87PbWnSg2BHGARzyiZuN+VaxqMk8RtN4
foeobSJdOfmZdinxDP2H/VYaMP/oe/POR1+NquMktSy71+yt+sd4Zczlg=",
"serverUrl": "http://sso.hosted:8080/sso/auth/_multiaccount-authenticate-slave-by-otp",
"form": 3
"fields": $
"slavelogin": {
"constraints": [

i

"name": "NotEmpty"

]
5o
"displayName": %

"constraints": [

1

"attributes": §
"max": 2000,
"min": 0O

} I

"name":

“Size”

§

}I
"errors": [],
"name": "multiaccountChooseSlaveForm"

}I

"view":

i}

® step - MA GOpMbI, ANA AaHHOT O Wara Bcerfaa choose_slave, 4To o3HavaeT "popMa BBoa HoMepa TenepoHa slave-
akKkayHTa"

® execution - ngeHTUGUKaTOP NPEeaceccum ayTeHTUudGUKaLumn, nepenaTs B crneayowem 3anpoce K WebSSO
e serverUrl - urHopnpoBsaTb
e form - onucaHue nonen "Gopmbl”, KOTOPYIO KIIMEHT AOMKEH OTPUCOBATL NOMb30BATENIO

® slavelogin - onucaHwe nong BBoga HoMepa TenedoHa slave-akkayHTa. [1one npeacTaBneHo kak 6onee obLee - NoruH,
NMOCKOINbKY B 06LeM cnydae WebSSO MoxeT nogaepxumsaTth CO3AaHNe NPUBA3KM U MO NOTUHY.

e displayName - onvcaHune nong BBOAa UMEHU MPUBA3KU



®opmMmart 3anpoca N22 - BBoy HOMepa TenedoHa slave-akKkayHTa

POST /sso/oauth2/access_token
Host: <sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&

service=multiaccount_create§
execution=<execution>&

slavelLogin=<slavelogin>&
displayName=<displayName>

MapamMeTpbl 3anpoca

® sso_host - 6a30BbIN agpec cepsepa WebSSO, HanpuMep Sso.rooxteam.com, MOXeT cofepXaTb NopT, HanpuMep
sso.rooxteam.com:8080

e client_id - naeHTMdUKaTOpP KNNMEHTa, HanpuMep selfcare, BO3MOXHbIE 3HAYEHUS 3aBUCAT OT KOHOUIypaLLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAa4YEHWUS 3aBUCAT OT KOHPUTypaLLmm
® Scope - CNMUCOK 3anpalurBaemMbix scope Yepes npoben B koamposke UTF-8. onumMoHanbHo, peructpo3aBUcCMMO

® grant_type - cnocob aBTopu3aumMm Nonb3oBaTeNs, BCErfa UCnonb3yeTcs 3HaYeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapus, 414 JaHHOro cLeHapua Bcerfga multiaccount_create
® execution - UOEHTUOUKATOP Npeaceccun ayTeHTUdmKaLmm, nonyyeHHoin ot WebSSO B npefbiayliem 3anpoce

® realm - rpynna nonb3oBaTtenen WebSSO, Bcerpa vcnonb3yeTtcd 3HaueHne %2Fcustomer, KOTOpoe SBNAETCS uri-
encoded 3HaveHneM /customer

e _eventld - ugeHTMdUKaTOp Cneayowero AencTeums, Bceraa next Ang aToro 3anpoca
® slavelogin - HoMep TenedoHa slave-akkayHTa B dopmate E.164, Hanpumep +79210000000

e displayName - onunoHanbHoe UMA NprUBA3KK

Pe3ynbTaToM BbiNONHEHWS 3anpoca byaeT oTnpaska OTP-kofa Ha HoMep TenedoHa slave-akkayHTa

®opMaT ycnewHoro otTeeTa

[Mocne nonyyennsa pedynbrtaTa Hago 0Tobpas3nTb Nonb3osaTtento Gopmy ang sesoda OTP-kona

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
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"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aae5-
d08410ch8f95_HA4sTAAAAAAAAANIWTWwCRRYu27GdxE5SwWENYF",
"serverUrl": "http://sso.rooxteam.com/sso/auth/otp-sms",
"form": %
"fields": {
"otpCode": %
"constraints": [

“NotNull"

"errors": [],
“name": "otpForm"

"view": 1
"otpCodeAvailableAttempts": 2,
"msisdn": "+79876543210",
"nextOtpPeriod": 120,
"blockedFor": 0,

"isBlocked": false

® step - uMdA GopMbl, ONA AaHHOT O Wara Bcerfa enter_otp_form, yto o3HavaeT "dopma Beoga OTP-kona”

® execution - noeHTUOUKATOP Npeaceccur ayTeHTUdMKaLMK, nepenaTs B cneaytoulem 3anpoce kK WebSSO

serverUr| - urHopnpoBsaTb

e form - onucaHue nonen "Gopmbl”, KOTOPYIO KIIMEHT OOMKEH OTPUCOBATL NOMb30BATESIO

otpCode - onucaHve nons seoga OTP-koda

® view - KNIMEHT Ha YCMOTpPEHNE MOXET OTO6pa3MTb NnoNb30BaTENIO 3T AaHHbIE

view.otpCodeAvailableAttempts - kon-Bo ocTasLmMxca nonbiTok BBoga OTP koaa

® view.msisdn - HoMep TenedoHa, Ha KOTopbIn oTrnpasneH OTP SMS

view.nextOtpPeriod - BpeMs B cekyHAax A0 HAaCTyMneHnd BO3MOXHOCTU OoTrnpasku HoBoro OTP kopaa

view.blockedFor - Bpemsa 0o pa3bnokmpoBku B CeKyHOax, MMeeT CMbICN TONbKO ecnu isBlocked == true

view.isBlocked - npun3Hak BpeMeHHOM 610KMPOBKK NONb30BaTENS

®opmar 3anpoca N23 - Beog OTP-Koaa nonb3oBaTeneM U Banuaaluma ero Ha cepeepe

[aHHbi 3anpoc BanuanpyeT BBeAeHHbIM OTP ko nonb3oBaTteneM. Pe3ynbTaToM BbINOMHEeHWA AaHHOro 3anpoca éynet
oTobpaxeHne GOopMbl NOATBEPXKAEHUA CO3AAHNA MPUBA3KM

POST /sso/oauth2/access_token
<sso_host>

application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
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client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&

service=multiaccount_create&
execution=<execution>&
_eventId=validate&
displayName=<displayName>

MapaMeTpbl 3anpoca

® sso_host - 6a3oBbi agpec cepsepa WebSSO, Hanpumep sso.rooxteam.com, MOXET COAEPXAaTb MOPT, HanpuMep
s$so.rooxteam.com:8080

® client_id - naeHTMOUKaATOP KNNMEHTa, HanpuMep selfcare, BO3MOXHbIE 3HaYEHUSA 3aBUCAT OT KOHPUIypaLLmm
® client_secret - naposb KnneHTa, BO3MOXHbIE 3HaUEeHUS 3aBUCAT OT KOHOUIypaLmm
® sSCope - CMMCOK 3anpallnBaemMblx Scope Yepes npoben B koanposke UTF-8. onuMoHanbHo, perucTpo3aBUcUMO

® grant_type - cnocob aBTOpM3aLmMm NoNb3oBaTeNd, BCerja UCrob3yeTca 3HayeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapus, 414 AaHHOro cueHapua Bcerfja multiaccount_create
® execution - UOEHTUGUKATOP Npeaceccun ayTeHTuouKaLmm, nonyydeHHoinn ot WebSSO B npefbiayliem 3anpoce

® realm - rpynna nons3osaTtenen WebSSO, Bceraa ncnonb3yeTcd 3HaueHne %2Fcustomer, KoToOpoe gBnseTcd uri-
encoded 3HayeHneM /customer

e _eventld - nupeHTUdMKaTOP Cneaytowero AencTeus: validate - ona 3anpoca Ha Banuaaumio Nnbo send Ang 3akasa
nosTopHoro OTP-koaa

e otpCode - BBefeHHbIN nonb3osatenem OTP koa, nepepnaeTca ansg _eventld=validate

®opMarT ycnewHoro oTeeTa

Mocne nony4yeHust pesynbTaTa Haao 0To6pa3nTb NoNb3oBaTeNto GOpMy ANd NOATBEPXAEHNS CO3LaHUS MPUBA3KMN.

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"step": "enter_otp_form",
"execution": "dec7dacf-as2d-4345-aaeb-
d08410ch8f95_HAsTAAAAAAAAANIWTWwCRRYu27GdxE5SwWENYF",
"serverUrl": "http://sso.rooxteam.com/sso/auth/_multiaccount-attach"
"form": 3
"fields": $%,
"errors": [],
"name": "attachForm"

“displayName": "My mapping",
"slaveMsisdn": "+79210000000",
"masterMsisdn": "+79310000000"
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® step - uMdA GopMbl, ANA AaHHOT O Wara Bcerfa enter_otp_form, yto o3HavaeT "dopma Beoga OTP-kona”
® execution - ngeHTUdMKaATOP NPEeAceccum ayTeHTUudGUKaLumn, nepenaTb B cnegyrowem 3anpoce K WebSSO
e serverUrl - uUrHopupoBaTtb

e form - onucaHwe nonewn "Gopmbl”, KOTOPYIO KIIMEHT AOMKEH OTPUCOBATL MOMb30BATENIO

® Vview - KIIMEHT Ha YCMOTPEeHWEe MOXeT 0TOBPa3nTb NOMNb30BATENIO 3TN AAaHHbIE

e view.displayName - Mg NpuBSA3KKM, €CMM NONb30OBAaTENb YKa3an ero

® view.slaveMsisdn - HomMep TenedoHa slave-akkayHTa

® view.masterMsisdn - HoMep TenedoHa master-akkayHTa

®opmart 3anpoca N24 - noaTBepXXaeH1e cosfaHuns NPUBSA3KU

[aHHbIN 3anpocC co3faeT NPUBASKY. Pe3yanaT0M BbIMOJIHEHNA NAHHOIO 3anpoca 6yneT co3faHue npuBA3KM 1 OKOH4YaHne
CcueHapua.

POST /sso/oauth2/access_token
Host: <sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>&

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&

service=multiaccount_create&
execution=<execution>&

_eventId=next

MapamMeTpbl 3anpoca

® sso_host - 6a3oBbit agpec cepsepa WebSSO, Hanpumep sso.rooxteam.com, MOXET COAEPXaTb MOPT, HaNpuMep
Sso.rooxteam.com:8080

e client_id - ngeHTnoukaTop KNMeHTa, Hanpumep selfcare, BO3MOXHbIE 3Ha4YEHNSA 3aBUCAT OT KOHOUIypaLmm
® client_secret - naposb kKnneHTa, BO3MOXHbIE 3HaUeHUs 3aBUCAT OT KOHQUIypaLmm
® scope - CMUCOK 3anpaLlirBaeMbix scope Yepes npoben B koanposke UTF-8. onunMoHanbHO, perucTpo3aBUcUMO

® grant_type - cnocob aBTOpK3aLMm NOMb30BaTENd, BCEra UCMONb3YyeTCA 3HaYeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapus, 149 AaHHOr O cueHapua Bcerga multiaccount_create
® execution - ngeHTUdMKaTOP NPedceccum ayTeHTuduKaumm, nonydeHHboin ot WebSSO B npeabiayLlem 3anpoce

® realm - rpynna nonb3oBaTtenen WebSSO, Bcerga ncnonb3yeTtcd 3HaueHne %2Fcustomer, KOToOpoe SBNseTCs uri-
encoded 3HaueHneM /customer

_eventld - ngeHTHUdUKaTOp Cneaylolero AencTend: Bcerga next ong gaHHoro 3anpoca

®PopmMaT ycnewHoro oTeeTa
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[TonyyeHHbIV OTBET COOEPXUT B cebe HOBbIW access token ang Bxoda nof slave-akkayHTOM. KNMeHT MOXeT
NPOUrHOPUPOBATL 3TOT TOKEH, a8 MOXET MUCMOJb30BaTb CPa3ly Xe ANA NepektoyeHnsa Nonb3oBaTtens B slave-akkayHT

3AMETKA

Cne,qyeT 3aMEeTUTb, UTO CTaprVI access token master-akkayHTa npoaonxaet 0encTBoBaTb

HTTP/1.1 200 OK
Content-Type: application/json

"token_type": "Bearer",

Ilscope“: ”Cn”,

"access_token": "0Oc7a0d61-43a0-4e2e-9ada-7749a91f126a",
"expires_in": 59

® access_token - BblAaHHbIM access token slave-akkayHTta

® expires_in - BpeMd 4O NCTeYeHUs CpoKa AenCcTBUA TOKEeHa B CEKyHOaX



Bo3MoOXHble orpaHunyeHud Ha nonsd q)Oprl

Ha3BaHue

NotNull

Size

Pattern

Min

Max

onucaHue

0Ob6s3aTenbHOCTb NoNs

[nnHa cTpokoBOro napameTpa

Regexp 4N CTPOKOBOro
napameTpa

MuHMManbHOE 3HavYeHne
LLenoro YscnoBoro napamMeTpa

MakcumManbHoe 3HaueHne
LLenoro YncroBoro napamMeTpa

aTpubyThl

min

maXx

regexp

value

value

onucaHue aTpubyTta

MuHUManbHas onvHa

MakcumanbHasa anvHa

PerynﬂpHoe BblpaXeHune

MuHMManbHOE 3HauYeHne

MakcurManbHoe 3HaueHne
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Ha3BaHue onucaHue aTpubyThbl onucaHue aTpubyTta
FilteredSize OrpaHunyeHus ona Homepa min MuHuManeHas anvHa
TenedoHa

Bo3MoO)Hble Koabl OLLUMB6OK

Ko

invalid_otp

error_sending_otp

too_many_sms

too_many_wrong_code

may not be null

size must be between {min} and {max}

required on {field name}

max MakcumansHasa annHa

skip PerynapHoe BbipaxeHue ang
dunbTpaumnn. Nepen oTnpaBkomn
HY>XHO yAansaTb BCE, YTO eMy
yoosneTsopseT. Hanpumep,
NPONCXOANT OUMLLEHNE
BBEEHHbIX JAaHHbIX OTO BCEX
CVMMBOJOB KpoMe undp, nanee
yOansaTCca BCe CUMBOIbI CieBa
[10 NepBOW AEBATKM.

onucaHue KOMMeHTapMﬁ

HesepHbin OTP kop

Owwnbka npuotnpaske SMS ¢ KOgOM

MpeBbilleH NUMUT oTnpaBkn SMS

MpesbileH NMUT nonbiTok BBoAa OTP koaa

Mone He MOXeT BbITb MNYCTbIM Owwnbka BanuaaLmm
3HadyeHme OONMXHO 6biTb B 3a4aHHOM Owwrbka Banuaaumm
ananasoHe

Obg3aTensbHoe none Owwnbka BannaaLmm

#£ CueHapui nepexopa B slave-akkayHT

Ha3sHaueHue

CueHapun ncrnonb3yeTca master-akkayHTOM A4 nepexona B slave-akkayHT.

Mpenycnosua

1. Master-akkayHT fomkeH 6blTb ayTeHTUdMLUMpOoBaH B WebSSO 1 nMeTb He MPOCPOYEHHbIN access token

YcTaHoBMeHa npuBsa3ka master-akkayHTa n HeKOTOporo slave-akkayHTa

M3BecTeH naeHTUbUKaTop NPMBS3KK, MO KOTOPOW XOUeTCs MPOM3BECTH NepektodeHmne. aeHTUdMKaTop MOXHO

NoMy4YnTb 3arMpoOCOM CMUCKa NPUBA30K ANA TekyLwero akkayHTa B WebAPI
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PesynbTaTt paboTbl cL,eHapus

1. Ha WebSSO ycTaHoBneHa HoBasi ceccus nof slave-akkayHToOM. B ceccumn xpaHntcsa MHpopMaLmMa O TOM, 4TO OHa 6bina
yCTaHOBMEHa NyTeM NepeknioyeH1sa n CoxpaHeH naeHTuduKaTop master-akkayHra.

LWaru cueHapus

1. KnueHT otnpasngaeT 3anpoc N1, nepenasas access token master-akkayHTta v nAeHTUOUKATOP NPUBHA3KN
2. CepBep npoBepsdAeT nepefaHHbIN access token, He 3ab610KMPOBaH N master-akkayHT

3. CepBep vLET NPUBA3KY N0 NAEHTUDUKATOPY, NPOBEPSET HE 3a610KMPOBAHA /1M OHA 1 UTO TEKYLLUMI akKayHT
LEeNCTBUTENbHO ABNSIETCS master-akkayHTOM B JaHHOW NpuBA3Ke

4. CepBep BO3BpaLlaeT OTBET, CUrHaNM3MpYoLWMii 06 YCNEeWwHOM OKOHYaHUK CLLeHapws U nepeaaeT access token slave-
akkayHTa

5. KnneHT ycTaHanMBaeT HOBYIO CECCUIO B CBOEW CUCTEME Ha OCHOBE MOTyYeHHOr o access token’a
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®opmMmart 3anpoca N21 - cTapT cLeHapus 1 nepeknioyeHue B slave-akkayHT

POST /sso/oauth2/access_token
Host: <sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&
service=multiaccount_impersonate_slave&
accessToken=<accessToken>&
multiaccountMappingId=<multiaccountMappingId>

MapamMeTpbl 3anpoca

® sso_host - 6a3oBbit agpec cepsepa WebSSO, HanpumMep sso.rooxteam.com, MOXET COAEPXaTb MOPT, HaNpuUMep
S$so.rooxteam.com:8080

® client_id - ngeHTnoukaTop KIMeHTa, Hanpumep selfcare, BO3MOXHbIE 3HaYEHNUSA 3aBUCAT OT KOHOUIypaLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAaUYEHUS 3aBUCAT OT KOHOUIypaLLmm
® Scope - CMM1COK 3anpaturBaemMbix scope Yepes npoben B koamposke UTF-8. onumMoHanbHo, peructposaBucMMo

® grant_type - cnocob aBTOpK3aLMM NOMb30BaTENS, BCErAa UCMONb3YyeTCA 3HayeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapus, 4159 OaHHOr o cueHapua Bceraa multiaccount_impersonate_slave

® realm - rpynna nonb3oBaTtenen WebSSO, Bcerpa ncnonb3yeTtcd 3HaueHne %2Fcustomer, KOTOpoe ABNAETCS uri-
encoded 3HaveHuneM /customer

® accessToken - access token master-akkayHTa

® multiaccountMappingld - naeHTUPUKaTOP NPUBHA3KM, NO KOTOPOW NPON3BECTU NEPEXO B Slave-akkayHT

®PopmMaT ycnewHoro oTeeTa

Mony4eHHbI OTBET COAEPXUT B cebe HOBbI access token Anga Bxofa nof slave-akkayHToM. KnueHT MoxeT
NPOWNIrHOPUPOBAaTb 3TOT TOKEH, a MOXeT UCMONb30BaTh CPa3y Xe AN NepekoyeHns nonb3osaTens B slave-akkayHT

3AMETKA

CnenyeT 3aMeTWTb, UTO CTapbii access token master-akkayHTa NpoaonxaeT AencTBOBaTh

HTTP/1.1 200 OK
Content-Type: application/json
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"token_type": "Bearer",
"SCOpe“: IlcnII’
"access_token": "0Oc7a0d61-43a0-4e2e-9ad4a-7749a91f126a",

"expires_in": 59

1. access_token - BblAaHHbIV access token slave-akkayHTa

2. expires_in - BpeMsi 10 UICTEUYEHMS CpoKa IeNCTBNS TOKEHa B CeKyHAax

Bo3MoOXHbie Koabl OLLUMBOK

Koa onucaHue KOMMeHTapum

invalid_otp HesepHbin OTP koA

error_sending_otp Owwnbka npuoTnpaske SMS ¢ KOAOM

too_many_sms MpeBblleH NUMUT oTnpaBkyn SMS

too_many_wrong_code MpesbilweH NuMnUT nonbiTok BBoAa OTP koaa

may not be null Mone He MOXET BbITb MNYCTbIM Owwbka Banupaumm

size must be between {min} and {max} 3HayeHne AOMXHO BbiTh B 3aaHHOM Owwnbka BanuaaLmm
avanasoHe

required on {field name} O6sa3aTenspHoe none Owwnbka BanuaaLmm

#F CueHapun nepexona o6paTtHO B master-akkayHT

Ha3sHaueHue

CueHapui ncrnonb3yeTca master-akkayHToOM AN nepexona u3 slave-akkayHTa 06paTHO B master-akkayHT

NMpepycnosusa

1. Master-akkayHT fonxeH ayTeHTuodunumpoBaTbcs B WebSSO, BbINMOMHUTE NEPEXOL B Slave-akkayHT 1 UMeTb He
NPOCPOYEHHbIV access token slave-akkayHTa

2. YcTaHOBMeHa npvBsska master-akkayHTa M HEKOTOPOro slave-akkayHTa

PesynbTaT pa6oTbl CLleHapus

1. Ha WebSSO ycTaHoBneHa HOBasa ceccus no master-akkayHToMm.

LWaru cueHapusa
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KnueHT oTnpasnsaeT 3anpoc N1, nepenasas access token slave-akkayHTta
. CepBep npoBepseT nepefaHHbIn access token, He 3a610knMpoBaH N slave-akkayHT
. CepBep nposepsdeT no access token, 4To JaHHas ceccud bbina yCTaHOBNEHa NyTeM nepexoa B slave-akkayHT

CepBep BO3BpaLLlaeT OTBET, CUrHANM3MPYHOLLMI 06 YCNeLHOM OKOHYaHWK CLieHapua 1 nepenaeT access token master-

akkayHTa

KnueHT ycTaHanneaeT HOBYIO CECCUIO B CBOE CUCTEeMe Ha OCHOBE MomyYeHHoro access token'a



®opmMmart 3anpoca N21 - cTapT cueHapus U nepeknoyeHne B master-akkayHT

POST /sso/oauth2/access_token
Host: <sso_host>
application/json
Content-Type: application/x-www-form-urlencoded

client_id=<client_id>&
client_secret=<client_secret>§

scope=<scope>§
grant_type=urn:roox:params:oauth:grant-type:m2m&
realm=/customer&
service=multiaccount_impersonate_master&
accessToken=<accessToken>

MapamMeTpbl 3anpoca

® sso_host - 6a3oBbit agpec cepsepa WebSSO, Hanpumep sso.rooxteam.com, MOXET COAEPXaTb MOPT, HaNpuUMep
sso.rooxteam.com:8080

® client_id - ngeHTndukaTop KNMeHTa, HanpuMmep selfcare, BO3MOXHbIE 3HaYEHNUS 3aBUCAT OT KOHOUIypaLmm
® client_secret - naponb KNnMeHTa, BO3MOXHbIE 3HAaUYEHUS 3aBUCAT OT KOHOUIypaLLmm
® scope - CMUCOK 3anpalirBaeMbix Scope Yepes npoben B koanposke UTF-8. onunMoHanbHO, perucTpo3aBUCUMO

® grant_type - cnocob aBTOpK3aLMM NONb30BaTeNd, BCErAa UCMONb3yeTCsa 3HayeHne urn:roox:params:oauth:grant-
type:m2m

® service - M4 CLLeHapwus, On9 AaHHOro cueHapusa Bcerda multiaccount_impersonate_master

® realm - rpynna nonb3oBaTtenen WebSSO, Bcerga vcnonb3yeTtcd 3HaueHne %2Fcustomer, KOTOpoe ABNAeTCS uri-
encoded 3HaveHneM /customer

® accessToken - access token slave-akkayHTta

®opMaT ycnewHoro otTeeTa

Mony4YeHHbIM OTBET COEPXMT B cebe HOBbI access token And Bxoda noa master-akkayHTOM.

3AMETKA

CnepyeT 3aMeTUTb, UTO CTapbin access token slave-akkayHTa NpoaoxXaeT 0encTBOBaTb

HTTP/1.1 200 OK
Content-Type: application/json

"token_type": "Bearer",
"SCOpe“: ”Cn”’
"access_token": "Oc7a0d61-43a0-4e2e-9ad4a-7749a91f126a",
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"expires_in": 59

1. access_token - BbljaHHbIV access token master-akkayHTa

2. expires_in - BpeMa 0O UCTEUeHUA CPOKa AEeNCTBUA TOKEHa B CeKyHaax

F# Tpe6oBaHusa Kk peanusauuu NO

O6wue TpeboBaHUA

HEOBXOONMMO CUHXpOHM3NPOBaTb CUCTEMHbIE YacChl peCcypc cepBepa CO CNyX601 TOYHOro BpemMeHn NTP.

HEOOMYCTUMO nepepaBaTb CEKPETHbIN KIIOY pecypc cepBepa B CTOPOHHMeE IT-cuctemsl kpome WebSSO B 3anpocax Ha
/token, /tokeninfo u /policyEvaluation.

HEOOMYCTUMO npoTOKONMPOBaTb CEKPETHLIN KITHOY pecypc cepBumca.

HEOOMYCTUMO nepepaBaTb TOKeH AOCTyna B ntobble apyrue IT-cuctemol kpome WebSSO un opyrue Resource Server.
HEOOMYCTUMO npoToOKONMPOBaTb TOKEH B HEMaCKMPOBAHHOM BUAE.

HEOOMYCTUMO oTkntouaTh NpoBepky SSL-cepTudmkaTos npu Niobbix obpatteHmsax K WebSSO.

Cuctema MOXET nopoepxusaTb Apyrue crnocobbl ayTeHTudukaumm kpome exofa yepes WebSSO. B Takumx cnydasx
TPEBYETCH ykazaHue aToro dakra B cneumdpukaumnm nHTerpaumm. Cuctema npoBepdeT OCTYMN K CBOUM pecypcamM
camocToATeNnbHO. MNpun ayTeHTUdrKaumm yepe3d WebSSO HEOOMYCTUMO 3anpalumeaTth NepcoHanbHble JaHHbe
nonb3osaTtenen (B TOM YMCe NOruH, Naposib) Ha CTpaHULAax pecypc cepeepa KpoMe CLeHapuei crons3osaHns M2M AP
npv NONYYEHUN COrNacoBaHWA CO CIyXX601 6€30MacHOCTN KOMMaHWK.

PekoMeHaaL MM No MOHUTOPUHTY

PekomMeHayeTCsa peann3oBaTb MOHUTOPUHI OCTYNHOCTN WebSSO HenocpeACTBEHHO C CepBepOB NPUNOXEHUN. [Ind 3Toro
MOXHO perynsapHO BbINONHATL obpalleHna Ha <b6asosbii agpec WebSS0>/sso/isAlive.jsp , Hanpumep
https://id.test.com:7443/sso/isAlive.jsp

lMpoBepka OOMXHa BbINOMHATLCH He Yalle, YeM 1 pa3 B 10 cekyHA. B crnydae, ecnu 3anpoc Bo3BpallaeT HTTP Kof, OTAUYHBIN
oT 200, cucTeMa MOHUTOPUHIa AOMKHa YBEAOMNATL O NpobnemMax ¢ KOHHEeKTUBHOCTbIO 40 WebSSO.

TexHuyeckn nposepka fOCTYNHOCTN WebSSO MoXeT 6biTb peann3oBaHa MobbiM YA06HbIM COCO60M, BaXHO, YTOObI
npoBepKa BbINMOMHAMNACH C TOrO Xe cepBepa, Ha KOTOPOM PacrnofoxXeHoe npunoxeHune-knneHT WeSSO.
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