RooX UIDM

QMounck no AokyMeHTaumm

AyTeHTMdUKaLUA NpU NOMOLIM BHELLHEro access gateway

OrnaBsneHue

# AyTeHTUbMKaumsa
# KoHpurypaums

# Kak npoucxoamT ManmnuHr aTpméyToB B MoAenb AaHHbIX UIDM

# AyTeHTUPUKaLMUA

MponcxoanT aBToMaTHMUECKK ecnu IP agpec KnMeHTa HaxoanTCA B pa3pelleHHOM Anana3oHe afpecos 1 access gateway
nepenan HTTP-3aronoBok ¢ OeHTUGUKaTOPOM Nosb3oBaTens.

# KoHpurypaumsa

Y7106l 3apaboTan aBTOBXO HYXXHO HAaCTPOUTb CreayloLimMe CBONCTBa:

Tabnuua 1. NapaMeTpbl OTHOCSALMECH K aBTOBXOAY

Knrou

com.rooxteam.sso.autologin.agw.enabled

com.rooxteam.sso.autologin.agw.allowed_networks

com.rooxteam.sso.autologin.agw.headers.principal_id

com.rooxteam.sso.autologin.agw.attributes.map

com.rooxteam.sso.autologin.agw.attributes.use_as_login

com.rooxteam.sso.autologin.agw.default_roles

OnucaHue

BbikntovaTtenb
DYHKLMOHaNBHOCTU

Cnuncok IP-
Avana3oHoB, Ans
KOTOPbIX paspeLleH
aBTOBXO[

VIMs 3aronoBka, B
KOTOPOM NepenaeTcs
naeHTUpmKaTop
npvHUmMnana

lMepeyeHb aTpubyTOB
13 mopenv UIDM,
KOTOpble Haao
yCTaHOBUTb

Nma aTpunbyTa,
KoTopoe bynet
MCMNonb3oBaTbCH B
KayecTBe NorvHa

Ponuv npuHumnana no-
YMOJYaHUNIO KOTOpPbIE
OynyT 0o6aBNATLCH K

Mpumep

true/false

1.1.1.0-1.1.1.255,2.2.2.0-2.2.2.255

X-SsO-samaccountname

DISPLAY_NAME_ATTRIBUTE,EMAIL_ATTRIBUTE,MOBI

uid

ROLE_CUSTOMER, ROLE_ADMIN


http://uidm.ru/
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%90%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F%20%D0%BF%D1%80%D0%B8%20%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D0%B8%20%D0%B2%D0%BD%D0%B5%D1%88%D0%BD%D0%B5%D0%B3%D0%BE%20access%20gateway
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%B0%D0%BA-%D0%BF%D1%80%D0%BE%D0%B8%D1%81%D1%85%D0%BE%D0%B4%D0%B8%D1%82-%D0%BC%D0%B0%D0%BF%D0%BF%D0%B8%D0%BD%D0%B3-%D0%B0%D1%82%D1%80%D0%B8%D0%B1%D1%83%D1%82%D0%BE%D0%B2-%D0%B2-%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-uidm
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B0%D1%86%D0%B8%D1%8F

pPONsiM NOAYYEHHbIM
13 LDAP. Cnncok
ponen yepes 3andaTyto

4

Mocne HacTpoviku UIDM 6yeT BbiMONHATL aBTOBXOL, HO NPOdU/Ib Nonb3oBaTensd 6yaeT nyCTbiM.

YT06bl Npodunb oboratancs AaHHbIMY 13 LDAP Hy>XHO HacTpouTb creaytollme CBOMCTBa:

Tabnuua 2. MapameTpbl OTHOCALWMECSH K oboralleHuio npodunsa

Kntoy

com.rooxteam.uidm.ldapv3repository.enabled

com.rooxteam.uidm.ldapv3repository.superuserld

com.rooxteam.uidm.ldapv3repository.superuserPassword

com.rooxteam.uidm.ldapv3repository.ldapServerName

com.rooxteam.uidm.ldapv3repository.ldapPort

com.rooxteam.uidm.ldapv3repository.ssl

com.rooxteam.uidm.ldapv3repository.baseDN

com.rooxteam.uidm.ldapv3repository.userSearchFilter

com.rooxteam.uidm.ldapv3repository.profileAttributesToFetch

OnucaHne

BkntoyeHo nu
obpalueHune K LDAP
Ong oboratleHus
npopunsa

loruH
aAMUHUCTPATUBHON
yYeTHOW 3anmcu ang
3arpysku npopuns

Maponb
aAMUHUCTPAaTUBHOWM
y4YeTHOWM 3anucu Ans
3arpysku npoduns

Apnpec LDAP cepsepa

MopT LDAP cepsepa

Mcnonb3oBaTtb LDAPS
npwv NOAKNOYEHUM

Ba3oBoe aepeBo ans
rnovcka
nonb3oBaTenemn

[ononHUTENbHbIV
GUNbTP No aTpnbyTam
nonb3oBaTens ons
oT60pa paspelleHHbIX

[NepeyeHb aTpubyTOB
LDAP ans 3arpy3ku B
npodunb
nonb3osatena UIDM

Mpumep

true/false

uidm@example.com

password

dc.somedomain.ru

389

true/false

DC=dc\\,DC=somedomain\\,DC=ru - He 3abbiBal
3KpaHMpoBaTb 3anaTble

givenName=autotestsl

displayName,memberOf,mail, mobile,userAccoun

# Kaknpoucxoaut MannuHr atpubytos B Moaenb aaHHbix UIDM

1. ATpnbyTbl AOMKHbI 6bITb NepedYncneHsl B com. rooxteam.uidm.ldapv3repository.profileAttributesToFetch .
NMeHa aTpnbyToB yka3biBaoTcs no LDAP-monenn. MpoBepaTb B iore 3anucbio RX_AGW_SSO__ 6003


mailto:uidm@example.com
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%B0%D0%BA-%D0%BF%D1%80%D0%BE%D0%B8%D1%81%D1%85%D0%BE%D0%B4%D0%B8%D1%82-%D0%BC%D0%B0%D0%BF%D0%BF%D0%B8%D0%BD%D0%B3-%D0%B0%D1%82%D1%80%D0%B8%D0%B1%D1%83%D1%82%D0%BE%D0%B2-%D0%B2-%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-uidm
http://0.0.0.0:4000/webdocs/agw-sso.html#%D0%BA%D0%B0%D0%BA-%D0%BF%D1%80%D0%BE%D0%B8%D1%81%D1%85%D0%BE%D0%B4%D0%B8%D1%82-%D0%BC%D0%B0%D0%BF%D0%BF%D0%B8%D0%BD%D0%B3-%D0%B0%D1%82%D1%80%D0%B8%D0%B1%D1%83%D1%82%D0%BE%D0%B2-%D0%B2-%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C-%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85-uidm

. CBoncTtBo com.rooxteam.sso.autologin.agw.attributes.map onpenenser cOOTBETCTBME MEXOY UMEHaMU
aTpu6yToB UIDM 1 uMeHamu aTprbyToB B LDAP-Mozenu (MCnonb3yloTcst TONbKO aTpubyThl MEPEUYNCrEHHbIE B CBOMNCTBE
com.rooxteam.uidm.ldapv3repository.profileAttributesToFetch ).

. [ns KoppekTHoM paboThl pyHKUMOHana AGW HeobxoaMMo obecrneunTb MaNMnuHr Taknux UIDM-aTpubyToB Kak uid ,
login .

Maponb MMeeT crneumanbHoe 3Ha4YeHune, 3anpeLlatoLiee BXo no naposto, nockonbky UIDM He nonyyaeT 3HadeHue
napons 1 He MOXeT OCYLLECTBNATL BXOA MO HEMY.

Bce aTpubyThl LDAP-MOQenu nepeyncrneHHble B CBONCTBE

com.rooxteam.uidm.ldapv3repository.profileAttributesToFetch , HO He ncnonb3yemsle B CBONCTBE
M3NMNuHra aTpubyToB com.rooxteam.sso.autologin.agw.attributes.map 6ygoyT aBTOMaTU4yecku nonagaTb B
extendedAttributes 3anvcu B Tabnuue Principal.

. OAng koHGUrypaumm MannumHra ponen Heobxoammo B CBOMCTBE
com.rooxteam.uidm.ldapv3repository.profileAttributesToFetch ' ycTaHoBuTb cooTBeTcTBMe UIDM-
aTpubyTta ‘roles atpubyTy LDAP-momenu (06bl4HO 3TO memberOf ). B xomne npeobpasosaHna rpynnbl LDAP 6yneT
MCMONb30BaTbCA TOMBKO MMHA KOHEYHOTr 0 y3na aepesa LDAP. HanpumMmep, ecnv nonb3osaTenb BktoyeH B LDAP rpynny co
cnepytowmMm DN CN=Groupl,DC=dc,DC=somedomain,DC=ru , TO AaHHOe 3Ha4YeHne byaeT Npeobpa3oBaHO K PO C
nMeHem Groupl .

. Takxe B KOHpUrypaummn mannuHra ponen UIDM ncnonb3yoTcd cneaytolne CBOUCTBA:

® com.rooxteam.sso.autologin.agw.allowed_roles_pattern -3anaéTt RegEx-wabnoH Ans paspeLeHHbIX
UMEH ponent UIDM. 3HauyeHne No-yMonyaHuio . * - pa3peLleHbl Niobble MMeHa ponew.

® com.rooxteam.sso.autologin.agw.prohibited_roles_pattern -3apaét RegEx-wabnoH Anga 3anpeLeHHbIX
MMEH poneit UIDM. 3HaueHune no-ymonyarnuio (?i)~A(role_)?(system|provision|antifraud)$ -3anpewaet
MCMNoNb30BaHWe cUcTeMHbIX ponert UIDM.

Pe3ynbTat MaMnMnmMHra MOXHO MPOBEPUTL B NOI coobLleHnn RX_AGW_SSO__ 6004 .

Bo BpeMs ayTeHTUdMKaLMM BCe aTPUOYThl NONafatoT B KNerMbl U JOCTYMHbI ANA nonyvyeHnsa yepes Token Inrospection
(nnu ycTapeswuni /tokeninfo). IMeHa kneinMoB paBHbl TOYHBIM UMeHaM nonen B extendedAttributes nnu cneumanbHbiM
3HaYeHVAM ecnu aHHble HYXHO nonyynTb 3 modenu UIDM: name, phone_number, email, roles.



